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FOREWORD

The strategic direction for development of the
GTS, as endorsed by CBS, has since the early
eighties, been based on the OSI standards, especially
the ITU-T recommendation X.25. However, CBS
now considers that the TCP/IP protocols as used on
the Internet, should replace X.25 for supporting GTS
operations in the future.

The change in strategic direction has evolved
within CBS in recent years. It has occurred for
various reasons, including the expanding functional
needs of the various WMO Programmes and the
evolution of the Internet and its supporting technical
standards, as a dominant force in the information
technology industry, supplanting the OSI standards
in many areas.

TCP/IP is

The transition to considered

appropriate because:
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() Vendor support for X.25 technology is declining
and becoming more expensive due to industry
concentration on TCP/IP;

(b) TCP/IP supports numerous application utilities
available off the shelf, which offer solutions to
information communications needs of Members,
such as file transfer, Web browsers, electronic mail
and future applications such as multimedia com-
munications;

(c) TCP/IP provides connectivity between Members
in a more flexible and versatile manner than the
X.25 based equivalent.

These benefits equate to direct savings in financial
and human resource costs to Members by:

(a) Reduced costs for communications equipment
purchase and maintenance; and

(b) Reduced software development work through use
of industry standard software systems.
Considerable efforts have been applied in defin-

ing the framework for applying TCP/IP to the GTS and

for the orderly transition from the OSI/X.25-based ori-
gin of the GTS. In particular, this attachment on the
use of TCP/IP on the GTS has been produced.

Procedures are defined to ensure that the primary
function of the GTS in carrying real time operational
traffic with minimum delay is preserved. The issue of
securing the GTS from interference via the Internet is
also addressed in general terms. Reliance must however
be placed on all Members with a TCP/IP-based connec-
tion to the GTS, who are also connected to the Internet,
to implement and maintain thorough security practices.

This attachment was originally written as the cul-
mination of work undertaken by CBS WG-TEL during
1997 and 1998. The TCP/IP procedures have since been
implemented by many national Centres. The opportu-
nity has been taken to capture the practical
experiences gained in the use of TCP/IP and update
material accordingly. In addition, a World Wide Web
resource has been set-up which gives further details of
the technical implementation of many of the concepts
and procedures introduced within this attachment.
This is available on the ET/DCST information pages at
http://www.wmo.ch.

Members are strongly advised to take account of
the adoption of the TCP/IP-based strategy for the
future development of the GTS, in planning the future
development of systems within their national Centres.

1. Introduction

Historical perspective

The GTS at present is predominantly used to support
the message switching application using message
exchange in WMO format over a limited OSI transport
service based on point-to-point X.25 supplemented by
broadcasts. This limited implementation has been ade-
quate for the legacy application of message switching
but is not capable of meeting new requirements for

support of various WMO Programmes, especially the

World Weather Watch, as developed within the CBS.

These requirements include support for:

(a) Distributed databases (DDB);

(b) Data exchange between non-adjacent Centres;

(c) Exchange of information that cannot readily be
handled by message switching systems (MSSs).
The full list of requirements to be fulfilled by the

Main Telecommunications Network (MTN) of the GTS

were agreed upon by CBS-Ext. 1994. The use of TCP/IP

services was endorsed by CBS-Ext. 1994 as a means of

fulfilling these new requirements.

Purpose of this attachment
This Attachment is intended to assist Centres to imple-
ment Transmission Control Protocol/Internet Protocol
(TCP/IP) based services on the GTS. The aim of this
Attachment is to describe those aspects of the applica-
tion of TCP/IP that apply specifically to the GTS to
meet new requirements and also the long established
routine data exchange undertaken by message switch-
ing systems (MSSs). The attachment takes account of
the technical evolution of the GTS from an X.25 based
network and maintains the philosophy that Centres
continue to be autonomous as far as possible. It is rec-
ognized that the timing for the implementation of new
systems is determined by individual Members in the
light of their available resources and relative priorities.
This attachment does not cover fundamentals of
TCP/IP but focuses on those aspects that are essential
for successful application on the GTS. Such aspects
include appropriate use of the GTS compared with the
Internet, co-existence of the GTS and the Internet, IP
and X.25 and autonomous system addressing, router
management, TCP/IP application services (such as FTP)
and fault management. The attachment gives an
overview of recommended security practices with
TCP/IP, but does not comprehensively address security
issues and practices, this being a highly complex sub-
ject in itself. Some references on TCP/IP and on
computer security are given in Appendix IlI.

Relationship of the Internet and GTS

The recent and rapid emergence of the Internet poses
issues to be decided as regards its role in relation to the
GTS in meeting operational communications require-
ments of National Meteorological Services. The
Internet has grown rapidly in capacity, penetration
and diversity of applications. Its bandwidth greatly
exceeds that of the GTS and it could potentially take
over some functions of the GTS. The weakness of the
Internet, as of 1999, is that its performance from day
to day, even hour to hour is unpredictable due to its
variable and rapidly growing traffic load. Furthermore,
its availability at various Centres differs in reliability
and capacity. For some Centres it is quite possible that
the absolute level of Internet performance can be unac-
ceptably low, while for others the Internet presents an
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adequate, cost-effective alternative to the traditional
GTS point-to-point links. We must assume therefore
that there will be a need for the Internet and the GTS
to co-exist and plan accordingly.

The attachment is based therefore on the assump-
tion that the GTS with its limited but assured capacity
will continue to be required for essential exchange
between WMO Members. It should however, where
appropriate, adopt Internet technology and the
Internet itself to improve versatility and maximize the
scope for using standard software tools and services for
the exchange of data and information. The limited
capacity of the GTS creates a need for a practice of
“acceptable” use and for it to be engineered in such a
way that it is protected from general Internet traffic
and preserves security against inappropriate use and
unauthorized access. In particular, the use of IP and
dynamic routing protocols such as BGP4 (border gate-
way protocol) on the GTS will have to be managed in
such a way as to allow communication between non-
adjacent Centres only with the knowledge and
concurrence of all intermediate Centres. Otherwise
there is a danger that large amounts of GTS capacity
could be consumed by non-routine traffic, to the detri-
ment of real time operational data exchange.

Evolution of the GTS

The use of the ISO/ITU standard X.25 was adopted by

WMO in the early 1980’s to facilitate the exchange of

data and products encoded in WMO binary code forms

(GRIB, BUFR, etc.) and to act as a base for higher level

OSI applications. OSI was regarded at the time, as the

strategic direction for the evolution of data communi-

cations. Since then, X.25 at OSI layers 2 and 3 has been
implemented on much of the GTS and virtually all of
the MTN. The implementation has been predominant-
ly one of permanent virtual circuits (PVCs) directly
linking the MSSs of Members. There has been some

movement towards switched virtual circuits (SVCs) as a

result of the strategic deployment of packet switches

by some Centres as the first move towards making the

GTS more of a true network and less a series of bilater-

al links. Such a strategy could be pursued but the

emergence of the Internet and TCP/IP networking
offers an alternative that appears much more attrac-
tive, particularly for non-MSS requirements.

The evolution of the GTS to adopt TCP/IP is now
appropriate because:

(@) It has become the dominant protocol suite in
everyday use being now packaged with virtually
all implementations of Unix and many PC oper-
ating systems such as Windows 95 and NT;

(b) It offers a wide range of standard applications (file
transfer, electronic mail, remote logon, World
Wide Web, etc.) that will greatly reduce the need
for the WMO community to develop special pro-
cedures and protocols as it has had to do in the
past.

(c) It provides useful features such as automatic alter-
nate routing (in a meshed network) which could
improve the reliability of the GTS.

This attachment however takes account of the fact
that Centres have based plans and developed systems
in line with the OSI standards, particularly X.25, as
endorsed by WMO and specified in the Manual on the
GTS. The adoption of TCP/IP-based services must be
implemented in an orderly transition from the X.25
based links in such a way that operation of the GTS is
not disrupted or put at risk.

The attachment provides for this by defining pro-
cedures for:

() An interim hybrid based on:

0} Carrying TCP/IP-based services over an

X.25 network service; or

(i)  Carrying X.25 data over IP-based network

service via directly connected routers;

(b) Subsequent transition to pure IP utilizing directly
connected routers, together with TCP/IP-based
application services, such as TCP sockets or file
transfer protocol (FTP).

The transition to the second step (pure IP) is desir-
able because:

(a) Operating TCP/IP over X.25 may not provide
expected throughput because of router processing
overheads involved in packet encapsulation of IP
frames within X.25 packets. This appears to
become worse as line speeds increases. Limited
tests which have been done between Centres in
Region VI indicate efficiency less than 70 per cent
at 64Kbps;

(b) The management and maintenance activities
required for the X.25 network and associated
packet switches can be avoided;

(c) Carrying X.25 over IP requires use of proprietary
features of specific router brands;

In order to move to pure IP, it is necessary to mod-
ify MSSs at each Centre to make use of TCP/IP services
such as FTP and sockets. This is covered in some detail
in section 4.

Other related issues

Many Centres now have experience of TCP/IP on the

GTS. Experience has shown that the main technical

issues, which need to be addressed to establish wide-

spread use of TCP/IP on the GTS, are:

(a) Agreed methods for the message switching appli-
cation to use TCP/IP either directly or via higher
level applications e.g. FTP;

(b) An agreed file naming convention and standard
for metadata associated with files;

(c) A community-wide naming and addressing agree-
ment.

It is the aim of this attachment to make some
progress with these issues, some of which lie in the
domain of data management as much as telecommu-
nications. It must also be recognized that the existing
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GTS is not a true network, but a collection of discrete
point-to-point links. Adoption of TCP/IP by some
Centres has started to create a true network. Also man-
aged networks using frame relay technology are now
being introduced to the GTS. These developments
introduce new issues regarding multi lateral coopera-
tion in operating the GTS. While these issues are
raised, they are beyond the scope of this attachment.

2. Principles governing the use of TCP/IP on the GTS

Management of traffic on GTS and I nternet

The TCP/IP protocol suite provides the potential to use

the full range of TCP/IP applications on the GTS. Some

applications such as file transfer and World Wide Web
have potential to place heavy loads on the limited
bandwidth circuits that comprise the GTS. Limits need
to be applied to ensure that the GTS carries only
important traffic such as the real time data and prod-
ucts currently exchanged on the GTS plus data to be
carried to fulfil new requirements such as DDBs, and
routinely exchanged large data files such as satellite
imagery. Less important traffic such as ad hoc file
exchange, e-mail, general World Wide Web and such-
like should be carried on the Internet. To protect the

GTS, the full capabilities of TCP/IP connectivity and

information exchange must be restricted. In practical

terms, TCP/IP traffic carried on the GTS could be
restricted on the basis of

(a) Protocol type (e.g. FTP, HTTP, SMTP etc);

(b) Originating and destination IP address;

(c) A combination of the above.

If the measures adopted are to be successful, it is
necessary that they be:

() Not confined to a single router brand since it can-
not be assumed that all Centres will have the
same brand of router; and

(b) Be reasonably straightforward to configure, so
that there is minimum risk that configuration
errors or omissions will endanger the GTS.

After considering these factors, the approach rec-
ommended is that only a small number of selected
hosts in each Centre (e.g. the MSSs) be allowed to use
the GTS, with no restriction placed on the protocol
type. The concept is illustrated in Figure 2.1. Hosts
Anmci and Agmcs, are “GTS designated” hosts. They
are allowed to exchange traffic on the GTS using any
TCP/IP protocol.

GTS

NMC1

aFae

» Anmcz

NMC2

0)G

Internet

Figure 2.1 — Connectivity between hosts in GTS Centres.

Hosts Bymcr and Bywco represent all other hosts
in the two Centres which are not “GTS designated”.
They must communicate via the Internet.

To achieve this functionality, the site manager at
each Centre must nominate which hosts are allowed to
use the GTS. The GTS routers in each Centre must be
configured so as to advertise only routes to “A” hosts,
with packet filtering set to block packets from and to
“B” hosts. A consequence of this is that Ay co Will be
unable to communicate with Byyc1 (and vice versa)
even though both “A” and “B” hosts can access the
Internet at large.

The actual configuration details to invoke the
above functions in the Cisco family of routers are
given in Appendix I.

In certain cases such as testing or backup to GTS
dedicated links, it may be necessary for communica-
tion between “A” hosts to be via Internet. In this case,
access lists in Internet access routers should permit
only the specific “A” host in the neighbouring Centre
to communicate via the Internet.

As a further precaution to protecting the GTS
from traffic overload, the “A” hosts in a non-adjacent
Centre should only be permitted to communicate with
the knowledge and concurrence of intermediate
Centres.

Security issuesand segregation of Internet and GTStraffic
Any Centre which has a TCP/IP-based GTS connection
and a connection to the Internet, is a potential weak
point where the GTS could be exposed to deliberate or
inadvertent interference through unwanted traffic or
unauthorized connection to GTS hosts.

Centres are strongly encouraged to implement
protective barriers such as firewall systems on the con-
nection of their Centre with the Internet. It is
important that every practical step is taken to prevent
accidental or deliberate use of GTS links or unautho-
rized access to GTS Centres, by Internet users.

When setting up IP on the GTS, it is vital to
ensure that the GTS does not become part of the
Internet or an unintended transmission path for
Internet traffic. Each Centre must consider the GTS
and the Internet as two separate networks and ensure
that inappropriate flow of traffic from one to the other
cannot occur. This will ensure that the GTS is used
only for transferring bona fide meteorological data
between authorized hosts.

Some basic principles for implementing basic
security measures for the GTS are shown in Figure 2.2.
It illustrates in a general way, how a Centre with
TCP/IP connection to the GTS and an Internet con-
nection might be set up. Functions to be implemented
include:

(a) Allowing only GTS-designated hosts to communi-
cate through the GTS router;

(b) Blocking access to GTS-designated hosts through
the firewall and Internet router;
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(c) Firewall allows only approved hosts on the
Internet to access B hosts and then, only for
approved applications such as FTP;

(d) Prevention of access to A hosts from Internet via
B hosts.

The actual choice of routers and firewall and the
setting up of these will require expertise in the design
and configuration of networking and security systems.
It is not intended here, to provide detailed coverage of
security system implementation and management as it
is a large and complex topic. It is simply emphasized
that it is important that every Centre should imple-
ment the best practical security measures, appropriate
to its system complexity and capabilities. Some addi-
tional material relevant to small Centres is given in
Appendix Il1.

In addition to network security measures, it is
vital that good security practices are followed in the
management of all hosts in a Centre. Computer securi-
ty is a complex subject in itself and Centres are
encouraged to study this in depth and apply appropri-
ate practices. Some references in computer security are
given in Appendix IV. As a bare minimum, good pass-
word practices should be followed in the management
of all host machines in a Centre. Some recommended
practices are given in Appendix V.

Routing and traffic management

Routing algorithms

In order to be able to send a packet, every host, router
or equipment connected on an IP network must have
a routing table. The table tells the system where to
send the packet. This may be achieved by:

(a) Static routing; or

(b) Dynamic routing.

Static routing

With static routing, every required destination and
next hop must be entered in the routing tables by the
system administrator. Alternatively, a default route can
be declared, although this option is mainly applicable
to sites with only one connection to the outside

A Hosts allowed

Flre‘vvall by explicit
permissions
Access
router
— B Hosts
L WWW
Open networks server Protected
networks

GTS Access
router
A Hosts
A Hosts blocked (GTS)
B Hosts blocked

Figure 2.2 — Generic arrangement for protecting GTS systems.

world. If a default route is set up, filters must be estab-
lished to ensure that only authorized hosts can access
the GTS.

Whenever a new Centre is connected to the GTS
with IP protocol, the site managers of all other IP capa-
ble Centres must add the new address to their routing
tables. This might become a major task as IP connec-
tivity spreads over the GTS.

Dynamic routing

With dynamic routing, the routing information is
automatically exchanged between routers. This enables
the network to learn new addresses and to use alterna-
tive paths under fault conditions in a partially meshed
network topology. The initial set-up of dynamic rout-
ing may be somewhat more complex, but the ongoing
management task is greatly reduced.

Use of dynamic routing requires selection of an
appropriate routing protocol to operate over the links
of the GTS. The protocol must be an exterior gateway
protocol (e.g. EGP, BGP) as opposed to an interior gate-
way protocol (such as IGRP, RIP, OSPF) because interior
gateway protocols are intended for use within a single
management domain. The GTS is an aggregation of
many separate management domains. As such, it is
necessary to select a gateway protocol that can be
autonomously managed by each Centre to implement
routing and hence traffic flow, consistent with its par-
ticular requirements.

Two exterior gateway protocols are defined by
RFCs — EGP and BGP (now release 4 — RFC 1771). As
the GTS is not a tree structure, setting up routing with
EGP may be difficult. BGP 4 does not suffer topological
constraints. It is more powerful, but a little more diffi-
cult to configure.

BGP can distribute subnetted routes. This feature
might be very useful for the GTS. Instead of propagat-
ing host-based routes or full network routes, routing
can be based on subnetted networks. Instead of declar-
ing hosts eligible to use the GTS, a Centre could declare
a full subnet of eligible hosts. In that case, the routing
information consists of just an IP address and a subnet
mask. For example, if a Centre has a class C addresses
193.168.1.0, by declaring that the subnet 193.168.1.16
with mask 255.255.255.248 is allowed to use the GTS,
all hosts with IP address 193.168.1.17 to 193.168.1.22
will be routable on the GTS.

Recommended routing method

Based on consideration of the above factors the BGP4
routing protocol should be used between Centres on
the GTS, unless an alternative is bilaterally agreed on
individual links. Examples of BGP4 set-up for the Cisco
router family are given in Appendix II.

Registered and private addresses
It is recommended that Centres use officially registered
IP addresses issued by their national Internet authority
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or by an Internet Service Provider (ISP). Nowadays, IP

address space is administered by these organizations,

rather than the global or regional authorities. These

authorities are however a useful source of information

on existing address allocations, through database

lookup services such as ‘whois’. Major regional author-

ities are:

(a) Asia Pacific Network Information Centre (APNIC)
<http://www.apnic.net>

(b) American Registry for Internet Numbers (ARIN)
<http://www.arin.net>

(c) Reseau IP Europeens
<http://www.ripe.net>.

If Centres use private IP addresses on their inter-
nal networks, then network address translation (NAT)
must be adopted for any hosts requiring to communi-
cate over the GTS or the Internet. A sufficient number
of official addresses must be obtained to correspond to
the number of hosts required to communicate exter-
nally, and the type of NAT supported by the Centre’s
access router. If static NAT is adopted, then a one-to-
one correspondence of internal and official addresses is
required. If dynamic NAT is used, then there can be
more internal addresses than official addresses, with
the router allocating the pool of official addresses
dynamically as necessary. The documentation for the
Centre’s access router should be consulted to ascertain
the NAT support provided.

Private addresses must not be visible on the GTS
or Internet. Figure 2.3 shows simplified examples of
allowable and non-allowable arrangements.

(RIPE  NCC)

Implementation of GTS links via Internet

CBS has expressed the view! that the use of Internet for
GTS links can be considered in circumstances where
they are cost effective, offer an acceptable level of
service and where adequate security measures are
implemented. In general, the same principles for

1 General summary paragraphs 4.4.35-4.4.45, particularly para-
graph 4.4.40 of the Abridged Final Report with Resolutions and
Recommendations of the Extraordinary Session of the Commission
for Basic Systems (WMO-No. 893).

(a) Allowed (b) Allowed

v
D C

Private

Lo C

routing and security described above, apply where
Internet links are used instead of dedicated links.
Further details applying to the use of Internet based
links, especially related to small GTS Centres, are given
in Appendix IlI.

Summary of tasks to ensure proper use of IP on the GTS

1. Use only official IP addresses for external commu-
nication on the GTS.

2. Declare which IP addresses in your Centre designates
as eligible to use the GTS. (A list of allowed hosts
and/or subnets is kept on the WMO FTP server.)

3. Obtain an autonomous-system number through
the WMO Secretariat (which will maintain a list of
AS numbers to be used on the GTS — refer to sec-
tion 3) to be used for BGP configuration on the
GTS.

4. Establish an IP connection with one or more
Centres. This connection will be pure IP using PPP
as a level 2 protocol on the link, (or a proprietary
protocol such as Cisco HDLC by bilateral agree-
ment) or IP over X.25 (RFC 1356). In this case use
X.121 addresses as defined in section 3.

5. Configure dynamic routing with BGP (unless you
are a Centre with only one GTS connection and
have agreed with your neighbouring Centre to use
static routing).

6. Check the barrier between Internet and the GTS
(prevent routing from the Internet to the GTS).

7.  Filter incoming and outgoing traffic in accordance
with the requirements described above.

3. Implementation guidelines

I ntroduction

The introduction of IP-based services on the GTS will,
in many cases, be implemented initially by using a
mixture of X.25 and IP, because of the technical evolu-
tion of the GTS as described in section 1. IP services
may be carried over an X.25 network by encapsulating
IP packets within X.25 packets. An appropriately con-
figured router at each GTS Centre carries out this
function. Alternatively, where routers of the same
brand are used in adjacent Centres, X.25 data may be

.

) CDw

Private ‘ Private ‘ ‘ Private

(c) Not allowed

v

‘ Registered ‘ ‘

| | | | |

Figure 2.3 — Simplied examples of allowable and non-allowable arrangements.
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carried on an IP link using X.25 switching capability of
the routers.

It is desirable ultimately for Centres to adopt
through bilateral agreement, direct IP connections with
TCP/IP application services (FTP, sockets) superseding
IP over X.25, or X.25 over IP as the case may be.

It is necessary to have an addressing framework for:
(a) X.25 packet switching between Centres;

(b) IP over X.25;
(c) Direct IP (including X.25 over IP).

The use of BGP requires introduction of the con-
cept of the autonomous system (AS)2. Each GTS Centre
manages an AS number to enable the Centre to adopt
BGP with neighbouring Centres. In addition to
addressing, this section shows allocation scheme of AS
numbers.

Addressing for X.25 packet switching between Centres
Many Centres have adopted X.25 for point to point
connections between message switching systems
(MSS). A number of Centres have installed, or plan to
install packet switches to provide capability for con-
nections between non-adjacent Centres. An addressing

scheme has been developed for this purpose. It is a 14-

digit scheme of the form 0101xxxiiyyyzz where:

0101 is a pseudo DNIC which does not correspond to
any actual DNIC and therefore will ensure calls
cannot be mistakenly switched to any network
other than the GTS;

XXX is the X.121 country code of the Centre;

2 An autonomous system is defined in RFC1630 as “a set of
routers number under a single technical administration, using
an interior gateway protocol and common metrics to route
packets within the AS, and using an exterior gateway protocol
to route packets to other ASs.”

CENTRE A | X121 0101xxx00yyyzz |

T

Packet
| Router A | switch

MSS

Host —

X.121: 0101xxx11lyyyzz

ii is a protocol indicator, being 00 for MSS, 11 for
TCP/IP, 22 for OSI CONS, 33 for OSI CLNS;

yyy is the nationally-assigned port number;

zz  is the nationally-assigned subaddress number.
This addressing scheme is to be used for setting up

virtual calls (VCs) for MSS applications and for any

other GTS applications including carriage of IP traffic

over X.25.

Addressing for | P over X.25

In order to carry IP traffic over X.25, two globally coor-

dinated address schemes are necessary:

(@) An X.25 scheme as described above; and

(b) An IP address scheme to apply to the interface
between the router and packet switch to enable

the router to encapsulate the IP packets into X.25

packets.

The general arrangement is shown in Figure 3.1.

For IP over X.25 to function correctly, it is
necessary for the underlying X.25 network to be
allocated a single IP network address and for each
Centre to have an address within this network for the
connection point between its router and its packet
switch. The Class C network address 193.105.177.0 has
been allocated for this purpose, by agreement between
Météo-France (the registered holder of this address) and
WMO. Each IP node on the network will be assigned a
sequential host address within this single Class C IP
address as illustrated in Figure 3.1. The Class C address
can provide for 254 Centres to be connected using a
subnet mask of 255.255.255.0.

The routers at each Centre have to be set up so
that they issue an X.25 call request to the X.25 port of
the final destination Centre. This means that IP traffic
passes through the packet switch only, and not the
router of the intermediate Centre.

X.121: 0101xxx11lyyyzz

[ X.121: 0101x:x00yyyzz

IP: 193.105.177.3
Mask: 255.255.255.0

MSS
Packet | ¥ | pouter ||
switch
IH Host
CENTRE C

IP: 193.105.177.1
Mask: 255.255.255.0

__| Packet
switch

X.121: 0101xxx11yyyzz

¢ Mask: 255.255.255.0

IP: 193.105.177.2

X.121: 0101xxx00yyyzz [————»

Router

CENTRE B

MSS

Host

Figure 3.1 — IP implemented over X.25 network.
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Addressing for direct P

At an appropriate future time, Centres may wish to
replace IP over X.25 with direct IP links with neigh-
bouring Centres under bilateral agreement. This
transition would be appropriate when the volume of IP
traffic predominates and the MSSs are capable of com-
munication using TCP/IP. A further seven Class C
network addresses have been allocated for direct IP
links between Centres, by agreement between Météo
France (the registered holder of these addresses) and
WMO. Each Class C network address can provide 62
links (see box ‘Allocation of class C addresses for direct
IP links’). The network addresses are:

MTN and interregion links

Links within RA |

Links within RA |1

Links within RA 11

Links within RA IV

Links within RA V 193.105.183.0

Links within RA VI 193.105.184.0

Further Class C addresses will be sought should
the addresses available above be used up.

Figure 3.2 illustrates how pair of Centres have
agreed to implement a direct IP connection using the
first available pair of ‘host’” numbers from the
193.105.178.0 network.

193.105.178.0
193.105.179.0
193.105.180.0
193.105.181.0
193.105.182.0

Addressing for X.25 over |P

Where two Centres have a common brand of router
(e.g. Cisco), and the traffic is mostly IP with some
X.25, it may be appropriate to carry the X.25 over the
directly connected routers as shown for the link
between Centre B and Centre C in Figure 3.3. The X.25
packets are carried within IP packets over the serial link
between the routers, which may be a proprietary
HDLC protocol, or a standard protocol such as PPP.

‘ X.121: 0101xxx00yyyzz ‘

CENTRE A
MSS T ‘
| Router = Z\;av(i:tkcer:
Host —

X.121: 0101xxx11lyyyzz
IP: 193.105.177.1

This functionality requires that routers in each Centre
contain X.25 packet switching software and that the
X.25 route details are included in the router configura-
tion. Examples of typical configurations are given in
Appendix II.

Autonomous system numbers
The use of BGP4 as the recommended dynamic routing
protocol for the GTS (section 2) requires allocation of
autonomous system (AS) numbers to each GTS Centre.
The Internet Assigned Numbers Authority (IANA),
through RFC1930, has reserved the block of AS num-
bers 64512 through 65535 for private use (not to be
advertized on the global Internet). This provides eight
groups of 128 AS numbers to be assigned to GTS
Centres, satisfying the current and foreseeable future
needs of the GTS. The AS numbers will be assigned as
follows:
MTN Centres and reserve
Centres within RA |
Centres within RA 11
Centres within RA 1l1
Centres within RA IV
Centres within RA V
Centres within RA VI
Antarctic and reserve 65408 to 65471
*Private use by GTS Centres 65472 to 65535
* These AS numbers are for national use and are not to be
advertized on the GTS.

64512 to 64639
64640 to 64767
64768 to 64895
64896 to 65023
65024 to 65151
65152 to 65279
65280 to 65407

I mplementation details

In order to implement IP services Centres need to
know certain details of IP and X.25 addressing at other
Centres on the GTS. The following diagrams and asso-
ciated tables explain in detail, the information
required at various Centres:

T| MSS

Router

| Host

CENTRE C

IP: 193.105.178.6
Mask: 255.255.255.252

Mask: 255.255.255.0

__| Packet
switch
X.121: 0101xxx11lyyyzz | /, IP: 193.105.178.5
IP: 193.105.177.2 }| = Mask: 255.255.255.252
Mask: 255.255.255.0
Router CENTRE B
X.121: 0101xxx00yyyzz —— XX . ‘ |
H ‘ 1
MSS Host

Figure 3.2 — Direct IP link between Centres B and C.
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CENTRE A \ X.121: 0101xxx00yyyzz ‘ \ X.121: 0101xxx00yyyzz \
,
MSS | T \ | MSS
Packet X.25 Interfaces
- Router switch Router
Host | Host
CENTRE C
X.121: 0101xxx11lyyyzz IP: 193.105.178.6
IP: 193.105.177.1 Mask: 255.255.255.252
Mask: 255.255.255.0
—| Router
IP: 193.105.178.5
X.121: 0101xxx11lyyyzz
IP: 193.105.177.2 vy » Mask: 255.255.255.252
Mask: 255.255.255.0
Packet CENTRE B
switch
X.121: 0101xxx00yyyzz |———p [

MSS Host

Figure 3.3 — Combination of IP over X.25 and X.25 over IP.

Allocation of Class C addresses for direct IP links
Routers have to be connected by links having unique subnet numbers. To achieve this, a Class C address is used (for example 193.105.178.0)
with a mask of 255.255.255.252. This provides 62 subnets each with two hosts. These two host numbers are allocated to the ends of the link
connecting the routers between the two Centres. The lowest useable network number is 193.105.178.4, with host addresses of 193.105.178.5

and 6. The next network number is 193.105.178.8, with host addresses of 193.105.178.9 and 10, followed by:

193.105.178.12, with host addresses of 193.105.178.13 and 14, followed by
193.105.178.16, with host addresses of 193.105.178.17 and 18, followed by
193.105.178.20, with host addresses of 193.105.178.21 and 22, and so on, up to
193.105.178.248, with host addresses of 193.105.178.249 and 250.

CENTRE A CENTRE C
X.121: AX’ X.121: Cx’
MSS ] [ Y MSS
Packet Packet
| — ——— Router
Router A | switch switch | A
Host 4 x| Host
IP address: A IP address: C
IP address: Ai IP address: Ci
X.121: Ax X.121: Cx
IP address: Bi IP address: Di
X.121: Bx X.121: Dx
IP address: B IP address: D
Host ra : i Host
Router |-Y| Packet Packet | W | pouyter
switch switch
MSS ‘ ‘ MSS
A X
X.121: BX’ X.121: DX’
CENTRE B CENTRE D

Figure 3.4 — IP over X.25 network.
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Table 3.4a

IP and X.121 addresses to be known at CENTRE A

Destination

Addresses to be known

For communication
between ends

For communication
between routers

Suitable route

CENTRE B (Host to host) IP address : B IP address : Bi CENTRE A - CENTRE B
X.121 : Bx
CENTRE C (Host to host) IP address : C IP address : Ci CENTRE A - CENTRE C
X.121: Cx
CENTRE D (Host to host) IP address : D IP address : Di CENTRE A - CENTRE C - CENTRE D (Host [A] -
X.121: Dx Router [A] - Packet switch [A] - Packet switch [C] -
Packet switch [D] - Router [D] - Host [D])
[X] : CENTRE x
CENTRE B (MSS to MSS) X.121 : Bx’ (X.25 traffic) CENTRE A - CENTRE B
CENTRE C (MSS to MSS) X.121 : Cx’ (X.25 traffic) CENTRE A - CENTRE C
CENTRE D (MSS to MSS) X.121 : Dx’ (X.25 traffic) CENTRE A — CENTRE C - CENTRE D (MSS [A] -
Packet switch [A] - Packet switch [C] -
Packet switch [D] - MSS [D])
Table 3.4b

IP and X.121 addresses to be known at CENTRE B

Addresses to be known

Destination For communication For communication Suitable route
between ends between routers
CENTRE A (Host to host) IP address : A IP address : Ai CENTRE B — CENTRE A
X.121 : Ax
CENTRE C (Host to host) IP address : C IP address : Ci CENTRE B - CENTRE C
X.121: Cx
CENTRE D (Host to host) IP address : D IP address : Di CENTRE B — CENTRE C - CENTRE D
X.121 : Dx
CENTRE A (MSS to MSS) X.121 : AX’ (X.25 traffic) CENTRE B - CENTRE A
CENTRE C (MSS to MSS) X.121 : Cx’ (X.25 traffic) CENTRE B - CENTRE C
CENTRE D (MSS to MSS) X.121 : Dx’ (X.25 traffic) CENTRE B — CENTRE C - CENTRE D
Table 3.4¢c

IP and X.121 addresses to be known at CENTRE C

Addresses to be known

Destination

For communication
between ends

For communication
between routers

Suitable route

CENTRE A (Host to host) IP address : A IP address : Ai CENTRE C - CENTRE A
X.121 : Ax

CENTRE B (Host to host) IP address : B IP address : Bi CENTRE C - CENTRE B
X.121: Bx

CENTRE D (Host to host) IP address : D IP address : Di CENTRE C - CENTRE D
X.121: Dx

CENTRE A (MSS to MSS)

X.121 : AX’ (X.25 traffic)

CENTRE C - CENTRE A

CENTRE B (MSS to MSS)

X.121 : Bx’ (X.25 traffic)

CENTRE C - CENTRE B

CENTRE D (MSS to MSS)

X.121 : Dx’ (X.25 traffic)

CENTRE C - CENTRE D
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Table 3.4d

IP and X.121 addresses to be known at CENTRE D

Addresses to be known

Destination For communication For communication Suitable route
between ends between routers
CENTRE A (Host to host) IP address : A IP address : Ai CENTRE D - CENTRE C - CENTRE A
X.121 : Ax
CENTRE B (Host to host) IP address : B IP address : Bi CENTRE D - CENTRE C - CENTRE B
X.121 : Bx
CENTRE C (Host to host) IP address : C IP address : Ci CENTRE D - CENTRE C
X.121: Cx

CENTRE A (MSS to MSS)

X.121 : AX’ (X.25 traffic)

CENTRE D - CENTRE C - CENTRE A

CENTRE B (MSS to MSS)

X.121 : Bx’ (X.25 traffic)

CENTRE D - CENTRE C - CENTRE B

CENTRE C (MSS to MSS)

X.121 : Cx’ (X.25 traffic)

CENTRE D - CENTRE C
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Figure 3.5 — Direct IP network.

Table 3.5a

CENTRE D

IP address to be known at CENTRE A

Addresses to be known
Destination For communication For communication Suitable route
between ends between routers

CENTRE B (Host to host) IP address : B IP address : Ba CENTRE A - CENTRE B

CENTRE C (Host to host) IP address : C IP address : Ca CENTRE A - CENTRE C

CENTRE D (Host to host) IP address : D IP address : Ca CENTRE A - CENTRE C - CENTRE D (Host [A] -
Router [A] - Router [C] - Router [D] — Host [D])
[X] : CENTRE x

CENTRE B (MSS to MSS) IP address : B’ IP address : Ba CENTRE A - CENTRE B

CENTRE C (MSS to MSS) IP address : C’ IP address : Ca CENTRE A - CENTRE C

CENTRE D (MSS to MSS) IP address : D’ IP address : Ca CENTRE A — CENTRE C - CENTRE D




Table 3.5b
IP address to be known at CENTRE B

Addresses to be known
Destination For communication For communication Suitable route
between ends between routers
CENTRE A (Host to host) IP address : A IP address : Ab CENTRE B - CENTRE A
CENTRE C (Host to host) IP address : C IP address : Cb CENTRE B - CENTRE C
CENTRE D (Host to host) IP address : D IP address : Cb CENTRE B - CENTRE C - CENTRE D
CENTRE A (MSS to MSS) IP address : A’ IP address : Ab CENTRE B - CENTRE A
CENTRE C (MSS to MSS) IP address : C’ IP address : Cb CENTRE B - CENTRE C
CENTRE D (MSS to MSS) IP address : D’ IP address : Cb CENTRE B - CENTRE C — CENTRE D
Table 3.5¢
IP address to be known at CENTRE C
Addresses to be known
Destination For communication For communication Suitable route
between ends between routers
CENTRE A (Host to host) IP address : A IP address : Ac CENTRE C - CENTRE A
CENTRE B (Host to host) IP address : B IP address : Bc CENTRE C - CENTRE B
CENTRE D (Host to host) IP address : D IP address : Dc CENTRE C - CENTRE D
CENTRE A (MSS to MSS) IP address : A’ IP address : Ac CENTRE C - CENTRE A
CENTRE B (MSS to MSS) IP address : B’ IP address : Bc CENTRE C - CENTRE B
CENTRE D (MSS to MSS) IP address : D’ IP address : Dc CENTRE C - CENTRE D
Table 3.5d

IP address to be known at CENTRE D

Addresses to be known
Destination For communication For communication Suitable route
between ends between routers

CENTRE A (Host to host) IP address : A IP address : Cd CENTRE D - CENTRE C - CENTRE A
CENTRE B (Host to host) IP address : B IP address : Cd CENTRE D - CENTRE C - CENTRE B
CENTRE C (Host to host) IP address : C IP address : Cd CENTRE D - CENTRE C
CENTRE A (MSS to MSS) IP address : A’ IP address : Cd CENTRE D - CENTRE C - CENTRE A
CENTRE B (MSS to MSS) IP address : B’ IP address : Cd CENTRE D - CENTRE C - CENTRE B
CENTRE C (MSS to MSS) IP address : C’ IP address : Cd CENTRE D - CENTRE C
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Figure 3.6 — Coexistence of direct IP with IP over X.25.

Table 3.6a

IP and X.121 addresses to be known at CENTRE A

Destination

Addresses to be known

For communication
between ends

For communication
between routers

Suitable route

CENTRE B (Host to host) IP address : B IP address : Bi CENTRE A - CENTRE B
X.121 : Bx

CENTRE C (Host to host) IP address : C IP address : Ci CENTRE A - CENTRE C
X.121 : Cx

CENTRE D (Host to host) IP address : D IP address : Ci CENTRE A - CENTRE C - CENTRE D
X.121 : Cx

CENTRE B (MSS to MSS)

X.121 : Bx’ (X.25 traffic)

CENTRE A - CENTRE B

CENTRE C (MSS to MSS)

X.121 : Cx’ (X.25 traffic)

CENTRE A-CENTREC

CENTRE D (MSS to MSS)

Possible only by store and forward via MSS at Centre C (X.25 traffic)

Table 3.6b
IP and X.121 addresses to be known at CENTRE B
Addresses to be known
Destination For communication For communication Suitable route
between ends between routers
CENTRE A (Host to host) IP address : A IP address : Ai CENTRE B - CENTRE A
X.121 : Ax

CENTRE C (Host to host) IP address : C IP address : Cb CENTRE B - CENTRE C
CENTRE D (Host to host) IP address : D IP address : Cb CENTRE B - CENTRE C - CENTRE D
CENTRE A (MSS to MSS) X.121 : AX’ (X.25 traffic) CENTRE B - CENTRE A
CENTRE C (MSS to MSS) IP address : C’ IP address : Cb CENTRE B - CENTRE C
CENTRE D (MSS to MSS) IP address : D’ IP address : Cb CENTRE B — CENTRE C - CENTRE D
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Table 3.6¢
IP and X.121 addresses to be known at CENTRE C

Destination

Addresses to be

known

For communication
between ends

For communication
between routers

Suitable route

CENTRE A (Host to host)

IP address : A

IP address : Ai
X.121 : Ax

CENTRE C - CENTRE A

CENTRE B (Host to host)

IP address : B

IP address : Bc

CENTRE C - CENTRE B

CENTRE D (Host to host)

IP address : D

IP address : Dc

CENTRE C - CENTRE D

CENTRE B (MSS to MSS)

X.121 : Ax’ (X.25 traffic)

CENTRE C - CENTRE A

CENTRE C (MSS to MSS)

IP address : B’

IP address : Bc

CENTRE C - CENTRE B

CENTRE D (MSS to MSS)

IP address : D’

IP address : Bc

CENTRE C - CENTRE D

Table 3.6d
IP and X.121 addresses to be known at CENTRE D

Addresses to be known

For communication
between routers

For communication Suitable route

between ends

Destination

CENTRE A (Host to host) IP address : A IP address : Cd CENTRE D - CENTRE C - CENTRE A
CENTRE B (Host to host) IP address : B IP address : Cd CENTRE D - CENTRE C - CENTRE B
CENTRE C (Host to host) IP address : C IP address : Cd CENTRE D - CENTRE C

CENTRE A (MSS to MSS) Possible only by store and forward via MSS at Centre C (X.25 traffic)

CENTRE B (MSS to MSS) IP address : B’ IP address : Cd CENTRE D - CENTRE C - CENTRE B

CENTRE C (MSS to MSS) IP address : C’ IP address : Cd CENTRE D - CENTRE C
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Figure 3.7 — Coexistence of direct IP, IP over X.25 and X.25 over IP.
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Table 3.7a

IP and X.121 addresses to be known at CENTRE A

Destination

Addresses to be known

For communication
between ends

For communication
between routers

Suitable route

CENTRE B (Host to host) IP address : B IP address : Bi CENTRE A - CENTRE B (Host [A] — Router [A] -
X.121 : Bx “IP over X.25” - Packet switch [A] - “IP over X.25” -
Packet switch [B] - “IP over X.25” - Router [B] -
Host [B])
CENTRE C (Host to host) IP address : C IP address : Ci CENTRE A - CENTRE C (Host [A] - Router [A] -
X.121 : Cx “IP over X.25” - Packet switch [A] - “IP over X.25” -
Packet switch [C] - “IP over X.25” — Router [C] -
Host [C])
CENTRE D (Host to host) IP address : D IP address : Ci CENTRE A - CENTRE C - CENTRE D (Host [A] -
X.121: Cx Router [A] - “IP over X.25” — Packet switch [A] -
“IP over X.25” - Packet switch [C] - “IP over X.25 -
Router [C] - “Direct IP” - Router [D] - Host [D])
CENTRE B (MSS to MSS) X.121 : Bx’ (X.25 traffic) CENTRE A - CENTRE B (MSS [A] - Packet switch [A] -
Packet switch [B] - MSS [B])
CENTRE C (MSS to MSS) X.121 : Cx’ (X.25 traffic) CENTRE A - CENTRE C (MSS [A] - Packet switch [A] -
Packet switch [C] - MSS [C])
CENTRE D (MSS to MSS) X.121 : Dx’ (X.25 traffic) CENTRE A - CENTRE C - CENTRE D (MSS [A] - Packet
switch [A] - Packet switch [C] - Router [C] - “X.25
over IP” - Router [D] - MSS [B])
Table 3.7b

IP and X.121 addresses to be known at CENTRE B

Destination

Addresses to be known

For communication
between ends

For communication
between routers

Suitable route

CENTRE A (Host to host) IP address : A IP address : Ai CENTRE B - CENTRE A
X.121 : Ax
CENTRE C (Host to host) IP address : C IP address : Cb CENTRE B - CENTRE C (Host [B] - Router [B] -
“Direct IP” — Router [C] - Host [C])
CENTRE D (Host to host) IP address : D IP address : Cb CENTRE B - CENTRE C — CENTRE D (Host [B] -

Router [B] — “Direct IP” - Router [C] - “Direct IP” —
Router [D] - Host [D])

CENTRE A (MSS to MSS)

X.121 : Ax’ (X.25 traffic)

CENTRE B - CENTRE A

CENTRE C (MSS to MSS)

IP address : C’

IP address : Cb

CENTRE B - CENTRE C (MSS [B] - Router [B] -
“Direct IP” — Router [C] - MSS [C])

CENTRE D (MSS to MSS)

X.121 : DX’ (X.25 traffic)

CENTRE B — CENTRE C - CENTRE D (MSS [B] -
Packet switch [B] - Router [B] - “X.25 over IP” -

Router [C] - “X.25 over IP” — Router [D] - MSS [D])
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Table 3.7¢
IP and X.121 addresses to be known at CENTRE C

Addresses to be known

For communication
between ends

Destination

For communication
between routers

Suitable route

CENTRE A (Host to host) IP address : A IP address : Ai CENTRE C - CENTRE A
X.121: Ax
CENTRE B (Host to host) IP address : B IP address : Bc CENTRE C - CENTRE B
CENTRE D (Host to host) IP address : D IP address : Dc CENTRE C - CENTRE D (Host [C] - Router [C] -

“Direct IP” - Router [D] — Host [D])

CENTRE A (MSS to MSS) X.121 : AX’ (X.25 traffic)

CENTRE C - CENTRE A

CENTRE B (MSS to MSS) IP address : B’

IP address : Bc

CENTRE C - CENTRE B

CENTRE D (MSS to MSS) X.121 : DX’ (X.25 traffic)

CENTRE C - CENTRE D (MSS [C] - Packet switch [C] -
Router [C] - “X.25 over IP” - Router [D] - MSS [D])

Table 3.7d

IP and X.121 addresses to be known at CENTRE D

Destination

Addresses to be known

For communication
between ends

For communication
between routers

Suitable route

CENTRE A (Host to host) IP address : A IP address : Cd CENTRE D - CENTRE C - CENTRE A
CENTRE B (Host to host) IP address : B IP address : Cd CENTRE D - CENTRE C - CENTRE B
CENTRE C (Host to host) IP address : C IP address : Cd CENTRE D - CENTRE C

CENTRE A (MSS to MSS)

X.121 : Ax’ (X.25 traffic)

CENTRE D - CENTRE C - CENTRE A

CENTRE B (MSS to MSS) X.121 : Bx’ (X.25 traffic)

CENTRE D - CENTRE C - CENTRE B

CENTRE C (MSS to MSS) X.121 : Cx’ (X.25 traffic)

CENTRE D - CENTRE C

Management and allocation of addresses and AS numbers

X.25 addresses

The framework described above allows Centres full
autonomy in allocating X.25 numbers. The WMO
Secretariat will maintain a current list of X.25 address-
es which Centres have allocated for use on the GTS.
Centres are requested to notify the Chief of
Telecommunications and Monitoring Unit, WWW
Basic Systems Department, WMO Secretariat by e-mail
or fax of X.25 addresses allocated.

| P addresses

IP addresses for use with IP over X.25 or for pure IP
links will be coordinated and issued by the WMO
Secretariat as required. Centres should direct requests
for IP numbers to WMO as described above.

GTS nominated host/network addresses

Host and subnet IP addresses for use with GTS nomi-
nated Centres should be notified to WMO as described
above.

AS numbers
AS numbers for use on the GTS will be coordinated and
issued by the WMO Secretariat as required. Centres

should direct their requests for AS numbers to WMO as
described above.

Publication of addresses and AS numbers

The WMO will publish updated lists of addresses and AS
numbers in the monthly WWW Operational Newsletter
and will also make these lists available in ASCII text
form for access by FTP on the WMO web server and in
World Wide Web format at http://www.wmo.ch.

4.  Adapting message switching systemsto TCP/IP

I ntroduction

Although there are new requirements emerging, for
the time being GTS usage is dominated by the tradi-
tional message switching application, which has been
developed to use X.25 packet switching. We now need
to consider how best to migrate the message switching
task to use TCP/IP to satisfy the new requirements by
providing “Internet like” facilities on the GTS, and to
stay aligned with IT industry trends. Additionally,
migration of message switching systems (MSS) to use
TCP/IP means that X.25 infrastructure can be removed,
greatly simplifying the technology of the GTS by mov-
ing to a pure IP network rather than a mixture of IP
and X.25.
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There are two possible technical approaches to
this problem, one using TCP sockets and the other FTP.
In the long term, the FTP approach is thought to be the
most strategically attractive but may require more
work to implement in operational MSSs. It may suit
some Centres to adopt an approach based on TCP sock-
ets as the first step towards a TCP/IP based GTS.

The transition of the MSSs to TCP/IP does not
imply any change in the basic store and forward archi-
tecture of the GTS. It is envisaged that the store and
forward architecture, with automatic on forwarding
based on routing tables, will remain. However, the
adoption of FTP means there is an additional option
for data exchange to be achieved through bilateral
arrangements, by the use of FTP retrieve initiated by
the receiving Centre.

TCP sockets based MSS

TCP socket is an approach which is highly suitable for a
programmatic implementation to provide regular
exchange of messages. As such it should simply be
regarded as an alternative protocol to X.25. A Centre
will be required to produce MSS application programs
capable of transmitting and receiving via a TCP socket.
Centres with current applications capable of driving an
X.25 virtual circuit should be able to very quickly and
simply produce a sockets version by changing a few sys-
tem calls (see Appendix Il for sample programs). The
programming work involved is minimal and, more
importantly, all other areas of the MSS such as queuing,
routing, data management, operator interfaces etc.
remain unchanged because the communication
exchange is still based on the traditional message.

The protocol defined here is based on the assump-
tion that the physical circuit over which the data is to
be transmitted has low error rate and is subject to
interruptions rarely. On such circuits, the TCP protocol
can be expected to deliver error free data. However,
some GTS circuits may not be of sufficient quality for
the standard TCP socket to function reliably. The
development of special protocols for use on low quali-
ty circuits may be studied further.

Loss of data may occur if the TCP session is lost.
This may be due to MSS hardware, application or com-
munications failure. A special case of this is when a
Centre with more than one MSS switches from the pri-
mary to the backup systems. Recommendations to
avoid this problem are given below.

One useful feature of the X.25 based communica-
tion that is not available using TCP sockets, is the

ability to detect start and end of message by reference
to the M bit in the X.25 packet header. No such bit or
any equivalent feature exists in TCP. Therefore, to
enable receiving Centres to detect end of message,
each message is preceded with an eight-character string
giving the message length, plus two characters indicat-
ing message type (binary, alphanumeric or fax).
Thereafter the message is structured within an
SOH/ETX envelope as for exchange via X.25. The com-
plete structure is illustrated in Figure 4.1. Note that the
message length does not include itself or the type indi-
cator. It should always be eight characters long and
include leading zeroes as required. The message type
indicator should be encoded using ASCII characters Bl
for binary, AN for alphanumeric, and FX for facsimile.
All new connections established must begin with a
message length and type structure.
The rules for use of TCP/IP socket exchange can be
summarized as:
1. All new connections must start from a new mes-
sage.
Each message is preceded by a message length
field of eight ASCII characters and a message type
field of two ASCII characters.
Message length is counted from SOH to ETX
inclusive and must contain leading zeroes as nec-
essary.
Message type must be encoded as Bl for binary,
AN for alphanumeric or FX for facsimile.
Receiving Centres will check synchronization as
follows:
(@) Check that the first eight characters are
ASCII numeric;
(b)  Check that the 9th and 10th characters are
BI, AN or FX;
(c)  Check that the 11th character is SOH;
(d)  Check that the last character is ETX.
If synchronization is lost the receiver shall break
the connection using the following sequence of
TCP user primitives:
(@  Shutdown (to make sure that all data in the
TCP send buffer has been transferred);
(b)  Close.
It is recommended to use separate sockets for
ASCII and binary messages and separate connec-
tions for sending and receiving. The sender
should always be responsible for establishing the
connection.
Once a connection is established, it should be

Message
length
(8 characters)

Message

type
(2 characters)

nnn
or
nnnnn

SOH|CR|CR |LF

CR|LF|Heading CR|CR|LF|ETX

maintained.

<
<

Message length

Y

Message length: Length from SOH to ETX (e.g. 00001826 = 1826 bytes)
Message type AN: Alphanumeric, Bl: Binary, FX: facsimile

Figure 4.1 — Message structure for socket exchange applications.
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9. fthere should be a need to close a socket, the pro- 2. File naming conventions for existing message
cedure should be as follows: types (existing AHL);

(@ Shutdown (to make sure that all data in the 3. File naming conventions for new message types
TCP send buffer has been transferred); (no existing AHL);
(b)  Close. 4. File renaming;

10. This procedure should also be used when a MSS is 5. Use of directories;
being shutdown. 6. Account names and passwords;

11. If the receiving side receives a new unexpected 7. FTP sessions;
connection request on a port for which it has an 8. Local FTP requirements;
established socket, the old socket should be closed 9. File compression.
and the new socket accepted.

12. TCP/IP service/port numbers for these connections | Accumulating messages into files
will be decided by bilateral agreement. The use of One of the problems with using FTP to send tradition-
reserved ports (1 to 1 023) should be avoided. The al GTS messages is the overhead if each message is sent
use of ports above 10 000 is recommended. in a separate file. To overcome this problem, multiple

13. Toreduce the amount of data lost if an established messages in the standard GTS message envelope
connection fails, the TCP send and receive buffer should be placed in the same file according to the rules
sizes can be adjusted. The recommended value for set out below. This method of accumulating multiple
the buffer size is 4KByte, however this value may messages applies only to messages for which AHLs
be agreed on a bilateral basis. have been assigned.

14. To enable detection of message loss, the use of the Centres have the option of including or deleting
channel sequence number (CSN) is mandatory. the Starting Line and End of Message strings and indi-
When using the CSN to check for missing mes- cating which option they are using via the format
sages, the WMO request/repeat procedures should identifier (refer to points 2 and 4 below).
be used to recover these. It may be useful to auto- 1. Each message should be preceded by an eight-
mate this mechanism to avoid delays caused by octet message length field (eight ASCII
manual interaction. In order to minimize data loss characters). The length includes the starting
it is strongly recommended that Centres imple- line (if present), AHL, text and end of message (if
ment a five-character long CSN in the future. present).

15. The channel sequence number 000 (or 00 000, 2. Each message should start with either:
respectively) should indicate an initialisation, and (@  The currently defined starting line and AHL
should not cause retransmission requests. as shown in Figure 4.2, option 1; or

(b)  The AHL as shown in Figure 4.2, option 2.

FTP procedures 3. Messages should be accumulated in files thus:

Introduction (@) Length indicator, message 1 (eight charac-

File transfer protocol (FTP) is a convenient and reliable ters);

method for exchanging files, especially large files. The (b)  Format identifier (two characters);

protocol is defined in RFC 959. (c)  Message 1;

The main issues to be considered are: (d) Length indicator, message 2 (eight charac-

1. Procedures for accumulating messages into files so ters);
as to minimize FTP overheads with short messages (e)  Format identifier (two characters);

(applies only to existing message types); ® Message 2;
Message 1 Format nnn Message 2
length identifier [SOH|CR|CR|LF or | CR|CR|LF|Heading | Text CR|CR|LF|ETX length
(8 characters) 00 nnnnn| (8 characters)
< Message length >
Option 1. Starting line and end of message present.
Message length: Length from SOH to ETX (e.g. 00001826 = 1826 bytes)
Message 1 Format Message 2 | Format
length identifier |CR|CR| LF| Heading| Text length identifier
(8 characters) 01 (8 characters) 01

<—— Message length ———»

Option 2. Starting line and end of message absent.

Message length: Length from first CR to end of text (e.g. 00001826 = 1826 bytes)

Figure 4.2 Structure of a typical message in a file.
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(@ And so on, until the last message;

(h)  If necessary, and subject to bilateral agree-
ment, a ‘dummy’ message of zero length
may be inserted after the last real message,
to assist with end of file detection in cer-
tain MSS systems. This requirement does
not exist in most cases and need only be
implemented where necessary, and agreed
between Centres.

4. Format identifier (two ASCII characters) has the
following values:

(@) 00 if starting line and end of message
strings present;

(b) 01 if starting line and end of message
strings absent.

5. The sending Centre should combine messages in
the file for no more the 60 seconds to minimize
transmission delays.

6. The sending Centre should limit the number of
messages in a file to a maximum of 100.

7. The format applies regardless of the number of
messages, i.e. it applies even if there is only one
message in the file.

File naming conventions for existing message types
(existing AHL)
The file naming convention is:
CCCCNNNNNNNN.ext
where;
CCCC is the international four letter location
identifier of the sending Centre, as defined in
WMO-No. 9, Volume C;
NNNNNNNN is a sequential number from 0 to
99999999 generated by the sending Centre;
ext is:
‘ua’ for urgent alphanumeric information
‘ub’ for urgent binary information
‘a’ for normal alphanumeric information
‘b’ for normal binary information
‘f’ for facsimile information
NOTE: Where, through bilateral agreement, Centres allow
alphanumeric and binary data in the one file, the b or ub
extent shall be used.

File naming conventions for new message types (no existing
AHL)

Warning: The following procedure is indicative and
has not yet been tested on the GTS. It is subject to
review by the CBS OPAG/ISS, in particular in the con-
text of the development of file naming and metadata
convention.

The procedure is based on transmission of file
pairs, one file being the information file and the other
being the associated metadata file. The concept of file
pairs allows the communications function to be
implemented independently data management
requirements for structure of metadata, yet provides
for the carriage of whatever metadata is required. It is

not compulsory to always have a .met file, such as
when the information file itself is self-specifying.
The name of the information file shall be:
CCCCNNNNNNNN.ext
where:
CCCC is the international four letter location
identifier of the sending Centre, as defined in
WMO-No. 9, Volume C;
NNNNNNNN is a sequential number from 0 to
99999999 generated by the sending Centre;
ext indicates the file type, e.g.
tif for TIFF file
.gif for GIF file
.ps for postscript file
.mpg for MPEG file
.jpg for JPEG file
.txt for text file
.htm for HTML file
.bin for a file containing data encoded in a
WMO binary code form such as GRIB or
BUFR
.doc for a MS Word file
.wpd for a WordPerfect file
The name of the corresponding metadata file
shall be:
CCCCNNNNNNNN.met
where CCCCNNNNNNNN is the same as the cor-
responding information file.
The structure of the “.met’ file is not defined in
this guide. It will be as specified by CBS WG-DM.

File renaming

The method used by receiving Centres to detect the
presence of a new file may depend on the type of
machine used. However most Centres will do this by
scanning a directory for new files.

To avoid problems with the receiving Centre pro-
cessing a file before it has completely arrived, all
sending Centres must be able to remotely rename the
files they send.

The file shall be sent with the extent ‘.tmp’ and
then renamed to use the appropriate extent defined
above when the transfer is completed.

e.g.:
(a) put xxxxx RITD00220401.tmp (xxxxx = local file
name)

rename RJTD00220401.tmp RITD00220401.a
(b) put xxxxx AMMCQ09871234.tmp

rename AMMC 09871234.tmp AMMC09871234.gif

Use of directories

Some receiving Centres may wish the files to be placed
in specific sub-directories. This should be limited to
require only that all files of the same type be delivered
to the same directory. It is recommended that a sepa-
rate directory be used for each host system which is
initiating FTP sessions to avoid the possibility of file-
name duplication.
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Account names and passwords

Using FTP the sender “logs in” to a remote machine

using a specific account name and password. The

receiving Centre defines the account name and the
password. There are potential security implications for

Centres so care needs to be taken.

The following general rules should however apply.

1. The receiving Centre defines the user account and
password for the sending Centre.

2. Anonymous FTP may be used or a specific account
may be created. (If anonymous FTP is used, each
sending Centre must have its own sub-directory
on the FTP server).

FTP sessions

To limit the load on both the sending and receiving
systems, no more than one FTP session per file type
should exist at the same time. If for example, Centre A
wishes to send two files to Centre B of the same type
(say .ua), the second file must not be sent until the first
is finished. Centres should limit the number of con-
current sessions with a particular Centre to five
maximum.

Local FTP requirements
All sending Centres will need to allow for additional
“static” FTP commands to be included in the FTP com-
mands that they issue. For example some MVS Centres
may require the inclusion of “SITE” commands to define
record and block lengths. Centres should support FTP
commands as specified in RFC 959 unless some are
excluded by bilateral agreement. There may also need to
be bilaterally agreed procedures and commands.

It is the responsibility of receiving Centres to
delete files after they have been processed.

Use of file compression
If large files are to be sent then it is often desirable to
compress them first.

Centres should only use compression by bilateral
agreement.

If possible, Centres should support the following
two compression methods. Other methods may be
used by bilateral agreement.

1. UNIX “compress”

2. Gzip
This means that a received file could be of the form:
SXXXXXXXX.BXE.Z” o “XXXXXXXX.ext.gz”.

Backup with an IP based GTS

A final consideration is that of MSS backup. The new
GTS will use IP addresses, where an individual address
is usually associated with only one system. Should a
system fail and an alternative be used there are imple-
mentation issues to be considered by transmitting
Centres. Ideally a transmitting Centre should be unaf-
fected by a receiving Centre’s backup arrangements.
This is a good principle, which all Centres should seek

to adhere to. However it may not always be possible to
achieve complete IP transparency. If this cannot be
done sending Centres must be prepared to try an alter-
nate IP address. Once using such an alternate address it
must periodically try the primary address. It is suggest-
ed that such periodicity be established by bilateral
agreement between Centres because it will be heavily
influenced by each Centres backup strategy.

5. Trouble shooting and problem resolution

I P layer tools

In a large IP network, every router involved in the path
between two hosts must know the next hop to be used
to reach the destination address. As every router
and/or link might be a point of failure, it is very impor-
tant to determine rapidly where the problem is, and
then how to solve it.

Suggested steps in resolving problems (not neces-
sarily in the order given) are:

(a) Check the remote Centre (if the security policy of
the remote Centre allows it);

(b) Check if the link to the “outside” network is
reachable;

(c) Check the local network by trying to reach the
next/default gateway;

(d) Check the local IP stack and configuration.

Some basic tools that can be used such as PING,
TRACEROUTE and NETSTAT are described below. PING
and TRACEROUTE provide information on paths
between hosts. They both use ICMP (traceroute also
need UDP), but it should be noted that many sites
block ICMP packets as part of their firewall security
measures. To be able to locate problems in a network,
it is necessary to have an exact documentation of the
network.

PING
PING will check if the destination IP address can be
reached. This tool is standard in almost every operat-
ing system with TCP/IP. On a Unix host, the output
looks like:
zinder# ping -s cadillac
PING cadillac : 56 data bytes
64 bytes from cadillac (193.168.1.17): icmp_seq=
0. time=3. ms
64 bytes from cadillac (193.168.1.17): icmp_seq=
1. time=2. ms
64 bytes from cadillac (193.168.1.17): icmp_seq=
2. time=3. ms
64 bytes from cadillac (193.168.1.17): icmp_seq=
3. time=3. ms
64 bytes from cadillac (193.168.1.17): icmp_seq=
4. time=5. ms
64 bytes from cadillac (193.168.1.17): icmp_seq=
5. time=3. ms
64 bytes from cadillac (193.168.1.17): icmp_seq=
6. time=3. ms




----cadillac PING statistics----

7 packets transmitted, 7 packets received, 0%

packet loss

round-trip (ms) min/avg/max = 2/3/5

A useful test could be to ping the MSS of the
neighbouring Centre. If this PING succeeds with an
acceptable time delay, it would indicate that the net-
work is operating correctly. If the PING fails, it could
mean that the circuit is down or the ICMP PING pack-
ets are being blocked by the neighbouring Centre’s
router or firewall. In this event, it could be useful to
PING the serial interface of the neighbouring Centre’s
router. If this succeeds, then the communications link
to the neighbouring Centre is working. Any malfunc-
tion would then be within the neighbouring Centre.

PING can be used to check whether the network
performance is reasonable. The time is the delay
between sending and receiving back the packet. It is
not really possible to give an average value of the
delay, but it is more important to notice any variation.

Finally, it might happen that packets are lost. In
this case, there are missing numbers in the icmp_seq
number. Either packet loss or variation in delays will
badly degrade the performance.

TRACEROUTE
This tool is used to show which routers are transitted
on the network between A and B. As said above,
TRACEROUTE need UDP and ICMP packets to work.
Firewalls or packet filter on router may block such traf-
fic as part of local security policy. It is not available on
all systems, but is rather easy to compile. It is a free
tool available on the Internet.
TRACEROUTE output looks like:
cadillac 22: traceroute ftp.inria.fr
traceroute to ftp.inria.fr (192.93.2.54), 30 hops
max, 40 byte packets
1 antonio.meteo.fr (137.129.1.5) 3ms 2 ms 2 ms
2 clara.meteo.fr (137.129.14.249) 1 ms 2 ms 2 ms
3 andrea.meteo.fr (193.105.190.253) 4 ms 3 ms 2 ms
4 octaresl.octares.ft.net (193.48.63.5) 30 ms 35 ms
10 ms
192.70.80.97 (192.70.80.97) 9 ms 15 ms 27 ms
6 stamandl.renater.ft.net (195.220.180.21) 40
ms 96 ms 29 ms
7 stamand3.renater.ft.net (195.220.180.41) 56 ms

ol

9 193.55.250.34 (193.55.250.34) 46 ms 28 ms 26 ms
10 rocg-gwr.inria.fr (192.93.122.2) 21 ms 147 ms 85 ms
11 ftp.inria.fr (192.93.2.54) 86 ms 58 ms 128 ms
When a router does not know where to send the

packet, the result may be like the following:
cadillac 22: traceroute 193.105.178.5
traceroute to 193.105.178.5 (193.105.178.5), 30
hops max, 40 byte packets

1 antonio.meteo.fr (137.129.1.5) 2 ms 1 ms 1 ms

2 clara.meteo.fr (137.129.14.249) 1 ms 4 ms 1 ms

3 andrea.meteo.fr (193.105.190.253) 4 ms 11 ms4 ms

4 octaresl.octares.ft.net (193.48.63.5) 42 ms 39 ms

42 ms

5 192.70.80.97 (192.70.80.97) 8 ms 7 ms 7 ms
6 stamandl.renater.ft.net (195.220.180.5) 48 ms
86 ms 113 ms
7 rbsl.renater.ft.net (195.220.180.50) 63 ms 107 ms
154 ms
8 Paris-EBS2.Ebone.net (192.121.156.105) 146 ms
167 ms 140 ms
9 stockholm-ebs-s5-2.ebone.net (192.121.154.21)
100 ms 80 ms 92 ms
10 Amsterdam-ebs.Ebone.NET (192.121.155.13) 249
ms 227 ms 205 ms
11 amsterdam1.NL.EU.net (193.0.15.131) 257 ms
249 ms 316 ms
12 *Amsterdam5.NL.EU.net (134.222.228.81) 300
ms 297 ms

13 Amsterdam6.NL.EU.net (134.222.186.6) 359 ms
218 ms 304 ms

14 Parisl.FR.EU.net (134.222.228.50) 308 ms 311 ms
388 ms

15 *Etoile0.FR.EU.net (134.222.30.2) 177 ms *

16 Etoile0.FR.EU.net (134.222.30.2) * **

In the second case, cadillac would not be able to
reach 193.105.178.5 because the router Etoile0.fr.eu.net
failed to send the packet. With TRACEROUTE, it is not
possible to know if it is a router failure or a link failure.

NETSTAT

This is a command available on most computing plat-
forms. It gives information about the set up of the
host’s IP stack.

NETSTAT can be used to find out if the local IP
address and subnet mask are configured correctly as
well as if the routing information is still correct. There
are many other options but is it not the intention of
this guide to describe them all.

A sample output looks like:

100 ms 108 ms
8 stlambert.rerif.ft.net (195.220.180.10) 63 ms

56 ms 34 ms
$ netstat -rn
Routing tables
Internet:
Destination Gateway Netmask Flags
default 141.38.48.2 UG
127.0.0.1 127.0.0.1 UH
141.38.48 141.38.48.12 Oxffffffo0 U
141.38.48.12 127.0.0.1 UGH
195.37.164.100 141.38.48.5 UGH
224 141.38.48.12 0xf0000000 U
$

Refs Use Interface
12 4014211 ecO
9 2321 [o]0]
3 68981 ecO
10 253410 [o]0]
2 345 [o]0]
1 19848 ecO
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The output shows that this particular host has the
IP address 141.38.48.12 with a subnet mask of 24 bit
(OXTFfffff00 or 255.255.255.0). It also shows that the
host 195.37.164.100 can be reached via the gateway
141.38.48.5, and the flags indicate that the route is up
(U), that it is a route to a gateway (G) and that it is a
host route (H). The first line indicates that all other
destinations are reachable via the hosts default gate-
way 141.38.48.2.

The only difference to the first sample output is,
that the host route to 195.37.164.100 is now flagged
with a M, which means that this route was modified by
an ICMP redirect message from the old gateway
141.38.48.5. This usually means that the router with
the IP address 141.38.48.5 has lost its route to
195.37.164.100 and may indicate a problem with the
link to the remote network.

Other monitoring tools

Verifying correct IP connectivity is a necessary first
step. Other tools can be used to provide more infor-
mation on what is happening. There are many options.
It is possible to use protocol analysers and SNMP based
software tools. For example, Sun Microsystems bundles
with Solaris a tool called snoop who can replace in
most cases a local area network analyser. Others tools
such as TCPDUMP are available free on the Internet
and can be installed on various systems. TCPDUMP is
often bundled in various Linux distributions. These
tools require a rather good knowledge of IP protocol.
But, for example, TCPDUMP might be used to diagnose
application level problems.

The following is a simple example on the host
‘pontiac’, of the capture of ICMP exchanges between
zinder and cadillac.

pontiac# /usr/local/bin/tcpdump -i nf0 host cadillac
and zinder and proto icmp

15:28:06.68 cadillac.meteo.fr > zinder.meteo.fr:
icmp: echo request

15:28:06.68 zinder.meteo.fr > cadillac.meteo.fr:
icmp: echo reply

15:28:19.45 cadillac.meteo.fr > zinder.meteo.fr:
icmp: echo request

15:28:19.45 zinder.meteo.fr > cadillac.meteo.fr:
icmp: echo reply

15:28:29.44 cadillac.meteo.fr > zinder.meteo.fr:
icmp: echo request

15:28:29.45 zinder.meteo.fr > cadillac.meteo.fr:
icmp: echo reply

SNMP

Simple network management protocol was developed
in the late 1980s in order to offer to network manager
a standard tool for controlling networks. In most case
SNMP could be used to replace more crude tools
describe above. Unfortunately, good SNMP software is
not cheap. SNMP is a client-server protocol. In order to
be able to gather information with SNMP, the equip-
ment connected on the network must have
management information base (MIB). These bases are
catalogues of integer, counters, strings, etc. The man-
ager asks the agents to send it some values. These
values might be for example, IP routing table. The
example below is obtained by requesting with HP
Open View (a commercial package) the routeing table
on the host monica.meteo.fr.

Information given above with TCPDUMP might
be obtained with SNMP but to do so, probes running
the remote monitoring MIB must be connected on the
network.

On a bilateral basis, it might be useful for Centres
to allow SNMP access to their router from the other
NMC. However, regular polling of other Centres’ routers
should be avoided to avoid overloading of circuits.

MRTG

Another public domain package, called MRTG, is a very
helpful tool to gather information about the local net-
work and about connected links. The multirouter traffic
grapher (MRTG) is a tool to monitor the traffic load on
networks and links. It generates HTML pages containing
images which provide a live visual representation of this
traffic. It can also be implemented to indicate failures of
network links. MRTG consists of a Perl script which uses
SNMP to read the traffic counters of your router(s) and a
fast C program which logs the traffic data and creates
graphs representing the traffic on the monitored net-
work connection(s). Below is a sample output. It shows
traffic statistics for a dedicated link and gives informa-
tion about the traffic pattern on the link. This is just one

Title: : monica.meteo.fr

Name or IP address: monica.meteo.fr

ipRouteDest ipRouteMask ipRouteNextHop ipRouteProto ipRouteMetricl
0.0.0.0 0.0.0.0 137.129.1.5 local 0
136.156.0.0 255.255.0.0 137.129.1.5 ciscolgrp 8786
137.129.1.0 255.255.255.0 137.129.1.6 local 0
137.129.2.0 255.255.255.0 137.129.1.5 ciscolgrp 1110
137.129.3.0 255.255.255.0 137.129.3.254 local 0
137.129.4.0 255.255.255.0 137.129.4.254 local 0
137.129.5.0 255.255.255.0 137.129.5.254 local 0
137.129.6.0 255.255.255.0 137.129.1.62 local 0
137.129.7.0 255.255.255.0 137.129.7.254 local 0
137.129.8.0 255.255.255.0 137.129.8.254 local 0
137.129.9.0 255.255.255.0 137.129.1.5 ciscolgrp 1110




of many other graphs one can create with MRTG. More
information about MRTG can be found at http://ee-
staff.ethz.ch/~oetiker/webtools/mrtg.
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SYSLOG
Many of the possible problems can be located if one
not only looks at the SYSLOG files on the hosts, but
uses a SYSLOG server as well and lets the router(s) send
their messages to it. This file can then be checked reg-
ularly, e.g. for messages that indicate high CPU load,
processes that use up much memory or CPU cycles,
lines going up and down, and messages about events
regarding the used routing protocol.

There are eight different levels of messages the
router will log to the SYSLOG server. They are:

Emergencies 0  System unusable

Alerts 1 Immediate action needed
Critical 2 Critical conditions

Errors 3 Error conditions

Warnings 4 Warning conditions
Notifications 5  Normal but significant condition
Informational 6  Informational messages only

Debugging 7  Debugging messages

The default logging facility on a Cisco router is set
to local7, this is important to know when config-
uring a host to be a SYSLOG server and will be
explained there.

The configuration commands on a Cisco router to
activate logging are:

cisco-gts-1(config)#logging trap level-of-messages-

to-log

cisco-gts-1(config)#logging 141.38.48.12
and can be checked with the command “show logging”:

cisco-gts-1#sho logging

Syslog logging: enabled (0 messages dropped, O

flushes, 0 overruns)

Console logging: level debugging, 117892 mes-

sages logged

Monitor logging: level debugging, 8317 messages

logged

Trap logging: level debugging, 117150 message

lines logged

Logging to 141.38.48.12, 117150 message lines

logged

Buffer logging: disabled

cisco-gts-1#

In this example, logging is set to the level debug-
ging (“logging trap debugging”), and all messages from
level 7 up to level 0 will be sent to the SYSLOG server
with the IP address 141.38.48.12.

To activate the SYSLOG server on for instance a SGI
UNIX machine, the following entries should be there:

In the file /etc/services: syslog  514/udp

In the file /etc/syslog.conf: local7.debug

/usr/people/cisco/logs/cisco.log

The local7.debug relates to the default facility of
logging that is defined on a Cisco router as mentioned
(local7). The file above will be the file to which the
SYSLOG daemon writes all incoming SYSLOG messages
for local7.

The last action on the host is to have the SYSLOG
daemon reread it’s config file (kill -1 pid-of-syslogd).

Bandwidth management

On an IP network, all packets will be routed over the
links without any prioritization mechanism. Therefore
an FTP transfer can occupy all the bandwidth available
starving all others applications. When traffic increases,
it might therefore be needed to introduce some band-
width management in the network configuration.
Further information may be available on the online
reference (http://www.wmo.ch/).

APPENDICES

I. Cisco router configurations

This appendix is not intended to be a complete
description of all available commands in a Cisco, nor a
full course on this equipment, but it is useful to
describe more precisely the configuration tasks in
order to comply with the policy outlined in section 2.

The configuration described below respects what
is available in release 11.1 of Cisco 1OS software. Some
features are not available in previous releases, and
some will be modified in the future.

We are going to describe different steps:
1. Establishing IP connection

(@  IP over PPP;

(b)  IP over X25;

(c)  X25 over IP (in fact it is X25 over TCP, the

XOT protocol).
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2. Routing configuration
(@) Leaf node with static routes (Centre A);
(b)  Leaf node with dynamic routing (Centre C);
(c)  Configuration in a non-leaf node (in our case
two different GTS connections, Centre B).
3. Security configuration
(@) Filtering traffic based on declared IP
addresses;
(b) Controlling routing exchanges between
GTS and the Internet.
In our example A is connected to B with IP over
X25 link, B is connected to C with IP over PPP. There is
also the option for the MSSs at B and C to communi-
cate using X.25 over TCP/IP. A is a leaf node, B and C
are non-leaf nodes. B and C are also connected to the
Internet. B and its Internet provider use static routes3,
C and its Internet provider use RIP4.
The following will be used along this appendix:

X121 router IP router IP hosts address Autonomous
address address for GTS system

Centre A 0101666 193.105.177.1 194.168.1.16/ N.A.
1166666 255.255.255.248

Centre B 0101777 193.105.177.2 137.129.9.0/ 65001
1177777 193.105.178.5 255.255.255.0

Centre C 0101888 193.105.178.6 195.1.1.0/ 65200
1188888 255.255.255.0

3 B cannot use EGP and BGP on the same router; one router can-
not belong to more than one AS.

4 RIP is not a good choice for such type of configuration. But as
RIP is the most basic protocol, it is used in this case too.

CENTRE A
X.121: AX’
v
Mss [ _ \
So | Packet
—| Router T switch
|
Host /T }
/ 1
1 |
IP address: A | — }
|
IP address: Ai
X.121: Ax
IP address: Bi
X.121: BX’ X.121: Bx
1
|
Y Packet
MSS switch
A -7
| Sp ‘ V'
IP address: B’ A SNy

7
/ Internet

IP address: B

CENTRE B

Centres A and B use serial interface 0 to connect
to the packet switches. Centres B and C use serial inter-
faces 1 for the PPP link.

Step 1: Establishing connections

Centre A:

interface serial 0

encapsulation X25

I depending on local set-up (virtual channels,

I'windows... ) extra configuration might be necessary

x25 address 01016661166666

ip address 193.105.177.1 255.255.255.0

|

x25 map ip 193.105.177.2 01017771177777

Centre B:

interface serial 0

encapsulation X25

x25 address 01017771177777

I depending on local set-up (virtual channels,
I windows... ) extra configuration might be
necessary

ip address 193.105.177.2 255.255.255.0

|

x25 map ip 193.105.177.1 01016661166666

|

interface serial 1

encapsulation PPP

ip address 193.105.178.5 255.255.255.252

|

I X25 over TCP commands

x25 routing

x25 route 010188811* ip 193.105.178.6

x25 route 010177711* interface serial 0

CENTREC
[
Y
[ MSS
packet | S0 | pouter || A
switch !
L
Internet Sy
Host
[
\

IP address: C
IP address: Cb

_| Router
S1 | IP address: Bc
Host
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Centre C:

interface serial O

encapsulation X25

x25 address 01018881188888

! depending on local set-up (virtual channels,

I'windows... ) extra configuration might be necessary

interface serial 1

encapsulation PPP

ip address 193.105.178.6 255.255.255.252

|

1 X25 over TCP commands

x25 routing

x25 route 010177711* ip 193.105.178.5

x25 route 010188811* interface serial 0

After this first step, IP configuration between the
routers is complete. The router in Centre A can then
PING router in B. B can PING A and C, but A and C can-
not communicate because there is no routing set up.

MSS at B and C can communicate with IP (once
end-to-end routing is established) or with X25 over
TCP. Experience has shown that all the X25 parameters
on router in Centres B and C must be the same (pack-
et size, window size) to avoid any strange behaviour.

Step 2: Routing

Centre A:

! Simply define a default route with a metric 10

(the price) via B

ip route 0.0.0.0 255.255.255.255 193.105.177.2 10

Centre B:

I First define static route with A

ip route 194.168.1.16 255.255.255.248 193.105.177.1 10
ip route 0.0.0.0 ip_provider_address 10

! BGP routing

router bgp 65001

network 137.129.9.0 mask 255.255.255.0
neighbour 193.105.178.6 remote-as 65200

! Route to A is static, force sending to C
redistribute static

Centre C:

! BGP routing

router bgp 65200

network 195.1.1.0

neighbour 193.105.178.5 remote-as 65001

1 196.1.1.0 is network address for non-GTS hosts

in C router rip version 2

network 195.1.1.0

no auto-summary

A defines a default route. So, when A wants to
communicate with C, the router knows where to send
packets. C is going to receive routing information from
B, so A is also reachable from C. It is also important to
note that if A tries to reach an Internet site, attempts
will be made through B’s Internet connection. It will
fail because the Internet site A tries to reach cannot
return packets to A (only B’s address is reachable on the
internet via B’s Internet connection). The link A to B

link will thus carry some inappropriate data. Also note
that we use RIP version 2.
Step 3: Security
Centre A:
I Declare which hosts can use GTS
access-list 1 permit 194.168.1.16 0.0.0.7
I Declare which hosts can come from GTS
access-list 2 permit 195.1.1.0 0.0.0.255
access-list 2 permit 137.129.9.0 0.0.0.255
|
interface serial 0
ip access-group 1 out
ip access-group 2 in

Centre B:

I Declare which hosts can use GTS
access-list 1 permit 137.129.9.0 0.0.0.255
I Declare which hosts can come from GTS
access-list 2 permit 195.1.1.0 0.0.0.255
access-list 2 permit 194.168.1.16 0.0.0.7

I Only accept BGP updates from AS neighbour
ip as-path access-list 3 permit *$

ip as-path access-list 3 permit 265200

|

interface serial 0

ip access-group 1 out

ip access-group 2 in

|

interface serial 1

ip access-group 1 out

ip access-group 2 in

I Restrict BGP updates

router bgp 65001

network 137.129.9.0 mask 255.255.255.0
neighbour 193.105.178.6 remote-as 65200
neighbour 193.105.178.6 filter-list 3 in
neighbour 193.105.178.6 filter-list 3 out
redistribute static

Centre C:

I Declare which hosts can use GTS
access-list 1 permit 195.1.1.0 0.0.0.255

I Declare which hosts can come from GTS
access-list 2 permit 137.129.9.0 0.0.0.255
access-list 2 permit 194.168.1.16 0.0.0.7

I Only accept BGP updates from AS neighbour
ip as-path access-list 3 permit ~$

ip as-path access-list 3 permit 265001

|

interface serial 0

ip access-group 1 out

ip access-group 2 in

I Restrict BGP updates

router bgp 65200

network 195.1.1.0 mask 255.255.255.0
neighbour 193.105.178.5 remote-as 65001
neighbour 193.105.178.5 filter-list 3 in
neighbour 193.105.178.5 filter-list 3 out
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In these configurations, there are two important
features used:
(a) BGP filtering
The access-list 3 in both B and C checks the autonomous
system number sent by its neighbour. By filtering in and
out in the BGP process this guarantees that all known
routes must be issued from one of these ASs.
(b) IP filtering
The access-list 1 list allows IP addresses issued from
within each Centre. This list should be quite stable.
The access-list 2 checks the incoming IP addresses. As
new Centres are added to the IP network, the corre-
sponding addresses must be added to these access-lists.
It must also be noted that despite Internet con-
nections in B and C no extra attention is required to
control routing exchange. A static default route is not
sent even if «redistribute static» is enabled. RIP and
BGP ignore routing information known via the other
protocol.

I1. Sample socket send and receive routines
/**********************************************************
* Sample TCP/IP Socket program that SENDS a single
* message
**********************************************************/
#include <stdio.h>
#include <unistd.h>
#include <stdlib.h>
#include <signal.h>
#include <string.h>
#include <memory.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>

/* TCP/IP DESTINATION and SERVICE ARE DEFINED
BY THE RECEIVING CENTRE */

#define DESTINATION  “localhost”

#define SERVICE 39000

#define GTS_LENFIELD 8

#define MAX_MSGSIZE 15000 /* value of the send
buffer size, recommended: 4096 */

static void GetDestinationInfo();
static void SetupSocket();

static void SendData();

static void MakeConnection();

static struct sockaddr_in dest;

static int pr_sock;
/**********************************************************
* MAINLINE

* 1. Ignore SIGPIPE signals. These are generated if a
*  connection is lost. By default they cause a

*  program to terminate.

* 2. Get information about the destination

*  (GetDestinationInfo):

* - |P number (and name)

* - Service/Port number

* 3. Create a TCP/IP Socket (SetupSocket).

* 4. Connect to the destination Centre

*  (MakeConnection).

* 5. Send the message (SendData).

* 6. Close the socket (shutdown + close).
**********************************************************/
main(int argc, char *argv[])

{

signal (SIGPIPE,SIG_IGN);

GetDestinationInfo();
SetupSocket();
MakeConnection();
SendData();

/* shutdown(pr_sock,1) */
close(pr_sock);

}

/**********************************************************

* GET DESTINATION INFO

*  Store the destination IP number and service number
* in a socket structure (dest).

* 1. Convert the destination name to an IP number

*  (gethostbyname).

* 2. Store the IP number and service number in the

*  “dest” structure.

**********************************************************/

static void GetDestinationInfo()

{
struct hostent *hp;

hp = gethostbyname (DESTINATION);
if (hp == NULL ) {

printf(“host error\n”);

exit(1);

}

memset ((char *)&dest, 0, sizeof dest);

memcpy (&dest.sin_addr.s_addr, hp->h_addr, hp-
>h_length);

dest.sin_family = AF_INET;

dest.sin_port = SERVICE;

}

/**********************************************************

* SETUP SOCKET

*  Setup a TCP/IP Socket

* 1. Create the socket.

* 2. Set the socket KEEPALIVE option.

*  This enables the automatic periodic transmission of
*  “check” messages to be sent on the connection. If
*  the destination does not respond then it is

*  considered broken and this process is notified

*  (by SIGPIPE or end-of-file).

* 3. Set the socket REUSEADDR option. Enable quicker
*  restarting of terminated processes.
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*4. Reduce the size of the Socket send buffer to *  NOTE: A real program would check the return
*  reduce the amount of data lost if the connection * code from the write and if the write failed
*  fails. * it would close the socket, raise an
* operator alarm, and then try to re-send
**********************************************************/ * frorn the Start Of the nqessage.

static void SetupSocket()

{

int on=1;

int rc;

int buffsize = MAX_MSGSIZE;

pr_sock = socket (AF_INET, SOCK_STREAM, 0);
if (pr_sock < 0) {
printf(*“sock error\n”);
exit(1);
}
rc = setsockopt(pr_sock,SOL_SOCKET,SO_KEEPALIVE,
(char *)&on,sizeof(on));

if (rc!=0){
printf(“keepalive error\n”);
}

rc = setsockopt(pr_sock,SOL_SOCKET,SO_REUSEAD-
DR,(char *)&on,sizeof(on));

if (rc!=0){
printf(“reuse error\n”);
}

rc = setsockopt(pr_sock,SOL_SOCKET,SO_SNDBUF,
(char *)&buffsize,sizeof(buffsize));

if (rc!=0){

printf(“unable to set send buffer size\n”);

}
}

/**********************************************************

* MAKE CONNECTION

*  Attempt to make a TCP/IP Socket connection to
*  the destination on the agreed service/port

*  number.
**********************************************************/

static void MakeConnection()

{
int length;

length = sizeof (dest);
if ( connect (pr_sock,(struct sockaddr *)&dest,length)
== -1){

printf(“connection error\n”);

exit(1);

}

printf(“connected\n”);

}

/**********************************************************

* SEND DATA
*  Send a message on the socket (5 times actually).

**********************************************************/

static void SendData()
{
char msg[MAX_MSGSIZE+1], buffer MAX_MSG-
SIZE+GTS_LENFIELD+3];
int buflen, i, rc = 0;
strcpy(msg,”\001\r\r\n00I\r\rAnTTAA01 AMMC
000000\r\r\n”);
for (i=0;i<60;i++)

strcat(msg,”THE QUICK BROWN FOX JUMPS OVER
THE LAZY DOG 0123456789\r\r\n”);
strcat(msg,”\r\r\n\003");

sprintf(buffer,”%0*dAN%s”,GTS_LENFIELD,strlen(msg

):msg);
buflen = strlen(buffer);

for (i=0; i<5; i++) {
rc = write(pr_sock,buffer,buflen);
printf(“write. rc = %d\n”,rc);

}
}

/**********************************************************

* TEST TCP/IP SOCKET RECEIVING PROGRAM
*  Program is designed to give some ideas as to how
*  to receive GTS style messages on a TCP/IP socket
*  connection.
**********************************************************/
#include <stdio.h>

#include <unistd.h>

#include <stdlib.h>

#include <signal.h>

#include <string.h>

#include <memory.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <netdb.h>

#define SERVICE 39000
#define MAX_MSGSIZE 15000
#define MAX_BUFLEN  MAX_MSGSIZE + 100
#define SOH \001'
#define ETX “\003'

#define GTS_LENFIELD 8
#define GTS_SOCKET HEADER 10

static void SetupService();

static void RecvData();

static void AcceptConnection();

static int ExtractMsg(char *buffer, int *buflen);
static int CheckMsgBoundaries (char *, int);
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static int FindMessage (char *, int, int *);
static void ShiftBuffer (char *, int *, int);

static struct sockaddr_in dest;

static int pr_sock, msgsock;
static char bufferfMAX_BUFLEN+1];
static int buflen = 0;

/**********************************************************

* MAIN

*  Listen for incoming IP calls and read any incoming
*  messages on the first call established.

* 1. Ignore SIGPIPE signals. These are generated if a

*  connection is lost. By default they cause a

*  program to terminate.

* 2. Set-up a listening socket for incoming msgs

*  (SetupService).

* 3. Accept the first call received (AcceptConnection).
* 4, Read any messages on this connection

*  (RecvData).

* 5. Close the call and close the listening socket.

**********************************************************/
main(int argc, char *argv[])

{

signal (SIGPIPE,SIG_IGN);

SetupService();
AcceptConnection();
RecvData();

close(msgsock);
/* shutdown(pr_sock,1) */
close(pr_sock);

}

/**********************************************************

* SETUP SERVICE

*  Listen for calls on a given Service/Port.

* 1. Create a socket

* 2. Set the socket KEEPALIVE option.

*  This enables the automatic periodic transmission
*  of “check” messages to be sent on the

*  connection. If the destination does not respond
*  then it is considered broken and this process

* is notified (by SIGPIPE or end-of-file).

* 3. Set the socket REUSEADDR option. Enable

* quicker restarting of terminated processes.

* 4, Bind the socket to the required Service/Port.

* 5, Start listening for calls.

**********************************************************/

static void SetupService()

{
int on=1;
int rc;

/* adjust the TCP receive buffer size
int buffsize = MAX_MSGSIZE; */

memset ((char *)&dest, 0, sizeof dest);
dest.sin_addr.s_addr = INADDR_ANY;
dest.sin_family = AF_INET;
dest.sin_port = SERVICE;

pr_sock = socket (AF_INET, SOCK_STREAM, 0);
if (pr_sock < 0) {

printf(“sock error\n”);

exit(1);

}

rc = setsockopt(pr_sock,SOL_SOCKET,SO_KEEPALIVE,
(char *)&on,sizeof(on));

if (rc 1= 0) {

printf(“keepalive error\n”);

exit(1);

}

rc = setsockopt(pr_sock,SOL_SOCKET,SO_REUSEAD-
DR,(char *)&on,sizeof(on));

if (rc 1= 0) {

printf("reuse error\n");

exit(1);

}
/* adjust the TCP receive buffer size
rc = setsockopt(pr_sock,SOL_SOCKET,SO_RCVBUF,
(char *)&buffsize,sizeof(buffsize));

if (rc!1=0){

printf(“unable to set send receive size\n”);

}
*/
rc = bind(pr_sock,(struct sockaddr *)&dest,sizeof dest);
if (rc<0){

printf(“bind error\n”);

exit(1);

}

rc = listen(pr_sock,1);

if (rc<0){
printf(“listen error\n”);
exit(1);
}

printf(“listening\n”);
}

/**********************************************************

* ACCEPT CONNECTION
*  Wait for an incoming call (accept).
*  Return the socket of the call established.

**********************************************************/

static void AcceptConnection()

{

int addrlen;

printf(“waiting connection\n”);
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addrlen = sizeof(sockaddr_in);
msgsock = accept (pr_sock,&dest,&addrlen);
if ( msgsock < 0) {

printf(“accept error\n”);

exit(1);

}

printf(“connected\n”);

}

/**********************************************************

* RECV DATA

*  Read data from the message/call socket.

*  Extract GTS messages from this data.

*  Keep reading until the sender drops the call or
*  there is an error.

**********************************************************/

static void RecvData()
{

int numr = 1;
int rc=0;

while (numr > 0 && rc >= 0) {
numr = read(msgsock,buffer+buflen, MAX_BUFLEN-
buflen);
if (numr > 0) {
buflen += numr;
buffer[buflen] = "\0";
printf(“buffer = %s\n”,buffer);
rc = ExtractMsg(buffer,&buflen);
}
}
}

/**********************************************************

* EXTRACT MSG

*  DESCRIPTION

*  This function accepts a buffer of data on input,

* along with the amount of data in the buffer, and
*  extracts GTS messages from this buffer.

*  Messages that are in the buffer are identified as
*  follows...

* - The first 8 bytes of the message buffer HAVE to
*  be a message length in character format.

* If the length exceeds the GTS defined maximum
*  message size, or does not consist of numeric

*  characters, then an error is returned (lost

*  synchronization).

* - Immediately following the message length is a
* 2 character

*  Message Type: “AN” = Alphanumeric,”BI” =

*  binary, “FX” = Fax

* - The GTS message begins with a SOH character,
* and is terminated with a ETX character, if this

*  does not occur, then an error is returned (lost
*  synchronization).

* - If a GTS message is identified, then it is extracted
* and the message is shifted out of the buffer.

* - As there may be more than 1 message in the
*  buffer, this function will loop (extracting

*  messages) until either and error or incomplete
message is detected.

*

* kX

RETURNS =0 - Not a complete message in the
* buffer.

* < 0 - Fatal error in the format of the buffer.

* > 0 - Success, the message(s) have been extracted.

**********************************************************/

static int ExtractMsg(char *buffer, int *buflen)
{

int rc, msglen;

char msg[MAX_MSGSIZE+1];

/* FIND THE FIRST MESSAGE IN THE BUFFER */
rc = FindMessage (buffer, *buflen, &msglen);

/* WHILE A VALID MESSAGE LENGTH IS FOUND IN
THE MESSAGE BUFFER... */
while (rc >0) {

/* ENSURE THAT THE FIRST CHARACTER AFTER
THE MESSAGE LENGTH IS
A 'SOH' CHARACTER, AND THE LAST CHARACTER
AS INDICATED BY
THE MESSAGE LENGTH IS AN 'ETX' CHARACTER.
*/
if ( (rc = CheckMsgBoundaries (buffer, msglen)) < 0)
continue;

/* PRINT THE EXTRACTED MESSAGE */
memcpy(msg,buffer+GTS_SOCKET_HEADER,msglen);
msg[msglen] = \0’;

printf(“GTS MSG = \n%s\n”,msg);

/* SHIFT THE JUST INJECTED MESSAGE OUT OF
THE MESSAGE BUFFER,

AND LOOP BACK TO LOOK FOR A NEW MESSAGE.
*/

ShiftBuffer (buffer, buflen, msglen);
/* FIND THE FIRST MESSAGE IN THE SHIFTED

BUFFER */
rc = FindMessage (buffer, *buflen, &msglen);

}

return (rc);

}
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/**********************************************************

* FIND MESSAGE
*  Check that the complete message is at the start
*  of the buffer.
* 1. Check the first 8 characters which are the
*  message length.
* 2. Check the next 2 characters - Message Type.
* 3. Check that the complete message, as defined by
*  the “message length” field, is in the buffer.
*  Return codes:
* 0 = message incomplete
* 1 = message complete
* -1=error
**********************************************************/
static int FindMessage (char *buffer, int buflen, int
*mlen)
{

char charlen[GTS_LENFIELD+1];

int intlen;

*mlen = 0;

/* IF THE LENGTH OF THE PASSED MESSAGE
BUFFER IS NOT GREATER THAN

10 CHARACTERS THEN RETURN ‘INCOMPLETE’. */

if ( buflen < GTS_SOCKET_HEADER ) {

return (0);

}

/* CHECK THAT THE MESSAGE TYPE IS VALID */
if (strncmp(buffer+GTS_LENFIELD,”AN”,2) &&
strncmp(buffer+GTS_LENFIELD,”BI”,2) &&
strncmp(buffer+GTS_LENFIELD,”FX”,2)) {
printf(“ERROR: Message Type field invalid”);
return (-1);

}

/* EXTRACT THE MESSAGE LENGTH */
strncpy (charlen, buffer, GTS_LENFIELD);
charlen[GTS_LENFIELD] = \0’;

/* CHECK THAT THE MESSAGE LENGTH CHARAC-
TER STRING COMPRISES

ENTIRELY OF DIGITS. RETURN AN ERROR IF THIS
IS NOT THE CASE. */

if ( strspn (charlen, “0123456789”) != strlen
(charlen) ) {

printf(“ERROR: length not numeric”);

return (-1);

}

/* CONVERT THE MESSAGE LENGTH CHARACTER
STRING TO AN INTEGER. */
intlen = atoi (charlen);

/* CHECK THAT THE LENGTH EXTRACTED FROM
THE BUFFER IS NOT GREATER

THAN THE GTS DEFINED MAXIMUM MESSAGE
SIZE - RETURN AN ERROR IF

THIS IS THE CASE. */

if (intlen > MAX_MSGSIZE ) {

printf(“ERROR: message overlength”);

return (-1);

}

/* CHECK IF THE ENTIRE MESSAGE HAS BEEN
RECEIVED. RETURN IF NOT */

if ( buflen < intlen + GTS_SOCKET_HEADER ) {

return (0);

}

*mlen = intlen;
return (1);

}

/**********************************************************

* CHECK MSG BOUNDARIES

*  Confirm the first character after the Socket

*  Header is a SOH, and the last character in the

*  message (given by the message

*  length) is an ETX.
**********************************************************/
static int CheckMsgBoundaries (char *buffer, int
msglen)

{

/* CHECK THAT THE FIRST CHARACTER (AFTER
THE MESSAGE LENGTH
FIELD) IS AN SOH CHARACTER - RETURN AN
ERROR IF IT ISN'T. */
if ( buffer[GTS_SOCKET_HEADER] != SOH ) {
printf(“ERROR: SOH not found\n”);
return (-1);

}

/* CHECK THAT THE LAST CHARACTER (ACCORD-

ING TO THE MESSAGE LENGTH
FIELD) IS AN ETX CHARACTER - RETURN AN

ERROR IF IT ISN'T. */

if ( buffer[msglen+GTS_SOCKET_HEADER-1] != ETX
) {

printf(“ERROR: ETX not found\n”);

return (-1);

}

return (1);

}

/**********************************************************

* SHIFT BUFFER

*  Shift the leading message in the buffer out of the
*  buffer. This may either empty the buffer, or move
* all or part of a new message to the start of the

*  buffer.

**********************************************************/
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static void ShiftBuffer (char *buffer, int *buflen, int
msglen)

{
int shiftlen;

/* CALCULATE THE AMOUNT OF DATA TO BE
SHIFTED OUT OF THE BUFFER. */
shiftlen = msglen + GTS_SOCKET_HEADER;

/* SHIFT THE ‘PROCESSED’ DATA OUT OF THE
BUFFER BY MOVING THE

UNPROCESSED DATA OVER THE TOP OF IT.

CALCULATE THE NEW AMOUNT OF DATA IN THE
BUFFER. */

*pbuflen = *buflen - shiftlen;

memcpy (buffer, buffer + shiftlen, *buflen);

}

I11. Some security arrangements for
small GTS Centres

This appendix provides information on low-cost meas-
ures to secure GTS Centres, when they are connected
to the Internet. The traditional GTS with MSSs passing
bulletins over point-to-point circuits is inherently
secure, while the Internet is inherently insecure. So, it
is important to prevent Internet users from being able
to traverse GTS links, where they may be able to cause
damage to neighbouring Centres.

Security policy

In a mixed Internet/GTS environment, a security hole at
a GTS Centre may compromise other GTS segments. It is
very likely that sooner or later, most of the GTS Centres
will be connected to the Internet, so a solution for the
security aspects must be found, which are practical for
all Centres and especially, small Centres. Different levels
of network security can be achieved with the tools avail-
able today at costs that vary from a few dollars
(freeware) to expensive proprietary solutions.

There are, however, other important aspects
besides costs. Technical expertise and strong manage-
ment support are indispensable elements to
implement and enforce an effective security policy.

Router/
Firewall
+—— B Hosts
WwWwW
server Protected
networks
Router/
Firewall
A Hosts
(GTS)

Figure 1 — Coexistence of GTS and Internet - separate access
routers.

Without them, no protection will be achieved, even
with the best and most expensive firewall systems.

Coexistence of Internet and dedicated GTS links

There are many options for the general configuration
of systems in small Centres. Figure 1 shows an arrange-
ment where separate routers are used to provide access
to Internet and GTS.

To achieve cost reduction, GTS Centres, may wish
to consolidate the GTS and Internet networks, while
still providing a level of security for their GTS systems.
Figure 2 depicts a low cost configuration that may
meet this objective.

Protecting the GTS links from the I nternet

It is important that the exterior router(s), connected to
both GTS and Internet links be securely passworded,
and protected so that it may not be configured via the
Internet. Additionally, no Internet traffic should be
allowed to propagate down GTS links, nor GTS traffic
be sent to the Internet unless specifically intended to
do so. This can be achieved by carefully filtering rout-
ing updates.

There should be a definite separation between
general Internet services (www/http, e-mail access) and
the GTS system (e. g. message switch). They should be
in separate machines. Additionally, use of firewalling
technology should be undertaken to limit general
Internet access to the GTS Centre internal network,
possibly restricting incoming connections to SMTP on
the mail server, HTTP on the web server and DNS on
the domain name servers.

In between the exterior router and critical systems,
a firewall should be deployed. This firewall must have
the capacity to limit, proxy or redirect access to internal
hosts in order to protect them. Several brands of firewall
are on the market, with ranges of capabilities. In most
cases because of the simple nature of the network in
small Centres, a simple firewall may be deployed.

When connecting to the Internet, deploying some
sort of firewall is virtually mandatory. The risks for
internal data and systems would justify this. In order
to allow the access control some low-cost options are
available:

SMTP
DNS

Router Firewall |—

Protected
networks

server

GTS
host

Figure 2 — Coexistence of GTS and Internet — common access
router.
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Linux computers

Linux Operating system is free, and runs on a variety
of hardware platforms, notably on PCs. The newest
versions of Linux (Kernel version 2.2) come with fire-
walling software called ipchains. Additionally, they
support routing protocols through a routing program
called gated. Centres with some experience with UNIX
will be able to get a working firewall setting up linux
from scratch.

Windows NT

A variety of commercial packages exist. The familiarity
with the Windows and relatively low cost of PC hard-
ware is seen as main advantage.

Free toolkits

A company called TIS (trusted information systems) has
released a set of source code, mainly for UNIX/LINUX
hosts, which is freely available. This requires access to
UNIX/LINUX machines, compilers, and requires good
knowledge of Internet security issues.

Routers

Many routers have packet filtering capabilities. It is
possible to deploy one of these as firewall, although
they are not very flexible. Smaller Centres may want to
consider this.

Desirable solution

Some firewall vendors have been providing firewall
solutions, based on their hardware. Cisco’s 10S firewall
is a notable example. This type of solution is depicted
in Figure 3.

GTS using the I nternet

There will be situations where GTS Centres will use
Internet to transport data and products. Security con-
cerns are also applicable here. The arrangement shown
below in Figure 4 represents a simple and safe way to
use the Internet to connect neighbouring GTS Centres
that may become popular in small Centres in future.
Firewalling is done using access lists.

A Hosts allowe

F|re‘wall by explicit
‘ permissions
Access }
router }
} — B Hosts
| Www
Open networks server Protected
networks
Access
router
A Hosts
A Hosts blocked | (GTS)
B Hosts blocked

Figure 3 — Coexistence of GTS and Internet — separate access
routers plus firewall.

V. Reference material

General references on TCP/IP

1. Internetworking TCP/IP Vol. 1 (2/E), Douglas Comer,
Prentice Hall.

2. TCP/IP Illustrated Vol. 1., Stevens, Addison-\Wesley.

3. TCP/IP Architecture, Protocols and Implementation,
Feit, McGraw Hill.

4. TCP/IP and Related Protocols, Black, McGraw Hill.

TCP/IP Running a Successful Network, Washburn

and Evans, Addison-Wesley.

TCP/IP and ONC/NFS (2/E), Santifaller, Addison—\Wesley.

Inside TCP/IP, Arnett et. al., New Riders Publishing.

Teach Yourself TCP/IP in 14 Days, Parker, SAMS.

Introduction to TCP/IP, Davidson, Springer.
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References on security

1. Firewalls and Internet Security, Cheswick and
Bellovin, Addison-Wesley.

Building Internet Firewall, Chapman, O’Reilly.
Practical Unix Security, Garfinkel and Spafford, O'Reilly.
Internet RFC 2196 (Site Security Handbook).
http://www.securityportal.com: a Web site with a
lot of reference documents on implementing
security (include Cisco routers, Windows NT,
Linux boxes, and various flavours of Unix).
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V. Suggested password management practices
Passwords are the system’s first line of defence against
unauthorized intrusion. While it is possible to violate
system security without logging in, a poorly protected or
chosen password can make a hacker’s task a lot easier.

GOOD PASSWORDS:

1. Have both upper-case and lower case letters, and/or.

2. Have digits and/or non-alphanumeric characters.

3. Aresix to eight characters long.

4. Should consist of at least two words or groups of
characters.

Should not be shared or used by more than one user.
Should not be used on more than one computer.

7. Should be changed regularly, e.g. monthly.

o o

‘Open‘ access

Access
router .
<\
/ vf\Ai —{B Hosts
Only neighbouring
Neighbouring centre centre GTS host WWW
allowed server
A Hosts
(GTS)

Figure 4 — The use of Internet between neighbouring GTS
centres.
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8. Can be typed quickly and easily, so that an 4. Any word from any dictionary, any place name,
observer cannot follow the keystrokes. any proper noun.

9. Are easy to remember — so that they should not 5. The name of a well known public identity such
have to be written down. (e.g. use first letter of as a sporting hero, entertainer or well known
words in a well known phrase). fictional character.

6. Simple patterns: aaaaaaa, qwerty.

BAD PASSWORDS: 7. Any of 1-6 spelled backwards.

1. The name of: yourself, your spouse, your 8. Any of 1-6 preceded or followed by a digit.
children, your parents, your pet, your friends, 9. Any password that has been written down and
your favourite film stars/characters, anyone left in an unlocked drawer or unsecured
associated with you, your workstation or its host. computer file.

2. The number of: your telephone, your car’s 10. Any password that has been on a machine that
license plate, your user ID, any part of your may have been successfully hacked (except as
credit cards’numbers, or any number associated part of authorized exercises).
with you. 11. Any password on a machine that has been left

3. The birthday of yourself or anyone associated unattended when any user is logged on.
with you.
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ANNEX 1 TO RECOMMENDATION 3 (CBS-XII)
ADDITIONS TO FM 94-X| EXT. BUFR AND FM 95-XI EXT. CREX TABLES

Add in BUFR and CREX the following entries:

Class 13 — Hygrographic and hydrological elements

Reference Element name Unit Scale Reference value | Data width
013 055 Intensity of precipitation kg . 4 0 8
B 13 055 mm h! 1 0 4
013 058 Size of precipitating element m 0 7
B 13 058 mm 1 0 3
013 059 Number of flashes Numeric 0 0 7
B 13 059 (thunderstorm) 0 0 3




Class 20 — Observed phenomena

Reference Element name Unit Scale Reference value Data width
020021 Type of precipitation Flag table 0 0 21
B 20 021 0 0 7
020 022 Character of precipitation Code table 0 0 4
B 20 022 0 0 2
020 023 Other weather phenomena Flag table 0 0 18
B 20 023 0 0 6
020 024 Intensity of phenomena Code table 0 0 3
B 20 024 0 0 1
020 025 Obscuration Flag table 0 0 21
B 20 025 0 0 7
0 20 026 Character of obscuration Code table 0 0 4
B 20 026 0 0 2
020 027 Phenomena occurrence Flag table 0 0 9
B 20 027 0 0 3
Flag table 020021 Flag table 020 023
Type of precipitation Other weather phenomena
1 Precipitation-unknown type 1 Dust/sand whirl
2 Liquid precipitation not freezing 2 Squalls
3 Liquid freezing precipitation 3 Sand storm
4 Drizzle 4 Dust storm
5 Rain 5 Lightning — cloud to surface
6 Solid precipitation 6 Lightning — cloud to cloud
7 Snow 7 Lightning — distant
8 Snow grains 8 Thunderstorm
9 Snow pellets 9 Funnel cloud not touching surface
10 Ice pellets 10 Funnel cloud touching surface
11 Ice crystals 11 Spray
12 Diamond dust 12-17 Reserved
13 Small hail All 18 Missing value
14 Hail
15 Glaze Code table 020 024
16 Rime Intensity of phenomena
17 Hoar frost 0 No phenomena
18 Dew 1 Light
19-20 Reserved 2 Moderate
All 21 Missing value 3 Heavy
4 Violent
NOTE: Mixed precipitation is indicated by setting to one the bits 5-6 Reserved
of all the observed single types of precipitation. 7 Missing value
Code table 020 022 Flag table 020 025
Character of precipitation Obscuration
0 No precipitation 1 Fog
1 Continuous 2 Ice fog
2 Intermittent 3 Steam fog
3 Shower 4-6 Reserved
4 Not reaching ground 7 Mist
5 Deposition 8 Haze
6-14 Reserved 9 Smoke
15 Missing value 10 Volcanic ash
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Flag table
11
12
13
14-20
All 21

Code table

© 0O ~NOO UL WNPEO

ol
N = O

13-14
15

Flag table
1

2
3

0 20 025 (continued)
Dust

Sand

Snhow

Reserved

Missing value

020 026

Character of obscuration
No change

Shallow

Patches

Partial

Freezing

Low drifting

Blowing

Increasing

Decreasing

In suspension in the air
Wall

Dense

Whiteout

Reserved

Missing value

020 027

Phenomena occurrence
At time of observation
In past hour

In time period for past weather W, W,

4 In time period specified
5-6 Reserved

7 At the station

8 In the vicinity

All 9 Missing value

NOTE: Phenomenon in 0 20 027 means any phenomenon,
including precipitation and obscuration.
Add in BUFR Table for Class 20:

0 20 003 Present weather (See Note 1)

0 20 004 Past weather (1) (See Note 2)

0 20 005 Past weather (2) (See Note 2)

Add in BUFR Table for Class 20, the following notes:

NOTES:

(1) When encoding present weather reported from an auto-
matic weather station, the appropriate combination of
descriptors 0 20 021, 0 20 022, 0 20 023, 0 20 024, 0 20
025, 0 20 026 and 0 20 027 should be used and preferred.
A descriptor 0 20 003 should by used only when descrip-
tors mentioned above are not applicable.

(2) When encoding past weather reported from an auto-
matic weather station, the appropriate combination of
descriptors 0 20 021, 0 20 022, 0 20 023, 0 20 024, 0 20
025, 0 20 026 and 0 20 027 should be used and preferred.
Descriptors 0 20 004 or 0 20 005 should by used only
when descriptors mentioned above are not applicable.

Modify in Table for Class 20, the following descriptor:
0 020 038 Bearing of ice edge (See Note 3)
and renumber the asterisks to read Note 3.

ANNEX 2 TO RECOMMENDATION 3 (CBS-XII)

MODIFICATIONSTO FM 18-XI BUOY

Change Section 4 as follows:
444 (1QpQ2QwQ4) (2QNQLQAQ,)
{(QcLablalalala) (Lolololobolo) OF (YYMMJ GGgg/)}
(8ZhZnZnZn 4ZcZcZZc) (5BBXXy)
(6ARARARAN) (7VEVRdpdp) (BV(VV\V) (9/24Z4Z4)

SECTION 4

Q,
VANAVAVAS
ZCZCZCZC
BiBXiXt
AnAnAn
AN

Indicates whether or not depths are corrected using hydrostatic pressure
Hydrostatic pressure of lower end of cable (1 000 Pa)
Length of cable in metres (thermistor string)

Buoy type and drogue type
Anemometer height
Type of anemometer

Modify group in existing regulation 18.6.3 to read (2QyQ_QaQ,) and add after the last sentence:
Q, indicates whether or not probe depths as reported in Section 3 are corrected using hydrostatic pressure.
Insert regulation 18.6.4:
In Section 4, presence of fields (Q.LaLaLalala LoLololololo) @and (YYMMJ GGgg/) is driven by the value of the
Q. indicator:
(a) Group 2QNQ, QaQ; absent: fields (QcL,L,Lalala) (LoLolololols) and (YYMMI GGgg/) not coded
(b) Q_ = 1: fields YYMMJ GGgg/ coded (fields QL L LaLaLs LoLoLolololo @absent)
() Qu=2:fields QcLyLalalala LoLlolololol, coded (fields YYMMJ GGgg/ absent)




Renumber existing regulations 18.6.4 to 18.6.6, which become regulations 18.6.5 to 18.6.7. Similarly, existing
regulations 18.6.7 and 18.6.8 become regulations 18.6.12 and 18.6.13, taking account of the insertion of the fol-
lowing new regulations.
Insert regulation 18.6.8:
GrOUp 3 (3ZhZhZhZh)
Hydrostatic pressure of lower end of cable. Pressure is expressed in units of 1 000 Pa (i.e. centibars). If group 3
is present, then group 4 is mandatory.
Insert regulation 18.6.9:
Group 4 (42.2.Z.Z.)
Length of cable in metres (thermistor strings).
Insert regulation 18.6.10:
Group 5 (5B;B:X;X;) should be omitted if buoy type and drogue type information is not available.
Insert regulation 18.6.11:
Group 6 (6ALARARAN) should be omitted if the buoy is not reporting wind or the information is not available
for both anemometer height and anemometer type. A A A, is the anemometer height above station level.
Height is expressed in decametres. For drifting and moored buoys, station level is assumed to be sea level. ///
shall be used for unknown values. A value of 999 shall be used to say that anemometer height is artificially
corrected to 10 metres by applying a formula.

Add new Code tables: 17 Nomad
3318 18 3-metre discus
Q, Depth correction indicator 19 10-12-metre discus
(Indication whether probe depths 20 ODAS 30 series
are corrected using hydrostatic 21 ATLAS (e.g. TAO area)
pressure or not) 22 TRITON
23 Reserved
Code figure 24 Omnidirectional wave-rider
0 Depths are not corrected 25 Directional waverider
1 Depth are corrected 26-62 Reserved
/ Missing /1 Missing value (coded 63 in BUFR)
0370 4880
BBt Type of Buoy XXt Type of drouge
Code figure Code figure
00 Unspecified drifting buoy 0 Unspecified drogue
01 Standard Lagrangian drifter (Global 1 Holey sock
Drifter Programme) 2 TRISTAR
02 Standard FGGE type drifting buoy 3 Window shade
(non-Lagrangian meteorological 4 Parachute
drifting buoy) 5 Non-Lagrangian sea anchor
03 Wind measuring FGGE type drifting 6-30  Reserved (to be developed)
buoy (non-Lagrangian meteorological /1 Missing value (coded 31 in BUFR)
drifting buoy)
04 Ice float 0114
05-07 Reserved Ay Type of anemometer
08 Unspecified subsurface float
09 SOFAR Code figure
10 ALACE 0 Cup rotor
11 MARVOR 1 Propeller rotor
12 RAFOS 2 Wind Observation through Ambient
13-15 Reserved Noise (WOTAN)

16 Unspecified moored buoy / Missing value (coded 15 in BUFR)
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ANNEX 3 TO RECOMMENDATION 3 (CBS-XII)

MODIFICATIONSTO CODE FORMS

FM 15-X Ext. METAR

FM 16-X Ext. SPECI

Delete in the Code form the brackets from the time

group YYGGggZ.

Add in the Code form “or NSC” under SKC.

Add in the Code form “(WTgT/SS)” after the group

WS RWYDRDg or WS ALL RWY.

Add in the Code form “(DgDrERCrererBrBRr)” after

(WTST/SS).

Delete in regulation 15.1.1 the last sentence.

Amend regulation 15.3.1 to read:

The day of the month and the time of observation
in hours and minutes UTC followed, without a
space, by the letter indicator Z shall be included in
each individual METAR report.

Amend in regulation 15.3.2 the first sentence only to

read:

This group shall be included in each individual
SPECI report.

Amend in regulation 15.5.2 the second sentence to

read:

A variable wind at higher speeds shall be reported
only when the variation of wind direction is 180° or
more or when it is impossible to determine a single
wind direction, for example when a thunderstorm
passes over the aerodrome.

Add in regulation 15.5.3 “but less than 180°” after “60°

or more”.

Add in regulation 15.5.6 a new sentence at the end of

the paragraph to read:

When the wind speed is 100 knots or more (50 m s-1
or 200 km h-1), the groups ff and f.f,, shall be pre-
ceded by the letter indicator P and reported as
PO9KT (P50MPS or P199KMH).

Introduce after regulation 15.5.6 the following note:
NOTE: There is no aeronautical requirement to report sur-
face wind speeds of 200 km h-1 (100 kt) or more; however,
provision has been made for reporting wind speeds up to
399 km h-1 (199 kt) for non-aeronautical purposes, as nec-
essary.

Introduce after regulation 15.6 the following note:
NOTE: The coding of visibility is based on the use of the
metre and kilometre, in accordance with the units specified
in ICAO Annex 5. However, some Members in Region IV
use statute miles and fractions thereof in accordance with
national coding procedures as indicated in Volume |1 of this
Manual.

Delete in regulation 15.6.4 the word “horizontal” and

amend in (a) and (b) “500 metres” to read “800

metres”.

Introduce after regulation 15.7 the following note:
NOTE: The coding of runway visual range is based on the
use of the metre, in accordance with the unit specified in

ICAO Annex 5. However, some Members in Region IV use
feet in accordance with national coding procedures as indi-
cated in Volume |1 of this Manual.
Add in regulation 15.7.2 “up to a maximum of four”
after “each runway”.
Amend in regulation 15.7.3 the third and fourth sen-
tences to read:
The letter shall be appended to DgDg, as necessary,
in accordance with the standard practice for runway
designation, as laid down by ICAO in Annex 14 —
Aerodromes, Volume | — Aerodrome Design and
Operations, paragraphs 5.2.2.4 and 5.2.2.5.
Add in regulation 15.9 “or NSC” under “SKC”.
Add in regulation 15.9.1.1 a new sentence at the end
of the paragraph to read:
If there are no clouds below 1500 m (5 000 ft) or
below the highest minimum sector altitude,
whichever is greater, no Cumulonimbus and no
restriction on vertical visibility and the abbrevia-
tions CAVOK and SKC are not appropriate, then the
abbreviation NSC shall be used.
Add in regulation 15.13 “(WTST/SS)” after the group
WS RWYDRgDg or WS ALL RWY.
Add at the end of regulation 15.13.1 “and, subject to
regional air navigation agreement, sea-surface temper-
ature and state of the sea, and also subject to regional
air navigation agreement, the state of the runway.”
Add in regulation 15.13.2.1 a new sentence at the end
of the paragraph to read:
No intensity of the recent weather phenomena shall
be indicated.
Delete regulation 15.13.2.2.
Add after regulation 15.13.4 the following regulations:
15.135 Sea-surface temperature and the state of
the sea (WTT4/SS).
The sea-surface temperature shall, by
regional agreement, be reported accord-
ing to the regional ICAO Regulation
15.11. The state of the sea shall be report-
ed in accordance with Code table 3700.
State of the runway (DgrDgrERCrerer
BrBR).
Subject to regional air navigation agree-
ment, information on the state of the
runway provided by the appropriate air-
port authority shall be included. The
runway designator DgDg shall be report-
ed according to Regulation 15.7.3. The
runway deposits Eg, the extent of run-
way contamination Cg, the depth of
deposit egeg and the friction coeffi-
cient/braking action BgBg shall be
indicated in accordance with Code tables

15.13.51

15.13.6

15.13.6.1
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0919, 0519, 1079 and 0366, respectively.
The state of the runaway group shall be
replaced by the abbreviation SNOCLO
when the aerodrome is closed due to
extreme deposit of snow.
FM 51-X Ext. TAF
Delete in the Code form the brackets from the time
group YYGGggZ.
Delete in the Code form the brackets from “(or NSC)”.
Delete in the Code form groups (6l:hhhit) and
(5Bhghghgty).
Amend in the Code form the temperature forecast
group to read: (TXTETe/GEGEZ TNTETE/GEGEZ).
Delete in regulation 51.1.1 the last sentence.
Delete in regulation 51.1.2 the words “if required”.
Introduce after regulation 51.4 the following note:
NOTE: The coding of visibility is based on the use of the
metre and kilometre, in accordance with the units specified
in ICAO Annex 5. However, in Region 1V, statute miles and
fractions thereof are used in accordance with national cod-
ing procedures as indicated in Volume Il of this Manual.
Delete in regulation 51.6.3 the words “When so deter-
mined by regional air navigation agreement”.
Delete regulations 51.8 and 51.9 and renumber the
subsequent regulations accordingly.
Amend regulation 51.12 to read:
((TXTeTE/GEGRZ TNTLTE/GEGEZ).
Amend regulation 51.12.1 to read:
To indicate forecast maximum and minimum tem-
peratures expected to occur at the time indicated by
GeGgZ, the letter indicator TX for the maximum
forecast temperature and TN for the minimum fore-
cast temperature shall precede T¢Tg without a space.
Delete regulation 51.12.3.

Group

FM 53-X Ext. ARFOR

Add the following note after the Code form:
NOTE (4): No aeronautical requirement for this Code form
is stated by ICAO for international air navigation in ICAO
Annex 3/WMO Technical Regulation [C.3.1.].

CODE TABLES

0919
Er Runway deposits

Code figure

0 Clear and dry
Damp
Wet and water patches
Rime and frost covered (depth
normally less than 1 mm)
Dry snow
Wet snow
Slush
Ice
Compacted or rolled snow
Frozen ruts or ridges

WN -

© 00 N U1 b

Cr

Code figure
1

(G2l 8

© 00N

~

€ReR

Code figure
00
01
02
03

89
90
91
92
93
94
95
96
97
98
99

1

BrBr
Code figure
00
01

88

Type of deposit not reported
(e.g. due to runway clearance in
progress)

0519
Extent of runway contamination

Less than 10 per cent of runway
contaminated (covered)

11 per cent to 25 per cent of runway
contaminated (covered)

Reserved

Reserved

26 per cent to 50 per cent of runway
contaminated (covered)

Reserved

Reserved

Reserved

51 per cent to 100 per cent of runway
contaminated (covered)

Not reported (e.g. due to runway
clearance in progress)

1079
Depth of deposit

Less than 1 mm
1 mm
2mm
3mm

90 mm

Reserved

10 cm

15 cm

20 cm

25 cm

30 cm

35cm

40 cm or more

Runway or runways non-operational
due to snow, slush, ice, large drifts
or runway clearance, but depth not
reported

Depth of deposit operationally not
significant or not measurable

0366
Friction coefficient/braking action

Friction coefficient 0.00
Friction coefficient 0.01

Friction coefficient 0.88
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89 Friction coefficient 0.89

90 Friction coefficient 0.90

91 Braking action poor

92 Braking action medium/poor
93 Braking action medium

94 Braking action medium/good
95 Braking action good

96 Reserved

97 Reserved

98 Reserved

99 Unreliable

1 Braking conditions not reported
and/or runway not operational
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ANNEX TO RECOMMENDATION 5 (CBS-XII)
FM 92-XII GRIB — GENERAL REGULARLY-DISTRIBUTED INFORMATION IN BINARY FORM

CODE FORM:
SECTION 0 Indicator section
SECTION 1 Identification section
SECTION 2 (Local use section)
SECTION 3 Grid definition section
SECTION 4 Product definition section
(repeated)
SECTION 5 Data representation section (repeated)
(repeated)
SECTION 6 Bit-map section
SECTION 7 Data section
SECTION 8 End section
NOTES:

(1) GRIB is the name of a data representation form for general regularly-distributed information in binary.

(2) Data encoded in GRIB consists of a continuous bit-stream made of a sequence of octets (1 octet = 8 bits).

(3) The octets of a GRIB message are grouped into sections:

Section
number
0
1

Section name

Indicator section

Identification section

Local use section

(optional)

Grid definition section

Product definition section

Data representation section

Bit-map section

Data section

End section

Section contents

“GRIB”, discipline, GRIB edition number, length of message
Length of section, section number, characteristics that apply to all processed
data in the GRIB message
Length of section, section number, additional items for local use by
originating centres
Length of section, section number, geometry of values within the plane
described by the two fixed coordinates
Length of section, section number, description of the data that follows, including
the two fixed coordinates
Length of section, section number, description of how the data that follows
is represented
Length of section, section number, indication of presence or absence of data
at each of the grid points, as applicable
Length of section, section number, data values

“7777°

(4)  Sequences of GRIB sections 2 to 7, sections 3 to 7 or sections 4 to 7 may be repeated within a single GRIB message. All sections within
such repeated sequences must be present and shall appear in the numerical order noted above. Unrepeated ections remain in effect until
redefined.

(5) It will be noted that the GRIB code is not suitable for visual data recognition without computer interpretation.
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(6)
@)

8

(©)
(10)

The representation of data by means of series of bits is independent of any particular machine representation.
Message and section lengths are expressed in octets. Octets are numbered 1, 2, 3, etc., starting at the beginning of each section.
Therefore, octet numbers in a template refer to the respective section.
Bit positions within octets are referred to as bit 1 to bit 8, where bit 1 is the most significant and bit 8 is the least significant. Thus,
an octet with only bit 8 set to 1 would have the integer value 1.
As used in “GRIB”, “International Alphabet No. 5” is regarded as an 8-bit alphabet with bit 1 set to zero.
The IEEE single precision floating point representation is specified in the standard ISO/IEC 559-1985 and ANSI/IEEE 754-1985
(R1991), which should be consulted for more details. The representation occupies four octets and is:
seeeeeee eMMMMMMM MMMMMMMM MmMmmmmmm
where
s is the sign bit, 0 means positive, 1 negative
e...e is an 8 bit biased exponent
m...m is the mantissa, with the first bit deleted
The value of the number is given by the following table:

e...e m...m Value of number

0 Any (-1)8 (M...m)2-232-126 = (~1)S (m...m)2-149

1..254| Any | (-1)S (1.0 + (m...m)2-23)2(E--&)12")

255 0 Positive (s=0) or Negative (s=1) infinity
255 >0 NaN (Not a valid number, result of illegal
operation)

Normally, only biased exponent values from 1 through 254 inclusive are used, except for positive or negative zero which are rep-
resented by setting both the biased exponent and the mantissa to O.

The numbers are stored with the high order octet first. The sign bit will be the first bit of the first octet. The low order bit of the
mantissa will be the last (eighth) bit of the fourth octet.

This floating point representation has been chosen because it is in common use in modern computer hardware. Some computers
use this representation with the order of the octets reversed. They will have to convert the representation, either by reversing the
octets or by computing the floating point value directly using the above formulas.

REGULATIONS:
92.1

General

92.1.1 The GRIB code shall be used for the exchange and storage of general regularly-distributed information

expressed in binary form.

92.1.2 The beginning and the end of the code shall be identified by 4 octets coded according to the

International Alphabet No. 5 to represent the indicators “GRIB” and “7777” in Indicator section 0 and
End section 8, respectively. All other octets included in the code shall represent data in binary form.

92.1.3 Each section included in the code shall always end on an octet boundary. This rule shall be applied by

appending bits set to zero to the section where necessary.

92.1.4 All bits set to “1” for any value indicates that value is missing. This rule shall not apply to packed data.
92.1.5 If applicable, negative values shall be indicated by setting the most significant bit to “1”.
92.1.6 Latitude, longitude, and angle values shall be in units of 10-6 degree, except for specific cases explicit-

ly stated in some grid definitions.

92.1.7 The latitude values shall be limited to the range 0 to 90 degrees inclusive. Orientation shall be north

latitude positive, south latitude negative. Bit 1 is set to 1 to indicate south latitude.

92.1.8 The longitude values shall be limited to the range 0 to 360 degrees inclusive. Orientation shall be east

longitude positive, with only positive values being used.

92.1.9 The latitude and longitude of the first grid point and the last grid point shall always be given for regu-

lar grids.

92.1.10  Vector components at the North and South Poles shall be coded according to the following conventions.
92.1.10.1 If the resolution and component flags in section 3 (Flag table 3.3) indicate that the vector components

are relative to the defined grid, the vector components at the Pole shall be resolved relative to the grid.
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Otherwise, for projections where there are multiple points at a given pole, the vector components shall
be resolved as if measured an infinitesimal distance from the Pole at the longitude corresponding to
each grid point. At the North Pole, the West to East (x direction) component at a grid point with lon-
gitude L shall be resolved along the meridian 90 degrees East of L, and the South to North (y direction)
component shall be resolved along the meridian 180 degrees from L. At the South Pole the West to East
component at a grid point with longitude L shall be resolved along the meridian 90 degrees East of L
and the South to North component shall be resolved along L.

Otherwise, if there is only one Pole point, either on a cylindrical projection with all but one Pole point
deleted, or on any projection (such as polar stereographic) where the Pole maps to a unique point, the
West to East and South to North components shall be resolved along longitudes 90 degrees W and 0
degree, respectively at the North Pole and along longitudes 90 degrees W and 180 degrees, respectively
at the South Pole.

NOTE: This differs from the treatment of the Poles in the WMO traditional alphanumeric codes.

The first and last grid points shall not necessarily correspond to the first and last data points, respec-
tively, if the bit-map is used.

Section 0 - Indicator section

Section 0 shall always be 16 octets long.

The first four octets shall always be character coded according to the International Alphabet No. 5 as
“GRIB”.

The remainder of the section shall contain reserved octets, followed by the Discipline, the GRIB edition
number, and the length of the entire GRIB message (including the Indicator section).

Section 1 - Identification section

The length of the section, in units of octets, shall be expressed over the group of the first four octets,
i.e., over the first 32 bits.

The section number shall be expressed in the fifth octet.

Octets beyond 21 are reserved for future use and need not be present.

Section 2 - Local use section
Regulations 92.3.1 and 92.3.2 shall apply.
Section 2 is optional.

Section 3 - Grid definition section
Regulations 92.3.1 and 92.3.2 shall apply.

Section 4 - Product definition section
Regulations 92.3.1 and 92.3.2 shall apply.

Section 5 - Data representation section
Regulations 92.3.1 and 92.3.2 shall apply.

Section 6 - Bit-map section
Regulations 92.3.1 and 92.3.2 shall apply.

Section 7 - Data section

Regulations 92.3.1 and 92.3.2 shall apply.

Data shall be coded using the minimum number of bits necessary to provide the accuracy required by

international agreement. This required accuracy/precision shall be achieved by scaling the data by mul-

tiplication by an appropriate power of 10 (which may be 0) before forming the non-negative

differences, and then using the binary scaling to select the precision of the transmitted value.

The data shall be packed by the method identified in section 5.

Data shall be coded in the form of non-negative scaled differences from a reference value of the whole

field plus, if applicable, a local reference value.

NOTES:

(1) A reference value is normally the minimum value of the dataset which is represented.

(2) For grid-point values, complex packing features are intended to reduce the whole size of the GRIB message (data
compression without loss of information with respect to simple packing). The basic concept is to reduce data size
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thanks to local redundancy. This is achieved just before packing, by splitting the whole set of scaled data values into
groups, on which local references (such as local minima) are removed. It is done with some overhead, because extra
descriptors are needed to manage the groups characteristics. An optional pre-processing of the scaled values (spatial
differencing) may also be applied before splitting into groups, and combined methods, along with use of alternate
row scanning mode, are very efficient on interpolated data.

(3) For spectral data, complex packing is provided for better accuracy of packing. This is because many spectral coeffi-
cients have small values (regardless of sign), especially for large wave numbers. The first principle is to not pack a
subset of coefficients, associated with small wave numbers so that the amplitude of the packed coefficients is
reduced. The second principle is to apply an operator to the remaining part of the spectrum; with appropriate tun-
ing it leads to a more homogeneous set of values to pack.

(4) The original data value Y (in the units of Code table 4.2) can be recovered with the formula:

Y * 10D=R + (X1+X2) * 2E
For simple packing and all spectral data:

E = Binary scale factor,

D = Decimal scale factor,

R = Reference value of the whole field,
X1 =0,

X2 = Scaled (encoded) value.

For complex grid point packing schemes, E, D, and R are as above, but:
X1 = Reference value (scaled integer) of the group the data value belongs to,
X2 = Scaled (encoded) value with the group reference value (XI) removed.

Section 8 - End section

.1 The end section shall always be 4 octets long, character coded according to the International Alphabet

No. 5 as “7777”.

SPECIFICATION OF OCTET CONTENTS

Section 0 — Indicator section

Octet No. Contents
1-4 “GRIB” (coded according to the International Alphabet No. 5.)
5-6 Reserved
7 Discipline — GRIB Master table number (see Code table 0.0)
8 GRIB edition number (currently 2)
9-16 Total length of GRIB message in octets (including Section 0)

Section 1 — |dentification section

Octet No. Contents
1-4 Length of section in octets (21 or nn)
5 Number of section (“1”)
6-7 Identification of originating/generating centre (see Common Code table C-1)
8-9 Identification of originating/generating sub-centre (allocated by originating/
generating centre)
10 GRIB Master tables version number (see Code table 1.0)
11 GRIB Local tables version number (see Code table 1.1)
12 Significance of reference time (see Code table 1.2)
13-14 Year (4 digits)
15 Month
13 agﬁr Reference time of data
18 Minute
19 Second
20 Production status of processed data in this GRIB message (see Code table 1.3)
21 Type of processed data in this GRIB message (see Code table 1.4)

22-nn Reserved: need not be present




Section 2 — Local use section

Octet No. Contents
1-4 Length of section in octets (nn)
5 Number of section (“2”)
6-nn Local use

Section 3 — Grid definition section

Octet No. Contents
1-4 Length of section in octets (nn)
5 Number of section (“3”)
6 Source of grid definition (see Code table 3.0 and Note 1)
7-10 Number of data points
11 Number of octets for optional list of numbers defining number of points (see Note 2)
12 Interpretation of list of numbers defining number of points (see Code table 3.11)
13-14 Grid definition template number (= N) (see Code table 3.1)
15-xx Grid definition template (see Template 3.N, where N is the Grid definition template
number given in octets 13-14)
[xx+1]-nn Optional list of numbers defining number of points (see Notes 2, 3 and 4)
NOTES:

(1) If octet 6 is not zero, octets 15-xx (15-nn if octet 11 is zero) may not be supplied. This should be documented with all bits
set to 1 (missing value) in Grid definition template number.

(2) An optional list of numbers defining number of points is used to document a quasi-regular grid, where the number of
points may vary from one row to another (row being defined as adjacent points in a coordinate line, so this is dependent
from data layout). In such a case, octet 11 is non zero, and gives the number of octets on which each number of points is
encoded. For all other cases, such as regular grids, octets 11 and 12 are zero and no list is appended to the grid definition
template.

(3) Ifalist of numbers defining number of points is present, it is appended at the end of the Grid definition template (or direct-
ly after the Grid definition template number if template is missing), the length of the list is given by the Grid definition.
When the Grid definition template is present, the length is given according to bit 3 of scanning mode flag octet (length is
Nj or Ny for flag value 0). List ordering is implied by data scanning.

(4) Depending on code value given in octet 12, the list of numbers defining number of points corresponds either to the coor-
dinate lines as given in the grid definition, or to a full circle.

Section 4 — Production definition section

Octet No. Contents
1-4 Length of section in octets (nn)
5 Number of section («4»)
6-7 Number of coordinates values after template (see Note 1)
8-9 Product definition template number (see Code table 4.0)
10-xx Product definition template (see Template 4.X, where X is the product definition
template number given in octets 8-9)
[xx+1]-nn Optional list of coordinates values (see Notes 2 and 3)
NOTES:

(1) Coordinate values are intended to document the vertical discretization associated with model data on hybrid coor-
dinate vertical levels. A number of zero in octets 6-7 indicates that no such values are present. Otherwise the number
corresponds to the whole set of values.

(2) Hybrid systems, in the context, employ a means of representing vertical coordinates in terms of a mathematical
combination of pressure and sigma coordinates. When used in conjunction with a surface pressure field and an
appropriate mathematical expression, the vertical coordinate parameters may be used to interpret the hybrid vertical
coordinate.

(3) Hybrid coordinate values, if present, should be encoded in IEEE 32-bit floating point format. They are intended to
be encoded as pairs.
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Octet No.
1-4
5
6-9

10-11
12-nn

Section 6 — Bit-map section

Octet No.
14
5
6
7-nn

Section 7 — Data section

Octet No.
1-4
5
6-nn

Section 8 — End section

Octet No.
1-4

Octet No.
15
16
17-20
21
22-25
26
27-30
31-34
35-38
39-42
43-46

47-50
51-54
55

56-59
60-63
64-67
68-71
72

Section 5 — Data representation section

Contents
Length of section in octets (nn)
Number of section (“5”)
Number of data points where one or more values are specified in Section 7 when
a bit map is present, total number of data points when a bit map is absent.
Data representation template number (see Code table 5.0)
Data representation template (see Template 5.x, where x is the data represen-
tation template number given in octets 10-11)

Contents
Length of section in octets (nn)
Number of section (“6”)
Bit-map indicator (see Code table 6.0 and the Note)
Bit-map

NOTE: If octet 6 is not zero, the length of the Section is 6 and octets 7-nn are not present.

Contents
Length of section in octets (nn)
Number of section (“77)
Data in a format described by data template 7.x, where x is the data represen-
tation template number given in octets 10-11 of Section 5.

Contents
“7777” (coded according to the International Alphabet No. 5.)

TEMPLATE DEFINITIONSUSED IN SECTION 3

Grid definition template 3.0: Latitude/longitude (or equidistant cylindrical, or Plate Carrée)

Contents
Shape of the Earth (see Code table 3.2)
Scale factor of radius of spherical Earth
Scaled value of radius of spherical Earth
Scale factor of major axis of oblate spheroid Earth
Scaled value of major axis of oblate spheroid Earth
Scale factor of minor axis of oblate spheroid Earth
Scaled value of minor axis of oblate spheroid Earth
Ni — number of points along a parallel
Nj — number of points along a meridian
Basic angle of the initial production domain (see Note 1)
Subdivisions of basic angle used to define extreme longitudes and latitudes, and
direction increments (see Note 1)
Lal — latitude of first grid point (see Note 1)
Lol - longitude of first grid point (see Note 1)
Resolution and component flags (see Flag table 3.3)
La2 — latitude of last grid point (see Note 1)
Lo2 — longitude of last grid point (see Note 1)
Di — i direction increment (see Note 1)
Dj — j direction increment (see Note 1)
Scanning mode (flags — see Flag table 3.4)




NOTES:

(1) Basic angle of the initial production domain and subdivisions of this basic angle are provided to manage cases where the
recommended unit of 10-6 degrees is not applicable to describe the extreme longitudes and latitudes, and direction incre-
ments. For these last six descriptors, unit is equal to the ratio of the basic angle and the subdivisions number. For ordinary
cases, zero and missing values should be coded, equivalent to respective values of 1 and 106 (10-6 degrees unit).

(2) For data on a quasi-regular grid, in which all the rows or columns do not necessarily have the same number of grid points,
either Ni (octets 31-34) or Nj (octets 35-38) and the corresponding Di (octets 64-67) or Dj (octets 68-71) shall be coded
with all bits set to 1 (missing). The actual number of points along each parallel or meridian shall be coded in the octets
immediately following the Grid definition template (octets [xx+1] — nn), as described in the description of the Grid defi-
nition section.

(3) A quasi-regular grid is only defined for appropriate grid scanning modes. Either rows or columns, but not both simultane-
ously, may have variable numbers of points. The first point in each row (column) shall be positioned at the meridian
(parallel) indicated by octets 47-54. The grid points shall be evenly spaced in latitude (longitude).

Grid definition template 3.1: Rotated latitude/longitude (or equidistant cylindrical, or Plate Carrée)

Octet No. Contents
15-72 Same as Grid definition template 3.0 (see Note 1)
73-76 Latitude of the southern pole of projection
77-80 Longitude of the southern pole of projection
81-84 Angle of rotation of projection

NOTES:

(1) Basic angle of the initial production domain and subdivisions of this basic angle are provided to manage cases where the
recommended unit of 10-6 degrees is not applicable to describe the extreme longitudes and latitudes, and direction incre-
ments. For these last six descriptors, unit is equal to the ratio of the basic angle and the subdivisions number. For ordinary
cases, zero values should be coded, equivalent to respective values of 1 and 106 (10-6 degrees unit).

(2) Three parameters define a general latitude/longitude coordinate system, formed by a general rotation of the sphere. One
choice for these parameters is:

(a) The geographic latitude in degrees of the southern pole of the coordinate system, Thetap for example.

(b)  The geographic longitude in degrees of the southern pole of the coordinate system, Lambdap for example.

(c) The angle of rotation in degrees about the new polar axis (measured clockwise when looking from the southern to
the northern pole) of the coordinate system, assuming the new axis to have been obtained by first rotating the sphere
through Lambdap degrees about the geographic polar axis, and then rotating through (90 + Thetap) degrees so that
the southern pole moved along the (previously rotated) Greenwich meridian.

Grid definition template 3.2: Stretched latitude/longitude (or equidistant cylindrical, or Plate Carrée)

Octet No. Contents
15-72 Same as Grid definition template 3.0 (see Note 1)
73-76 Latitude of the pole of stretching
77-80 Longitude of the pole of stretching
81-84 Stretching factor
NOTES:

(1) Basic angle of the initial production domain and subdivisions of this basic angle are provided to manage cases where the rec-
ommended unit of 10-6 degrees is not applicable to describe the extreme longitudes and latitudes, and direction increments.
For these last six descriptors, unit is equal to the ratio of the basic angle and the subdivisions number. For ordinary cases,
zero values should be coded, equivalent to respective values of 1 and 106 (10-6 degrees unit).
(2) The stretching is defined by three parameters:
(a) The latitude in degrees (measured in the model coordinate system) of the “pole of stretching”;
(b)  The longitude in degrees (measured in the model coordinate system) of the “pole of stretching”; and
()  The stretching factor C in units of 10-6 represented as an integer.
The stretching is defined by representing data uniformly in a coordinate system with longitude Y and latitude X1,
where:
(1-C2)+(1+C2)sin X
X1 =sin-t

(1+C2)+(1-C2)sin X
and Y and X are longitude and latitude in a coordinate system in which the “pole of stretching” is the northern pole.
C = 1 gives uniform resolution, while C > 1 give enhanced resolution around the pole of stretching.
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Grid definition template 3.3: Stretched and rotated latitude/longitude (or equidistant cylindrical, or Plate Carrée)

Octet No. Contents
15-72 Same as Grid definition template 3.0 (see Note 1)
73-76 Latitude of the southern pole of projection
77-80 Longitude of the southern pole of projection
81-84 Angle of rotation of projection
85-88 Latitude of the pole of stretching
89-92 Longitude of the pole of stretching
93-96 Stretching factor

NOTES:

(1) Basic angle of the initial production domain and subdivisions of this basic angle are provided to manage cases where the
recommended unit of 10-6 degrees is not applicable to describe the extreme longitudes and latitudes, and direction incre-
ments. For these last six descriptors, unit is equal to the ratio of the basic angle and the subdivisions number. For ordinary
cases, zero values should be coded, equivalent to respective values of 1 and 106 (10-6 degrees unit).

(2) See Note (2) under Grid definition template 3.1 — Rotated latitude/longitude (or equidistant cylindrical, or Plate Carrée).

(3) See Note (2) under Grid definition template 3.2 — Stretched latitude/longitude (or equidistant cylindrical, or Plate Carrée).

Grid definition template 3.10: Mercator

Octet No. Contents
15 Shape of the Earth (see Code table 3.2)
16 Scale factor of radius of spherical Earth
17-20 Scaled value of radius of spherical Earth
21 Scale factor of major axis of oblate spheroid Earth
22-25 Scaled value of major axis of oblate spheroid Earth
26 Scale factor of minor axis of oblate spheroid Earth
27-30 Scaled value of minor axis of oblate spheroid Earth
31-34 Ni — number of points along a parallel
35-38 Nj — number of points along a meridian
39-42 Lal — latitude of first grid point
43-46 Lol — longitude of first grid point
47 Resolution and component flags (See Flag table 3.3)
48-51 LaD — latitude(s) at which the Mercator projection intersects the Earth
(latitude(s) where Di and Dj are specified)
52-55 La2 — latitude of last grid point
56-59 Lo2 — longitude of last grid point
60 Scanning mode (flags — see Flag table 3.4)
61-64 Orientation of the grid, angle between i direction on the map and the Equator
(see Note 1)
65-68 Di — longitudinal direction grid length (see Note 2)
69-72 Dj — latitudinal direction grid length (see Note 2)
NOTES:

(1) Limited to the range of 0 to 90 degrees; if the angle of orientation of the grid is neither 0 nor 90 degrees, Di and Dj must
be equal to each other.
(2) Grid lengths are in units of 10-3 m, at the latitude specified by LaD.

Grid definition template 3.20: Polar stereographic projection

Octet No. Contents
15 Shape of the Earth (see Code table 3.2)
16 Scale factor of radius of spherical Earth
17-20 Scaled value of radius of spherical Earth
21 Scale factor of major axis of oblate spheroid Earth
22-25 Scaled value of major axis of oblate spheroid Earth
26 Scale factor of minor axis of oblate spheroid Earth
27-30 Scaled value of minor axis of oblate spheroid Earth

31-34 NXx — number of points along x-axis




Grid definition template 3.20: Polar stereographic projection (continued)

Octet No. Contents
35-38 Ny — number of points along y-axis
39-42 Lal — latitude of first grid point
43-46 Lol — longitude of first grid point
47 Resolution and component Flag (See Flag table 3.3 and Note 1)
48-51 LaD — latitude where Dx and Dy are specified
52-55 LoV — orientation of the grid (see Note 2)
56-59 Dx — x-direction grid length (see Note 3)
60-63 Dy — y-direction grid length (see Note 3)
64 Projection centre flag (See Flag table 3.5)
65 Scanning mode (See Flag table 3.4)

NOTES:

(1) The resolution flag (bit 3—-4 of Flag table 3.3) is not applicable.

(2) LoV is the value of the meridian which is parallel to the y-axis (or columns of the grid) along which latitude increases as
the y-coordinate increases (the orientation longitude may or may not appear on a particular grid).

(3) Grid length is in units of 10-3 m at the latitude specified by LaD.

(4) Bit 2 of the projection flag is not applicable to the polar stereographic projection.

Grid definition template 3.30: Lambert conformal

Octet No. Contents
15 Shape of the Earth (see Code table 3.2)
16 Scale factor of radius of spherical Earth
17-20 Scaled value of radius of spherical Earth
21 Scale factor of major axis of oblate spheroid Earth
22-25 Scaled value of major axis of oblate spheroid Earth
26 Scale factor of minor axis of oblate spheroid Earth
27-30 Scaled value of minor axis of oblate spheroid Earth
31-34 NXx — number of points along the x-axis
35-38 Ny — number of points along the y-axis
39-42 Lal — latitude of first grid point
43-46 Lol — longitude of first grid point
47 Resolution and component flags (See Flag table 3.3)
48-51 LaD — latitude where Dx and Dy are specified
52-55 LoV — longitude of meridian parallel to y-axis along which latitude increases as
the y-coordinate increases
56-59 Dx — x-direction grid length (see Note 1)
60-63 Dy — y-direction grid length (see Note 1)
64 Projection centre flag (see Flag table 3.5)
65 Scanning mode (see Flag table 3.4)
66-69 Latin 1 — first latitude from the pole at which the secant cone cuts the sphere
70-73 Latin 2 — second latitude from the pole at which the secant cone cuts the sphere
74-77 Latitude of the southern pole of projection
78-81 Longitude of the southern pole of projection
NOTES:

(1) Grid lengths are in units tenths of 10-3 m, at the latitude specified by LaD.

(2) If Latin 1 = Latin 2, then the projection is on a tangent cone.

(3) The resolution flags (bits 3-4 of Flag table 3.3) are not applicable.

(4) LoV is the value of the meridian which is parallel to the y-axis (or columns of the grid) along which latitude increases as
the y-coordinate increases (the orientation longitude may or may not appear on a particular grid).

Grid definition template 3.40: Gaussian latitude/longitude
Octet No. Contents

15 Shape of the Earth (see Code table 3.2)
16 Scale factor of radius of spherical Earth
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Grid definition template 3.40: Gaussian latitude/longitude (continued)

Octet No. Contents
17-20 Scaled value of radius of spherical Earth
21 Scale factor of major axis of oblate spheroid Earth
22-25 Scaled value of major axis of oblate spheroid Earth
26 Scale factor of minor axis of oblate spheroid Earth
27-30 Scaled value of minor axis of oblate spheroid Earth
31-34 Ni — number of points along a parallel
35-38 Nj — number of points along a meridian
39-42 Basic angle of the initial production domain (see Note 1)
43-46 Subdivisions of basic angle used to define extreme longitudes and latitudes, and
direction increments (see Note 1)
47-50 Lal — latitude of first grid point (see Note 1)
51-54 Lol — longitude of first grid point (see Note 1)
55 Resolution and component flags (see Flag table 3.3)
56-59 La2 — latitude of last grid point (see Note 1)
60-63 Lo2 — longitude of last grid point (see Note 1)
64-67 Di — i direction increment (see Note 1)
68-71 N — number of parallels between a pole and the Equator (see Note 2)
72 Scanning mode (flags — see Flag table 3.4)
NOTES:

(1) Basic angle of the initial production domain and subdivisions of this basic angle are provided to manage cases where the
recommended unit of 10-6 degrees is not applicable to describe the extreme longitudes and latitudes, and direction incre-
ments. For these last six descriptors, unit is equal to the ratio of the basic angle and the subdivisions number. For ordinary
cases, zero values should be coded, equivalent to respective values of 1 and 106 (10-6 degrees unit).

(2) The number of parallels between a pole and the Equator is used to establish the variable (Gaussian) spacing of the paral-
lels; this value must always be given.

Grid definition template 3.41: Rotated Gaussian latitude/longitude

Octet No. Contents
15-72 Same as Grid definition template 3.40 (see Note 1)
73-76 Latitude of the southern pole of projection
77-80 Longitude of the southern pole of projection
81-84 Angle of rotation of projection

NOTES:

(1) Basic angle of the initial production domain and subdivisions of this basic angle are provided to manage cases where the
recommended unit of 10-6 degrees is not applicable to describe the extreme longitudes and latitudes, and direction incre-
ments. For these last six descriptors, unit is equal to the ratio of the basic angle and the subdivisions number. For ordinary
cases, zero values should be coded, equivalent to respective values of 1 and 106 (10-6 degrees unit).

(2) The number of parallels between a pole and the Equator is used to establish the variable (Gaussian) spacing of the paral-
lels; this value must always be given.

(3) See Note (2) under Grid definition template 3.1 — Rotated latitude/longitude grid (or equidistant cylindrical, or Plate
Carrée).

Grid definition template 3.42: Stretched Gaussian latitude/longitude

Octet No. Contents
15-72 Same as Grid definition template 3.40 (see Note 1)
73-76 Latitude of the pole of stretching
77-80 Longitude of the pole of stretching
81-84 Stretching factor
NOTES:

(1) Basic angle of the initial production domain and subdivisions of this basic angle are provided to manage cases where the
recommended unit of 10-6 degrees is not applicable to describe the extreme longitudes and latitudes, and direction incre-
ments. For these last six descriptors, unit is equal to the ratio of the basic angle and the subdivisions number. For ordinary
cases, zero values should be coded, equivalent to respective values of 1 and 106 (10-6 degrees unit).




(2) The number of parallels between a pole and the Equator is used to establish the variable (Gaussian) spacing of the paral-
lels; this value must always be given.
(3) See Note (2) under Grid definition template 3.2 — Stretched latitude/longitude (or equidistant cylindrical, or Plate Carrée).

Grid definition template 3.43: Stretched and rotated Gaussian latitude/longitude

Octet No. Contents
15-72 Same as Grid definition template 3.40 (see Note 1)
73-76 Latitude of the southern pole of projection
77-80 Longitude of the southern pole of projection
81-84 Angle of rotation of projection
85-88 Latitude of the pole of stretching
89-92 Longitude of the pole of stretching
93-96 Stretching factor
NOTES:

(1) Basic angle of the initial production domain and subdivisions of this basic angle are provided to manage cases where the
recommended unit of 10-6 degrees is not applicable to describe the extreme longitudes and latitudes, and direction incre-
ments. For these last six descriptors, unit is equal to the ratio of the basic angle and the subdivisions number. For ordinary
cases, zero values should be coded, equivalent to respective values of 1 and 106 (10-6 degrees unit).

(2) The number of parallels between a pole and the Equator is used to establish the variable (Gaussian) spacing of the paral-
lels; this value must always be given.

(3) See Note (2) under Grid definition template 3.1 — Rotated latitude/longitude (or equidistant cylindrical, or Plate Carrée).

(4) See Note (2) under Grid definition template 3.2 — Stretched latitude/longitude (or equidistant cylindrical, or Plate Carrée).

Grid definition template 3.50: Spherical harmonic coefficients

Octet No. Contents
15-18 J — pentagonal resolution parameter
19-22 K — pentagonal resolution parameter
23-26 M — pentagonal resolution parameter
27 Representation type indicating the method used to define the norm (see Code
table 3.6).
28 Representation mode indicating the order of the coefficients (see Code table 3.7)
NOTE: The pentagonal representation of resolution is general. Some common truncations are special cases of the pentagonal
one:
Triangular M=J]=K
Rhomboidal K=J+M
Trapezoidal K=J,K>M

Grid definition template 3.51: Rotated spherical harmonic coefficients

Octet No. Contents
15-28 Same as Grid definition template 3.50
29-32 Latitude of the southern pole of projection
33-36 Longitude of the southern pole of projection
37-40 Angle of rotation of projection

NOTES:

(1) See Note (1) under Grid definition template 3.50 — Spherical harmonic coefficients.
(2) See Note (2) under Grid definition template 3.1 — Rotated latitude/longitude grid (or equidistant cylindrical, or Plate
Carrée).

Grid definition template 3.52: Stretched spherical har monic coefficients

Octet No. Contents
15-28 Same as Grid definition template 3.50
29-32 Latitude of the pole of stretching
33-36 Longitude of the pole of stretching

37-40 Stretching factor
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NOTES:
(1) See Note (1) under Grid definition template 3.50 — Spherical harmonic coefficients.
(2)  See Note (2) under Grid definition template 3.2 — Stretched latitude/longitude grid (or equidistant cylindrical, or Plate Carrée).

Grid definition template 3.53: Stretched and rotated spherical harmonic coefficients

Octet No. Contents
15-28 Same as Grid definition template 3.50
29-32 Latitude of the southern pole of projection
33-36 Longitude of the southern pole of projection
37-40 Angle of rotation of projection
41-44 Latitude of pole of stretching
45-48 Longitude of pole of stretching
49-52 Stretching factor
NOTES:

(1) See Note (1) under Grid definition template 3.50 — Spherical harmonic coefficients.
(2) See Note (2) under Grid definition template 3.1 — Rotated latitude/longitude (or equidistant cylindrical, or Plate Carrée).
(3) See Note (2) under Grid definition template 3.2 — Stretched latitude/longitude (or equidistant cylindrical, or Plate Carrée).

Grid definition template 3.90: Space view per spective or orthographic

Octet No. Contents

15 Shape of the Earth (see Code table 3.2)

16 Scale factor of radius of spherical Earth

17-20 Scaled value of radius of spherical Earth

21 Scale factor of major axis of oblate spheroid Earth

22-25 Scaled value of major axis of oblate spheroid Earth

26 Scale factor of minor axis of oblate spheroid Earth

27-30 Scaled value of minor axis of oblate spheroid Earth

31-34 NXx — number of points along x-axis (columns)

35-38 Ny — number of points along y-axis (rows or lines)

39-42 Lap — latitude of sub-satellite point

43-46 Lop — longitude of sub-satellite point

47 Resolution and component flags (see Flag table 3.3)

48-51 dx — apparent diameter of Earth in grid lengths, in x-direction

52-55 dy — apparent diameter of Earth in grid lengths, in y-direction

56-59 Xp — x-coordinate of sub-satellite point (in units of 10-3 grid length expressed as
an integer)

60-63 Yp — y-coordinate of sub-satellite point (in units of 10-3 grid length expressed as
an integer)

64 Scanning mode (flags — see Flag table 3.4)

65-68 Orientation of the grid; i.e., the angle between the increasing y-axis and the
meridian of the sub-satellite point in the direction of increasing latitude (see Note 3)

69-72 Nr — altitude of the camera from the Earth’s centre, measured in units of the
Earth’s (equatorial) radius multiplied by a scale factor of 106 (see Notes 4 and 5)

73-76 Xo — x-coordinate of origin of sector image

77-80 Yo — y-coordinate of origin of sector image

NOTES:

(1) Itis assumed that the satellite is at its nominal position, i.e., it is looking directly at its sub-satellite point.
(2) Octets 46-49 shall be set to all ones (missing) to indicate the orthographic view (from infinite distance).
(3) Itisthe angle between the increasing y-axis and the meridian 180°E if the sub-satellite point is the North Pole; or the merid-
ian 0° if the sub-satellite point is the South Pole.
(4) The apparent angular size of the Earth will be given by 2 * Arcsin (106)/Nr).
(5) For orthographic view from infinite distance, the value of Nr should be encoded as missing (all bits set to 1).
(6) The horizontal and vertical angular resolutions of the sensor (Rx and Ry), needed for navigation equation, can be calcu-
lated from the following:
Rx = 2 * Arcsin (106)/Nr)/ dx
Ry =2 * Arcsin (106)/Nr)/ dy
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Grid definition template 3.100: Triangular grid based on an icosahedron

Octet No. Contents

15

n2 — exponent of 2 for the number of intervals on main triangle sides

16 n3 — exponent of 3 for the number of intervals on main triangle sides
17-18 ni — number of intervals on main triangle sides of the icosahedron
19 nd — number of diamonds
21-23 Latitude of the pole point of the icosahedron on the sphere
24-27 Longitude of the pole point of the icosahedron on the sphere
28-331 Longitude of the centre line of the first diamond of the icosahedron on the sphere
32 Grid point position (see Code table 3.8)
33 Numbering order of diamonds (flag — see Flag table 3.9)
34 Scanning mode for one diamond (flags — see Flag table 3.10)
35-38 nt — total number of grid points
NOTES:
(1) For more details see attachment in the Manual of Codes, Vol. 1.2, Part B — Definition of the triangular grid based on an

@

®
(©)

icosahedron [in preparation].

The origin of the grid is an icosahedron with 20 triangles and 12 vertices. The triangles are combined to nd quadrangles,
the so-called diamonds (e.g. if nd = 10, two of the icosahedron triangles form a diamond, and if nd = 5, 4 icosahedron tri-
angles form a diamond). There are two resolution values called n2 and n3 describing the division of each triangle side. Each
triangle side is divided into ni equal parts where ni = 3**n3 * 2**n2 with n3 either equal to 0 or to 1. In the example of the
attachment, the numbering order of the rectangles is anti-clockwise with a view from the pole point on both hemispheres.
Diamonds 1 to 5 are northern hemisphere and diamonds 6 to 10 are southern hemisphere.

The exponent of 3 for the number of divisions of triangle sides is used only with a value of either 0 or 1.

The total number of grid points for one global field depends on the grid point position. If e.g. the grid points are located
at the vertices of the triangles nt = (ni + 1) * (ni + 1) * nd since grid points at diamond edges are contained in both adja-
cent diamonds and for the same reason the pole points are contained in each of the five adjacent diamonds.

Grid definition template 3.110: Equatorial azimuthal equidistant projection

Octet No. Contents

15 Shape of the Earth (see Code table 3.2)

16 Scale factor of radius of spherical Earth

17-20 Scaled value of radius of spherical Earth

21 Scale factor of major axis of oblate spheroid Earth

22-25 Scaled value of major axis of oblate spheroid Earth

26 Scale factor of minor axis of oblate spheroid Earth

27-30 Scaled value of minor axis of oblate spheroid Earth

31-34 NXx — number of points along x-axis

35-38 Ny — number of points along y-axis

39-42 Lal — latitude of tangency point (centre of grid)

43-46 Lol — longitude of tangency point

47 Resolution and component flag (see flag table 3.3)

48-51 Dx — x-direction grid length in units of 10-3 m as measured at the point of the
axis

52-55 Dy — y-direction grid length in units of 10-3 m as measured at the point of the
axis

56 Projection centre flag

57 Scanning mode (see Flag table 3.4)

Grid definition template 3.120: Azimuth-range projection

Octet No. Contents
15-18 Nb — number of data bins along radials (see the Note)
19-22 Nr — number of radials
23-26 Lal - latitude of centre point
27-30 Lol — longitude of centre point

31-34 Dx — spacing of bins along radials
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35-38
39-(38+4Nr)

Octet No.
10
11
12
13
14
15-16
17
18
19-22
23
24
25-28
29
30
31-34

Octet No.
10
11
12
13
14
15-16
17
18
19-22
23
24
25-28
29
30
31-34
35
36
37

Dstart — offset from origin to inner bound

For each of Nr radials:

(39+4(X-1)) — (40+4(X-1)) Azi — starting azimuth, degree x 10 (degrees as north)
(41+4(X-1)) — (42+4(X-1)) Adelta — azimuthal width, degrees x 100,

(+ clockwise — counterclockwise)

with X =1 to Nr

NOTE: A data bin is a data point representing the volume centred on it.

TEMPLATE DEFINITIONSUSED IN SECTION 4

Product definition template 4.0: Analysis or forecast at a horizontal level or in a horizontal layer at a point in time

Contents
Parameter category (see Code table 4.1)
Parameter number (see Code table 4.2)
Type of generating process (see Code table 4.3)
Background generating process identifier (defined by originating centre)
Analysis or forecast generating processes identifier (defined by originating centre)
Hours of observational data cutoff after reference time (See the Note)
Minutes of observational data cutoff after reference time
Indicator of unit of time range (see Code table 4.4)
Forecast time in units defined by octet 18
Type of first fixed surface (see Code table 4.5)
Scale factor of first fixed surface
Scaled value of first fixed surface
Type of second fixed surface (see Code table 4.5)
Scale factor of second fixed surface
Scaled value of second fixed surface

NOTE: Hours greater than 65534 will be coded as 65534.

Product definition template 4.1: Individual ensemble forecast, control and perturbed, at a horizontal level or in a

horizontal layer at a point in time

Contents
Parameter category (see Code table 4.1)
Parameter number (see Code table 4.2)
Type of generating process (see Code table 4.3)
Background generating process identifier (defined by originating centre)
Forecast generating process identifier (defined by originating centre)
Hours after reference time of data cutoff (see the Note)
Minutes after reference time of data cutoff
Indicator of unit of time range (See Code table 4.4)
Forecast time in units defined by octet 18
Type of first fixed surface (see Code table 4.5)
Scale factor of first fixed surface
Scaled value of first fixed surface
Type of second fixed surface (see Code table 4.5)
Scale factor of second fixed surface
Scaled value of second fixed surface
Type of ensemble forecast (see Code table 4.6)
Perturbation number
Number of forecasts in ensemble

NOTE: Hours greater than 65534 will be coded as 65534.
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Product definition template 4.2: Derived forecast based on all ensemble membersat a horizontal level or in a

Octet No.
10
11
12
13
14
15-16
17
18
19-22
23
24
25-28
29
30
31-34
35
36

horizontal layer at a point in time

Contents
Parameter category (see Code table 4.1)
Parameter number (see Code table 4.2)
Type of generating process (see Code table 4.3)
Background generating process identifier (defined by originating centre)
Forecast generating process identifier (defined by originating centre)
Hours after reference time of data cutoff (see the Note)
Minutes after reference time of data cutoff
Indicator of unit of time range (See Code table 4.4)
Forecast time in units defined by octet 18
Type of first fixed surface (see Code table 4.5)
Scale factor of first fixed surface
Scaled value of first fixed surface
Type of second fixed surface (see Code table 4.5)
Scale factor of second fixed surface
Scaled value of second fixed surface
Derived forecast (see Code table 4.7)
Number of forecasts in ensemble

NOTE: Hours greater than 65534 will be coded as 65534.

Product definition template 4.3: Derived forecasts based on a cluster of ensemble members over arectangular area at

Octet No.
10
11
12
13
14
15-16
17
18
19-22
23
24
25-28
29
30
31-34
35
36
37
38
39
40
41
42-45
46-49
50-53
54-57
58-(57+N)

a horizontal level or in a horizontal layer at a point in time

Contents
Parameter category (see Code table 4.1)
Parameter number (see Code table 4.2)
Type of generating process (see Code table 4.3)
Background generating process identifier (defined by originating centre)
Forecast generating process identifier (defined by originating centre)
Hours after reference time of data cutoff (see the Note)
Minutes after reference time of data cutoff
Indicator of unit of time range (See Code table 4.4)
Forecast time in units defined by octet 18
Type of first fixed surface (see Code table 4.5)
Scale factor of first fixed surface
Scaled value of first fixed surface
Type of second fixed surface (see Code table 4.5)
Scale factor of second fixed surface
Scaled value of second fixed surface
Derived forecast (see Code table 4.7)
Number of forecasts in the ensemble (N)
Cluster identifier
Number of cluster to which the high resolution control belongs
Number of cluster to which the low resolution control belongs
Total number of clusters
Clustering method (see Code table 4.8)
Northern latitude of cluster domain
Southern latitude of cluster domain
Eastern longitude of cluster domain
Western longitude of cluster domain
List of N ensemble forecast numbers

NOTE: Hours greater than 65534 will be coded as 65534.
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Octet No.

10

11

12

13

14
15-16
17

18
19-22
23

24
25-28
29

30
31-34
35

36

37

38

39

40

41
42-45
46-49
50-53
54-(53+N)

Octet No.
10
11
12
13
14
15-16
17
18
19-22
23
24
25-28
29
30
31-34
35
36
37
38
39-42
43
44-47

Product definition template 4.4: Derived forecasts based on a cluster of ensemble membersover a circular area at a

horizontal level or in a horizontal layer at a point in time

Contents
Parameter category (see Code table 4.1)
Parameter number (see Code table 4.2)
Type of generating process (see Code table 4.3)
Background generating process identifier (defined by originating centre)
Forecast generating process identifier (defined by originating centre)
Hours after reference time of data cutoff (see the Note)
Minutes after reference time of data cutoff
Indicator of unit of time range (See Code table 4.4)
Forecast time in units defined by octet 18
Type of first fixed surface (see Code table 4.5)
Scale factor of first fixed surface
Scaled value of first fixed surface
Type of second fixed surface (see Code table 4.5)
Scale factor of second fixed surface
Scaled value of second fixed surface
Derived forecast (see Code table 4.7)
Number of forecasts in the ensemble (N)
Cluster identifier
Number of cluster to which the high resolution control belongs
Number of cluster to which the low resolution control belongs
Total number of clusters
Clustering method (see Code table 4.8)
Latitude of central point in cluster domain
Longitude of central point in cluster domain
Radius of cluster domain
List of N ensemble forecast numbers

NOTE: Hours greater than 65534 will be coded as 65534.

Product definition template 4.5: Probability forecasts at a horizontal level or in a horizontal layer at a point in time

Contents
Parameter category (see Code table 4.1)
Parameter number (see Code table 4.2)
Type of generating process (see Code table 4.3)
Background generating process identifier (defined by originating centre)
Forecast generating process identifier (defined by originating centre)
Hours after reference time of data cutoff (see the Note)
Minutes after reference time of data cutoff
Indicator of unit of time range (See Code table 4.4)
Forecast time in units defined by octet 18
Type of first fixed surface (see Code table 4.5)
Scale factor of first fixed surface
Scaled value of first fixed surface
Type of second fixed surface (see Code table 4.5)
Scale factor of second fixed surface
Scaled value of second fixed surface
Forecast probability number
Total number of forecast probabilities
Probability type (see Code table 4.9)
Scale factor of lower limit
Scaled value of lower limit
Scale factor of upper limit
Scaled value of upper limit

NOTE: Hours greater than 65534 will be coded as 65534.
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Product definition template 4.6: Percentile forecasts at a horizontal level or in a horizontal layer at a point in time

Octet No. Contents
10 Parameter category (see Code table 4.1)
11 Parameter number (see Code table 4.2)
12 Type of generating process (see Code table 4.3)
13 Background generating process identifier (defined by originating centre)
14 Forecast generating process identifier (defined by originating centre)
15-16 Hours after reference time of data cutoff (see the Note)
17 Minutes after reference time of data cutoff
18 Indicator of unit of time range (See Code table 4.4)
19-22 Forecast time in units defined by octet 18
23 Type of first fixed surface (see Code table 4.5)
24 Scale factor of first fixed surface
25-28 Scaled value of first fixed surface
29 Type of second fixed surface (see Code table 4.5)
30 Scale factor of second fixed surface
31-34 Scaled value of second fixed surface
35 Percentile value (from 100 per cent to O per cent)

NOTE: Hours greater than 65534 will be coded as 65534.

Product definition template 4.7: Analysisor forecast error at a horizontal level or in a horizontal layer at a point in

time
Octet No. Contents
10 Parameter category (see Code table 4.1)
11 Parameter number (see Code table 4.2)
12 Type of generating process (see Code table 4.3)
13 Background generating process identifier (defined by originating centre)
14 Analysis or forecast generating process identifier (defined by originating centre)
15-16 Hours after reference time of data cutoff (see the Note)
17 Minutes after reference time of data cutoff
18 Indicator of unit of time range (See Code table 4.4)
19-22 Forecast time in units defined by octet 18
23 Type of first fixed surface (see Code table 4.5)
24 Scale factor of first fixed surface
25-28 Scaled value of first fixed surface
29 Type of second fixed surface (see Code table 4.5)
30 Scale factor of second fixed surface
31-34 Scaled value of second fixed surface

NOTE: Hours greater than 65534 will be coded as 65534.

Product definition template 4.8: Average, accumulation, and/or extreme values at a horizontal level or in a horizontal
layer in a continuous or non-continuous time interval

Octet No. Contents
10 Parameter category (see Code table 4.1)
11 Parameter number (see Code table 4.2)
12 Type of generating process (see Code table 4.3)
13 Background generating process identifier (defined by originating centre)
14 Analysis or Forecast generating process identifier (defined by originating centre)
15-16 Hours after reference time of data cutoff (see Note 2)
17 Minutes after reference time of data cutoff
18 Indicator of unit of time range (See Code table 4.4)
19-22 Forecast time in units defined by octet 18 (see Note 2)
23 Type of first fixed surface (see Code table 4.5)
24 Scale factor of first fixed surface

25-28 Scaled value of first fixed surface




106

Product definition template 4.8: Average, accumulation, and/or extreme values at a horizontal level or in a horizontal

Octet No.
29
30
31-34
35-36
37
38
39
40
41
42

43-46

a7

48

49

50-53

54

55-58

59-nn

59-70

71-nn

NOTES:

layer in a continuous or non-continuous time interval (continued)

Contents
Type of second fixed surface (see Code table 4.5)
Scale factor of second fixed surface
Scaled value of second fixed surface
Year
Month
Day
Hour
Minute
Second
n — Number of time range specifications describing the time intervals used to
calculate the statistically processed field
Total number of data values missing in statistical process.

Time of end of overall time interval

47-48 Specification or the outermost (or only) time range over which
statistical processing is done

Statistical process used to calculate the processed field from the field at each time
increment during the time range (see Code table 4.10)

Type of time increment between successive fields used in the statistical processing
(See Code table 4.11)

Indicator of unit of time for time range over which statistical processing is done
(See Code table 4.4)

Length of the time range over which statistical processing is done, in units defined
by the previous octet

Indicator of unit of time for the increment between the successive fields used (See
Code table 4.4)

Time increment between successive fields, in units defined by the previous octet
(See Note 3)

These octets are included only if n>1, where nn = 45 + 12*n

As octets 47 to 58, next innermost step of processing

Additional time range specifications, included in accordance with the value of n.
Contents as octets 47 to 58, repeated as necessary.

(1) Hours greater than 65534 will be coded as 65534.

(2) The reference time in section 1 and the forecast time together define the beginning of the overall time interval.

(3) An increment of zero means that the statistical processing is the result of a continuous (or near continuous) process, not
the processing of a number of discrete samples. Examples of such continuous processes are the temperatures measured by
analogue maximum and minimum thermometers or thermographs, and the rainfall measured by a rain gauge.

(4) The reference and forecast times are successively set to their initial values plus or minus the increment, as defined by the
type of time increment (one of octets 46, 58, 70 ...). For all but the innermost (last) time range, the next inner range is then
processed using these reference and forecast times as the initial reference and forecast time.

Product definition template 4.20: Radar product

Octet No.
10
11
12
13
14
15-18
19-22
23-24
25-28

Contents
Parameter category (see Code table 4.1)
Parameter number (see Code table 4.2)
Type of generating process (see Code table 4.3)
Number of radar sites used
Indicator of unit of time range
Site latitude (in 10-6 degree)
Site longitude (in 10-6 degree)
Site elevation (metres)
Site ID (alphanumeric)
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Product definition template 4.20: Radar product (continued)

Octet No. Contents
29-30 Site ID (numeric)
31 Operating mode (see Code table 4.12)
32 Reflectivity calibration constant (tenths of dB)
33 Quality control indicator (see Code table 4.13)
34 Clutter filter indicator (see Code table 4.14)
35 Constant antenna elevation angle (tenths of degree true)
36-37 Accumulation interval (minutes)
38 Reference reflectivity for echo top (dB)
39-41 Range bin spacing (m)
42-43 Radial angular spacing (tenths of degree true)

Product definition template 4.30: Satellite product

Octet No. Contents
10 Parameter category (see Code table 4.1)
11 Parameter number (See Code table 4.2)
12 Type of generating process (see Code table 4.3)
13 Observation generating process identifier (defined by originating centres)
14 Number of contributing spectral bands (NB)

Repeat the following 10 octets for each contributing band (nb = 1, NB)

(15+10(nb-1))-(16+10(nb-1)) Satellite series of band nb (code table defined by originating/generating
centre)

(17+10(nb-1))—-(18+10(nb-1)) Satellite numbers of band nb (code table defined by originating/
generating centre)

(29+10(nb-1)) Instrument types of band nb (code table defined by originating/
generating centre)

(20+10(nb-1)) Scale factor of central wave number of band nb

(21+10(nb-1))—(24+10(nb-1)) Scaled value of central wave number of band nb (units: m-1)

Product definition template 4.254: CCITTIAS character string

Octet No. Contents
10 Parameter category (see Code table 4.1)
11 Parameter number (see Code table 4.2)
12-15 Number of characters

TEMPLATE DEFINITIONSUSED IN SECTION 5

Data representation template 5.0: Grid point data — simple packing

Octet No. Contents
12-15 Reference value (R) (IEEE 32-bit floating-point value)
16-17 Binary scale factor (E)
18-19 Decimal scale factor (D)
20 Number of bits used for each packed value for simple packing, or for each group
reference value for complex packing or spatial differencing
21 Type of original field values (see Code table 5.1)

Data representation template 5.1: Matrix values at grid point — simple packing

Octet No. Contents
12-21 Same as Data representation template 5.0
22 0, no matrix bit maps present; 1 matrix bit maps present
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Data representation template 5.1: Matrix values at grid point — simple packing (continued)

Octet No. Contents
23-26 Number of data values encoded in Section 7
27-28 NR — first dimension (rows) of each matrix
29-30 NC — second dimension (columns) of each matrix
31 First dimension coordinate value definition (Code table 5.2)

32 NC1 — number of coefficients or values used to specify first dimension coordinate
function.

33 Second dimension coordinate value definition (Code table 5.2)

34 NC2 — number of coefficients or values used to specify second dimension
coordinate function

35 First dimension physical significance (Code table 5.3)

36 Second dimension physical significance (Code table 5.3)

37-(36+NC1*4) Coefficients to define first dimension coordinate values in functional form, or the

explicit coordinate values (IEEE 32-bit floating-point value)

(37+NC1*4)-(36+4(NC1+NC2))

Coefficients to define second dimension coordinate values in functional form,
or the explicit coordinate values (IEEE 32-bit floating-point value)

NOTES:

(€

@

(©)

()

This form of representation enables a matrix of values to be depicted at each grid point; the two dimensions of the matrix
may represent coordinates expressed in terms of two elemental parameters (e.g. direction and frequency for wave spectra).
The numeric values of these coordinates, beyond that of simple subscripts, can be given in a functional form, or as a col-
lection of explicit numbers.

Some simple coordinate functional forms are tabulated in Code table 5.2. Where a more complex coordinate function
applies, the coordinate values shall be explicitly denoted by the inclusion of the actual set of values rather than the coef-
ficients. This shall be indicated by a code figure 0 from Code table 5.2; the number of explicit values coded shall be equal
to the appropriate dimension of the matrix for which values are presented and they shall follow octet 36 in place of the
coefficients.

Matrix bit maps will be present only if indicated by octet 22. If present, there shall be one bit map for each grid point with
data values, as defined by the primary bit map in Section 6, each of length (NR*NC) bits: a bit set to 1 will indicate a data
element at the corresponding location within the matrix. Bit maps shall be represented end-to-end, without regard for octet
boundaries; the last bit map shall, if necessary, be followed by bits set to zero to fill any partially used octet.

Matrices restricted to scanning in the + i direction (left to right) and in the -j direction (top to bottom).

Data representation template 5.2: Grid point data — complex packing

Octet No. Contents
12-21 Same as Data Representation Template 5.0
22 Group splitting method used (see Code table 5.4)
23 Missing value management used (see Code table 5.5)
24-27 Primary missing value substitute
28-31 Secondary missing value substitute
32-35 NG — Number of groups of data values into which field is split
36 Reference for group widths (see Note 12)
37 Number of bits used for the group widths (after the reference value in octet 36 has
been removed)
38-41 Reference for group lengths (see Note 13)
42 Length increment for the group lengths (see Note 14)
43-46 True length of last group
47 Number of bits used for the scaled group lengths (after subtraction of the reference
value given in octets 38-41 and division by the length increment given in octet 42)
NOTES:
(1) Group lengths have no meaning for row by row packing, where groups are coordinate lines (so the Grid description sec-

@

tion and possibly the Bit-map section are enough); for consistency associated field width and reference should then be
encoded as 0.

For row by row packing with a bit-map, there should always be as many groups as rows. In case of rows with only missing
values, all associated descriptors should be coded as zero.
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(3) Management of widths into a reference and increments, together with management of lengths as scaled incremental val-
ues, are intended to save descriptor size (which is an issue as far as compression gains are concerned).

(4) Management of explicitly missing values is an alternative to bit-map use within Section 6; it is intended to reduce the
whole GRIB message size.

(5) There may be two types of missing value(s), such as to make a distinction between static misses (for instance, due to a
land/sea mask) and occasional misses.

(6) As an extra option, substitute value(s) for missing data may be specified. If not wished (or not applicable), all bits should
be set to 1 for relevant substitute value(s).

(7)  If substitute value(s) are specified, type of content should be consistent with original field values (floating-point — and
then IEEE 32-bit encoded — or integer).

(8) If primary missing values are used, such values are encoded within appropriate group with all bits set to 1 at packed data
level.

(9) If secondary missing values are used, such values are encoded within appropriate group with all bits set to 1, except the last
one set to 0, at packed data level.

(10) A group containing only missing values (of either type) will be encoded as a constant group (null width, no associated data)
and the group reference will have all bits set to 1 for primary type, and all bits set to 1, except the last bit set to 0, for sec-
ondary type.

(11) If necessary, group widths and/or field width of group references may be enlarged to avoid ambiguities between missing
value indicator(s) and true data.

(12) The group width is the number of bits used for every value in a group.

(13) The group length (L) is the number of values in a group.

(14) The essence of the complex packing method is to subdivide a field of values into NG groups, where the values in each group
have similar sizes. In this procedure, it is necessary to retain enough information to recover the group lengths upon decod-
ing. The NG group lengths for any given field can be described by Ln = ref + Kn * len_inc, n = 1, NG, where ref is given by
octets 38-41 and len_inc by octet 42. The NG values of K (the scaled group lengths) are stored in the Data section, each
with the number of bits specified by octet 47. Since the last group is a special case which may not be able to be specified
by this relationship, the length of the last group is stored in octets 43-46.

Data representation template 5.3: Grid point data — complex packing and spatial differencing

Octet No. Contents
12-47 Same as Data representation template 5.2
48 Order of spatial differencing (see Code table 5.6)
49 Number of octets required in the Data section to specify extra descriptors needed

for spatial differencing (octets 6-ww in data template 7.3)

NOTES:

(1) Spatial differencing is a pre-processing before group splitting at encoding time. It is intended to reduce the size of sufficiently
smooth fields, when combined with a splitting scheme as described in Data Representation Template 5.2. At order 1, an ini-
tial field of values f is replaced by a new field of values g, where g, = f, g, = f, - 5, ..., 9, = f, — f,_1. At order 2, the field of
values g is itself replaced by a new field of values h, where hy =f;, h, =f5, h3 =g3-0, ..., h, = 0, - 9-1. TO keep values pos-
itive, the overall minimum of the resulting field (either gmin or hmin) is removed. At decoding time, after bit string
unpacking, the original scaled values are recovered by adding the overall minimum and summing up recursively.

(2) For differencing of order n, the first n values in the array that are not missing are set to zero in the packed array. These
dummy values are not used in unpacking.

Data representation template 5.50: Spectral data — simple packing

Octet No. Contents
12-15 Reference value (R) (IEEE 32-bit floating-point value)
16-17 Binary scale factor (E)
18-19 Decimal scale factor (D)
20 Number of bits used for each packed value (field width)
21-24 Real part of (0,0) coefficient (IEEE 32-bit floating-point value)
NOTES:

(1) Removal of the real part of (0,0) coefficient from packed data is intended to reduce the variability of the coefficients, in
order to improve packing accuracy.
(2) For some spectral representations, the (0,0) coefficient represents the mean value of the parameter represented.
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Data representation template 5.51: Spherical harmonics data — complex packing

Octet No. Contents
12-20 Same as Data representation template 5.50
21-24 P — Laplacian scaling factor (expressed in 10-6 units)
25-26 Jg — pentagonal resolution parameter of the unpacked subset (see Note 1)
27-28 Kg — pentagonal resolution parameter of the unpacked subset (see Note 1)
29-30 Mg — pentagonal resolution parameter of the unpacked subset (see Note 1)
31-34 T — total number of values in the unpacked subset (see Note 1)
35 Precision of the unpacked subset (see Code table 5.7)

NOTES:

(1) The unpacked subset is a set of values defined in the same way as the full set of values (on a spectrum limited to Jg, K and
Ms), but on which scaling and packing are not applied. Associated values are stored in octets 6 onwards of Section 7.
(2) The remaining coefficients are multiplied by (n*(n+1))P, scaled and packed. The operator associated with this multiplica-
tion is derived from the laplacian operator on the sphere.
(3) The retrieval formula for a coefficient of wave number n is then:
Y = (R+X*2E)*10-P* (n*(n+1))-P where X is the packed scaled value associated with the coefficient.

TEMPLATE DEFINITIONSUSED IN SECTION 7
Data template 7.0: Grid point data — simple packing

Octet No. Contents
6-nn Binary data values — binary string, with each (scaled) data value

Datatemplate 7.1: Matrix values at grid point — simple packing

Octet No. Contents
6-nn Binary data values — binary string, with each (scaled) data value

NOTE: Group descriptors mentioned above may not be physically present; if associated field width is 0.
Data template 7.2: Grid point data — complex packing

Octet No. Contents

6-Xxx NG group reference values (XI in the decoding formula), each of which is encod-
ed using the number of bits specified in octet 20 of Data representation template
5.0. Bits set to zero shall be appended as necessary to ensure this sequence of num-
bers ends on an octet boundary

[xx+1]-yy NG group widths, each of which is encoded using the number of bits specified in
octet 37 of Data representation template 5.2. Bits set to zero shall be appended as
necessary to ensure this sequence of numbers ends on an octet boundary

[yy+1]-zz NG scaled group lengths, each of which is encoded using the number of bits spec-
ified in octet 47 of Data representation template 5.2. Bits set to zero shall be
appended as necessary to ensure this sequence of numbers ends on an octet
boundary (see Note 14 of Data representation template 5.2)

[zz+1]-nn Packed values (X2 in the decoding formula), where each value is a deviation from
its respective group reference value

NOTES:

(1) Group descriptors mentioned above may not be physically present; if associated field width is 0.

(2) Group lengths have no meaning for row by row packing; for consistency associated field width should then be encoded as 0.
So no specific test for row by row case is mandatory at decoding software level to handle encoding/decoding of group
descriptors.

(3) Scaled group lengths, if present, are encoded for each group. But the true last group length (unscaled) should be taken from
Data representation template.

(4) For groups with a constant value, associated field width is 0, and no incremental data are physically present.
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Data template 7.3: Grid point data — complex packing and spatial differencing

Octet No. Contents
6-ww First value(s) of original (undifferenced) scaled data values, followed by the over-
all minimum of the differences. The number of values stored is 1 greater than the
order of differentiation, and the field width is described at octet 49 of Data repre-
sentation template 5.3 (See Note 1)
[ww+1]-xx NG group reference values (X1 in the decoding formula), each of which is encod-
ed using the number of bits specified in octet 20 of Data representation template
5.0. Bits set to zero shall be appended where necessary to ensure this sequence of
numbers ends on an octet boundary
[xx+1]-nn Same as for Data representation template 7.2
NOTES:
(1) Referring to the notation in Note (1) of Data representation template 5.3, at order 1, the values stored in
octets 6-ww are g, and g,in. At order 2, the values stored are hy, hy, and hy;,.
(2) Extra descriptors related to spatial differencing are added before the splitting descriptors, to reflect the separation between
the 2 approaches. It enables to share software parts between cases with and without spatial differencing.
(3) The position of overall minimum after initial data values is a choice that enables less software management.
(4) Overall minimum will be negative in most cases. First bit should indicate the sign: 0 if positive, 1 if negative.

Data template 7.50: Spectral data — simple packing

Octet No. Contents
6-nn Binary data values — binary string, with each (scaled) data value

Data template 7.51: Spherical harmonics — complex packing

Octet No. Contents
6—(5+1*Tg) Data values from the unpacked subset (IEEE floating-point values on | octets)
(6+1*Tg)-nn Binary data values — binary string, with each (scaled) data value out of the

unpacked subset
NOTES:
(1) Values ordering within the unpacked subset is defined according to the source of grid definition associated with the data.
(2) Number of octets associated with each value of the unpacked subset (1) is defined in Code table 5.7, according to the actu-
al value in octet 35 of Data representation template 5.51.
(3) Values ordering within the packed data is done according to the source of grid definition, skipping the values processed in
the unpacked subset.

CODE AND FLAG TABLES
CODE TABLESUSED IN SECTION 0

Code table 0.0: Discipline of processed data in the GRIB message, number of GRIB Master table

Code figure Meaning
0 Meteorological products
1 Hydrological products
2 Land surface products
3 Space products
4-9 Reserved
10 Oceanographic products
11-191 Reserved
192-254 Reserved for local use

255 Missing
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CODE TABLESUSED IN SECTION 1

Codetable 1.0: GRIB Master tables version number

Code figure Meaning
0 Experimental
1 Initial operational version number
2-254 Future operational version numbers
255 Local table used

Codetable 1.1: GRIB Local tables version number

Code figure Meaning
0 Local tables not used
1-254 Number of local tables version used
255 Missing

Code table 1.2: Significance of reference time

Code figure Meaning
0 Analysis
1 Start of forecast
2 Verifying time of forecast
3 Observation time
4-191 Reserved
192-254 Reserved for local use
255 Missing

Codetable 1.3: Production status of data

Code figure Meaning
0 Operational products
1 Operational test products
2 Research products
3 Re-analysis products
4-191 Reserved
192-254 Reserved for local use
255 Missing

Codetable 1.4: Type of data

Code figure Meaning
0 Analysis products
1 Forecast products
2 Analysis and forecast products
3 Control forecast products
4 Perturbed forecast products
5 Control and perturbed forecast products
6 Processed satellite observations
7 Processed radar observations
8-191 Reserved
192-254 Reserved for local use
255 Missing

NOTE: An initialized analysis is considered a zero-hour forecast.
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CODE AND FLAG TABLESUSED IN SECTION 3

Code table 3.0: Source of grid definition

Code figure
0
1
2-191
192-254
255

Meaning Comments
Specified in Code table 3.1
Predetermined grid definition Defined by originating centre

Reserved
Reserved for local use
A grid definition does not apply to this product

Codetable 3.1: Grid definition template number

Code figure

31-39
40

41

42

43
44-49
50

51

52

53
54-89
90
91-99
100
101-109
110
111-119
120
121-32767
32768-65534
65535

Meaning Comments

Latitude/longitude Also called equidistant cylindrical, or Plate
Carrée

Rotated latitude/longitude

Stretched latitude/longitude

Stretched and rotated latitude/longitude

Reserved

Mercator

Reserved

Polar stereographic Can be south or north

Reserved

Lambert conformal Can be secant or tangent, conical or bipolar.
(also called Albers equal-area)

Reserved

Gaussian latitude/longitude

Rotated Gaussian latitude/longitude

Stretched Gaussian latitude/longitude

Stretched and rotated Gaussian latitude/longitude

Reserved

Spherical harmonic coefficients

Rotated spherical harmonic coefficients

Stretched spherical harmonic coefficients

Stretched and rotated spherical harmonic coefficients

Reserved

Space view perspective orthographic
Reserved

Triangular grid based on an icosahedron
Reserved

Equatorial azimuthal equidistant projection
Reserved

Azimuth-range projection

Reserved

Reserved for local use

Missing

Code table 3.2: Shape of the Earth

Code figure
0
1
2

3

4-191
192-254
255

Meaning
Earth assumed spherical with radius = 6 367.47 km
Earth assumed spherical with radius specified by data producer
Earth assumed oblate spheroid with size as determined by I1AU in 1965
(major axis = 6 378.160 km, minor axis = 6 356.775 km, f = 1/297.0)
Earth assumed oblate spheroid with major and minor axes specified by data producer
Reserved
Reserved for local use
Missing
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Flag table 3.3: Resolution and component flags

Bit No. Value Meaning
1-2 Reserved
3 0 i direction increments not given
1 i direction increments given
4 0 j direction increments not given
1 j direction increments given
5 0 Resolved u and v components of vector quantities relative
to easterly and northerly directions
1 Resolved u and v components of vector quantities relative
to the defined grid in the direction of increasing x and y
(or i and j) coordinates, respectively
6-8 Reserved — set to zero

Flag table 3.4: Scanning mode

Bit No. Value Meaning
1 0 Points of first row or column scan in the +i (+x) direction
1 Points of first row or column scan in the -i (-x) direction
2 0 Points of first row or column scan in the -j (-y) direction
1 Points of first row or column scan in the +j (+y) direction
3 0 Adjacent points in i (x) direction are consecutive
1 Adjacent points in j (y) direction is consecutive
4 0 All rows scan in the same direction
1 Adjacent rows scans in the opposite direction
5-8 Reserved
NOTES:

(1) idirection: west to east along a parallel or left to right along an X-axis.
(2) j direction: south to north along a meridian, or bottom to top along a Y-axis.
(3) If bit number 4 is set, the first row scan is as defined by previous flags.

Flag table 3.5: Projection centre

Bit No. Value Meaning
1 0 North Pole is on the projection plane
1 South Pole is on the projection plane
2 0 Only one projection centre is used
1 Projection is bipolar and symmetric

Code table 3.6: Spectral data representation type

Code figure Meaning
1 The associated Legendre functions of the first kind are defined by:
m  n+Mm
n-m) 1 d
P (m) = (2n+1)( ) — (1-m’)? ——m -1)"\m=0
| (n+m)! 2 nl dm

R, (m) = Ry (m)
A field F(A, ) is represented by:

M- N m m imA
FOLW= Y > Ry ByGe

m=-mn=|m|

where A is the longitude
i the sine of latitude
and F;™ the complex conjugate of F!
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Code table 3.7: Spectral data representation mode

Code figure
0
1

to N(m),

2-254
255

Meaning
Reserved
The complex numbers F" (see Code figure 1 in Code table 3.6 above) are stored
for m=0 as pairs of real numbers Re(F"), Im(F[") ordered with n increasing from m

first for m=0 and

then for m=1, 2, ... M. (see the Note)
Reserved

Missing

NOTE: Values of N(m) for common truncations cases:

Triangular M =J=K, N(m) =1
Rhomboidal K=1J+ M, N(m) = J+m
Trapezoidal K=J,K>M, N(@m)=J

Code table 3.8: Grid point position

Code figure
0
1
2
3-191
192-254
255

Meaning
Grid points at triangle vertices
Grid points at centres of triangles
Grid points at midpoints of triangle sides
Reserved
Reserved for local use
Missing

Flag table 3.9: Numbering order of diamonds as seen from the corresponding pole

Bit No.
1

2-8

Value Meaning
0 Clockwise orientation
1 Anti-clockwise (i.e. counter-clockwise) orientation
Reserved

Flag table 3.10: Scanning mode for one diamond

Bit No.
1

2

3

4-8

Value Meaning

0 Points scan in +i direction, i.e. from pole to the Equator
Points scan in -i direction, i.e. from the Equator to pole
Points scan in +j direction, i.e. from west to east
Points scan in -j direction, i.e. from east to west
Adjacent points in i direction are consecutive
Adjacent points in j direction is consecutive
Reserved

R OR O

Code table 3.11: Interpretation of list of numbers defining number of points

Code figure
0
1

3-254
255

Meaning
There is no appended list
Numbers define number of points corresponding to full coordinate circles
(i.e. parallels), coordinate values on each circle are multiple of the circle mesh, and
extreme coordinate values given in grid definition (i.e. extreme longitudes) may
not be reached in all rows
Numbers define number of points corresponding to coordinate lines delimited by
extreme coordinate values given in grid definition (i.e. extreme longitudes) which
are present in each row
Reserved
Missing
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CODE AND FLAG TABLESUSED IN SECTION 4

Code table 4.0: Product definition template number

Number
0
1

2

30

31-253

254

255-32767
32768-65534
65535

Description
Analysis or forecast at a horizontal level or in a horizontal layer at a point in time
Individual ensemble forecast, control and perturbed, at a horizontal level or in a
horizontal layer at a point in time
Derived forecast based on all ensemble members at a horizontal level or in a
horizontal layer at a point in time
Derived forecasts based on a cluster of ensemble members over a rectangular area
at a horizontal level or in a horizontal layer at a point in time
Derived forecasts based on a cluster of ensemble members over a circular area at a
horizontal level or in a horizontal layer at a point in time
Probability forecasts at a horizontal level or in a horizontal layer at a point in time
Percentile forecasts at a horizontal level or in a horizontal layer at a point in time
Analysis or forecast error at a horizontal level or in a horizontal layer at a point in time
Average, accumulation, extreme values or other statistically processed value at a
horizontal level or in a horizontal layer in a continuous or non-continuous time interval
Reserved
Radar product
Reserved
Satellite product
Reserved
CCITTIAS character string
Reserved
Reserved for local use
Missing

Codetable 4.1: Category of parameters by product discipline

Product discipline 0: Meteorological products

Category
0

O oo ~NOoO O, WN P

A =
— o

el o
abhwiN

16

17

18

19
20-189
190

191
192-254
255

Description
Temperature
Moisture
Momentum
Mass
Short-wave radiation
Long-wave radiation
Cloud
Thermodynamic stability indices
Kinematic stability indices
Temperature probabilities
Moisture probabilities
Momentum probabilities
Mass probabilities
Aerosols
Trace gases (e.g., ozone, CO,)
Radar
Forecast radar imagery
Electro-dynamics
Nuclear/radiology
Physical atmospheric properties
Reserved
CCITTIAS string
Miscellaneous
Reserved for local use
Missing
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Product discipline 1: Hydrological products

Category Description
0 Hydrology
1 Hydrology probabilities
2-191 Reserved
192-254 Reserved for local use
255 Missing

Product discipline 2: Land surface products

Category Description
0 Vegetation/biomass
1 Agri-/aquacultural special products
2 Transportation-related products
3 Soil products
4-191 Reserved
192-254 Reserved for local use
255 Missing

Product discipline 3: Space products

Category Description
0 Image format products (see Note 1)
1 Quantitative products (see Note 2)
2-191 Reserved
192-254 Reserved for local use
255 Missing
NOTES:
(1) Data are numeric without units, although they might be given quantitative meaning through a Code table

@)

defined external to this document. The emphasis is on a displayable “picture” of some phenomenon, perhaps
with certain enhanced features. Generally, each datum is an unsigned, one octet integer, but some image format
products might have another datum size. The size of a datum is indicated in Section 5.

Data are in specified physical units.

Product discipline 10: Oceanographic products

Category Description
0 Waves
1 Currents
2 Ice
3 Surface properties
4 Sub-surface properties
5-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.2: Parameter number by product discipline and parameter category

Product discipline 0: Meteorological products, Parameter category 0: Temperature

Number Parameter Units
0 Temperature K
1 Virtual temperature K
2 Potential temperature K
3 Pseudo-adiabatic potential temperature or equivalent potential K
temperature
4 Maximum temperature K
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Product discipline 0: Meteorological products, Parameter category 0: Temper ature (continued)

Number

15
16-191
192-254
255

Product discipline 0:

Number
0

©oo~NOO O~ WNPE

e
[N

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33-191
192-254
255

Parameter
Minimum temperature
Dew point temperature
Dew point depression (or deficit)
Lapse rate
Temperature anomaly
Latent heat net flux
Sensible heat net flux
Heat index
wind chill factor
Minimum dew point depression
Virtual potential temperature
Reserved
Reserved for local use
Missing

Meteorological products, Parameter category 1: Moisture

Parameter
Specific humidity
Relative humidity
Humidity mixing ratio
Precipitable water
Vapor pressure
Saturation deficit
Evaporation
Precipitation rate
Total precipitation

Large scale precipitation (non-convective)

Convective precipitation
Snow depth
Snowfall rate water equivalent

Water equivalent of accumulated snow depth

Convective snow

Large scale snow

Snow melt

Snow age

Absolute humidity
Precipitation type
Integrated liquid water
Condensate

Cloud mixing ratio

Ice water mixing ratio

Rain mixing ratio

Snow mixing ratio
Horizontal moisture convergence
Maximum relative humidity
Maximum absolute humidity
Total snowfall

Precipitable water category
Hail

Graupel (snow pellets)
Reserved

Reserved for local use
Missing

Units

K
K
K
K m-1
K
W m-2
W m-2

A AR

Code table (4.202)
m
kg kg1




119

Product discipline 0: Meteorological products, Parameter category 2: Momentum

Number
0

© oo ~NOoO O~ wWNPRE

24
25-191
192-254
255

Product discipline O:

Number
0

© oo ~NOoO O~ wWwNPRE

14
15-191
192-254
255

Parameter
Wind direction (from which blowing)
Wind speed
u-component of wind
v-component of wind
Stream function
Velocity potential
Montgomery stream function
Sigma coordinate vertical velocity
Vertical velocity (pressure)
Vertical velocity (geometric)
Absolute vorticity
Absolute divergence
Relative vorticity
Relative divergence
Potential vorticity
Vertical u-component shear
Vertical v-component shear
Momentum flux, u component
Momentum flux, v component
Wind mixing energy
Boundary layer dissipation
Maximum wind speed
Wind speed (gust)
u-component of wind (gust)
v-component of wind (gust)
Reserved
Reserved for local use
Missing

Meteorological products, Parameter category 3: Mass

Parameter
Pressure
Pressure reduced to MSL
Pressure tendency
ICAO Standard atmosphere reference height
Geopotential
Geopotential height
Geometric height
Standard deviation of height
Pressure anomaly
Geopotential height anomaly
Density
Altimeter setting
Thickness
Pressure altitude
Density altitude
Reserved
Reserved for local use
Missing

Units
Deg true
m s-1
m s-1
m s-1
m?2 s-1
m?2 s-1
m?2 s—2
o1

Pa s
m s-1
o1

o1

o1

o1

K m2 kg1 s-1
o1

o1

N m—2
N m—2
J

W m-2
m s-1
m s-1
m s-1
m s-1

Units
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Product discipline 0: Meteorological products, Parameter category 4: Short-wave radiation

Number
0

a b~ ownN P

6

7-191
192-254
255

Product discipline 0:

Number
0
1
2
3-191
192-254
255

Product discipline O:

Number
0

© oo ~NOoO O~ WNPRE

e
[N

12

13
14-191
192-254
255

Product discipline 0:

Number
0

© oo ~NOoO O~ wWwNPE

10-191
192-254
255

Parameter
Net short-wave radiation flux (surface)

Net short-wave radiation flux (top of atmosphere)

Short wave radiation flux
Global radiation flux
Brightness temperature

Radiance (with respect to wave number)

Radiance (with respect to wave length)
Reserved

Reserved for local use

Missing

Units

W m-2

W m-2

W m-2

W m-2

K

W m-1sr-1
W m-3 sr-1

Meteorological products, Parameter category 5: L ong-wave radiation

Parameter
Net long-wave radiation flux (surface)

Net long-wave radiation flux (top of atmosphere)

Long-wave radiation flux
Reserved

Reserved for local use
Missing

Meteorological products, Parameter category 6: Cloud

Parameter
Cloud Ice
Total cloud cover
Convective cloud cover
Low cloud cover
Medium cloud cover
High cloud cover
Cloud water
Cloud amount
Cloud type
Thunderstorm maximum tops
Thunderstorm coverage
Cloud base
Cloud top
Ceiling
Reserved
Reserved for local use
Missing

Units

W m-2
W m-2
W m-2

%

kg m-2

%

Code table (4.203)
m

Code table (4.204)
m

m

m

Meteorological products, Parameter category 7: Thermodynamic stability indices

Parameter
Parcel lifted index (to 500 hPa)
Best lifted index (to 500 hPa)
K index
KO index
Total totals index
Sweat index
Convective available potential energy
Convective inhibition
Storm relative helicity
Energy helicity index
Reserved
Reserved for local use
Missing

Units

AXRNAXRAN

K
Numeric
J kg1

J kg1

J kg1
Numeric




Product discipline O:

Number
0
1-191
192-254
255

Product discipline O:

Number
0
1-191
192-254
255

Product discipline 0:

Number
0

~NOoO bk WwWN R

8

9-191
192-254
255

Product discipline O:

Number
0

A OwWNPRE

5

6-191
192-254
255

Product discipline O:

Number
0

© oo ~NOoO O~ wWwNPRE

Meteorological products, Parameter category 13: Aerosols

Parameter Units
Aerosol type Code table (4.205)
Reserved
Reserved for local use
Missing

Meteorological products, Parameter category 14: Trace gases

Parameter Units
Total ozone Dobson
Reserved
Reserved for local use
Missing
Meteorological products, Parameter category 15: Radar

Parameter Units
Base spectrum width m s-1
Base reflectivity dB
Base radial velocity m s-1
Vertically-integrated liquid kg m-1
Layer-maximum base reflectivity dB
Precipitation kg m-2

Radar spectra (1)
Radar spectra (2)
Radar spectra (3)
Reserved

Reserved for local use
Missing

Meteorological products, Parameter category 18: Nuclear/radiology

Parameter Units
Air concentration of Caesium 137 Bg m-3
Air concentration of lodine 131 Bgq m-3
Air concentration of radioactive pollutant Bgq m-3
Ground deposition of Caesium 137 Bg m-2
Ground deposition of lodine 131 Bg m-2
Ground deposition of radioactive pollutant Bg m-2
Reserved
Reserved for local use
Missing

Meteorological products, Parameter category 19: Physical atmospheric properties

Parameter Units
Visibility m
Albedo %
Thunderstorm probability %
mixed layer depth m
Volcanic ash Code table (4.206)
Icing top m
Icing base m
Icing Code table (4.207)
Turbulence top m

Turbulence base m

121
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Product discipline 0: Meteorological products, Parameter category 19: Physical atmospheric properties

(continued)
Number Parameter
10 Turbulence
11 Turbulent kinetic energy
12 Planetary boundary layer regime
13 Contrail intensity
14 Contrail engine type
15 Contrail top
16 Contrail base
17-191 Reserved
192-254 Reserved for local use
255 Missing

Units

Code table (4.208)
J kg1

Code table (4.209)
Code table (4.210)
Code table (4.211)
m

m

Product discipline 0: Meteorological products, Parameter category 253: ASCII character string

Number Parameter
0 Arbitrary text string
1-191 Reserved
192-254 Reserved for local use
255 Missing

Product discipline 2: Land surface products, Parameter category 0: Vegetation/biomass

Number Parameter
0 Land cover (1=land, 2=sea)
1 Surface roughness
2 Soil temperature
3 Soil moisture content
4 Vegetation
5 Water runoff
6 Evapotranspiration
7 Model terrain height

8 Land use
9-191 Reserved
192-254 Reserved for local use

255 Missing

Product discipline 2: Land surface products, Parameter category 2: Soil Products

Number Parameter
0 Soil type
1 Upper layer soil temperature
2 Upper layer soil moisture
3 Lower layer soil moisture
4 Bottom layer soil temperature
5-191 Reserved
192-254 Reserved for local use
255 Missing

Product discipline 3: Space products, Parameter category 0: Image format products

Number Parameter
0 Scaled radiance
1 Scaled albedo
2 Scaled brightness temperature
3 Scaled precipitable water
4 Scaled lifted index

Units
CCITTIAS

Units

Proportion

m

K

kg m-2

%

kg/m-2

kg —2s1

m

Code table (4.212)

Units

Code table (4.213)
K

kg m-3

kg m-3

K

Units
Numeric
Numeric
Numeric
Numeric
Numeric
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Product discipline 3: Space products, Parameter category 0: Image format products (continued)

Number
5
6
7-191
192-254
255

Product discipline 3: Space products, Parameter category 1: Quantitative products

Number
0
1-191
192-254
255

Product discipline 10: Oceanographic products, Parameter category 0: Waves

Number
0

© oo ~NOoO O~ wWNPRE

13
14-191
192-254
255

Product discipline 10: Oceanographic products, Parameter category 1: Currents

Number
0
1
2
3
4-191
192-254
255

Product discipline 10: Oceanographic products, Parameter category 2: Ice

Number
0

a b~ owbN P

Parameter
Scaled cloud top pressure
Scaled skin temperature
Reserved
Reserved for local use
Missing

Parameter
Estimated precipitation
Reserved
Reserved for local use
Missing

Parameter
Wave spectra (1)
Wave spectra (2)
Wave spectra (3)

Significant height of combined wind waves and swell

Direction of wind waves

Significant height of wind waves
Mean period of wind waves

Direction of swell waves

Significant height of swell waves
Mean period of swell waves

Primary wave direction

Primary wave mean period

Secondary wave direction

Secondary wave mean period

Reserved
Reserved for local use
Missing

Parameter
Current direction
Current speed
u-component of current
v-component of current
Reserved
Reserved for local use
Missing

Parameter
Ice cover
Ice thickness
Direction of ice drift
Speed of ice drift
u-component of ice drift
v-component of ice drift

Units
Numeric
Numeric

Units

m
Degree true
m

S

Degree true
m

S

Degree true
S

Degree true
S

Units
Degree true
m s-1
m s-1
m s-1

Units
Proportion
m
Degree true
ms1
ms1
ms1
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Product discipline 10: Oceanographic products, Parameter category 2: | ce (continued)

Number Parameter Units
6 Ice growth rate m s-1
7 Ice divergence s1
8-191 Reserved
192-254 Reserved for local use
255 Missing

Product discipline 10: Oceanographic products, Parameter category 4: Surface properties

Number Parameter Units
0 Water temperature K
1 Deviation of sea level from mean m
2-191 Reserved
192-254 Reserved for local use
255 Missing

Product discipline 10: Oceanographic products, Parameter category 5: Sub-surface properties

Number Parameter Units
0 Main thermocline depth m
1 Main thermocline anomaly m
2 Transient thermocline depth m
3 Salinity kg kg1
4-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.3: Type of generating process

Code figure Meaning
0 Analysis
1 Initialization
2 Forecast
3 Bias corrected forecast
4 Ensemble forecast
5 Probability forecast
6 Forecast error
7 Analysis error
8 Observation
9-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.4: Indicator of unit of time range

Code figure Meaning
0 Minute
Hour
Day
Month
Year
Decade (10 years)
Normal (30 years)
Century (100 years)
-9 Reserved
10 3 hours

00O ~NO O WNPF
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Codetable 4.4: Indicator of unit of time range (continued)

Code figure Meaning
11 6 hours
12 12 hours
13 Seconds
14-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.5: Fixed surface types and units

Code figure Meaning
0 Reserved
1 Ground or water surface
2 Cloud base level
3 Level of cloud tops
4 Level of 0°C isotherm
5 Level of adiabatic condensation lifted from the surface
6 Maximum wind level
7 Tropopause
8 Nominal top of the atmosphere
9 Sea bottom
10-19 Reserved
20 Isothermal level
21-99 Reserved
100 Isobaric surface
101 Mean sea level
102 Specific altitude above mean sea level
103 Specified height level above ground
104 Sigma level
105 Hybrid level
106 Depth below land surface
107 Isentropic (theta) level
108 Level at specified pressure difference from ground to level
109 Potential vorticity surface
110 Reserved
111 Eta* level
112-116 Reserved
117 Mixed layer depth
118-159  Reserved
160 Depth below sea level

161-191 Reserved
192-254 Reserved for local use
255 Missing

* The ETA vertical coordinate system involves normalizing the pressure at some point and a specific level by the mean sea level

pressure at that point.

Code table 4.6: Type of ensemble forecast

Code figure Meaning
0 Unperturbed high-resolution control forecast
1 Unperturbed low-resolution control forecast
2 Negatively perturbed forecast
3 Positively perturbed forecast
4-191 Reserved
192-254 Reserved for local use

255 Missing

Units

Pa

m
m

“sigma” value
m

K

Pa

K m2 kg1 s-1
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Codetable 4.7: Derived forecast

Code figure
0
1
2
3
4-191
192-254
255

Meaning
Unweighted mean of all members
Weighted mean of all members
Standard deviation with respect to cluster mean
Standard deviation with respect to cluster mean, normalized
Reserved
Reserved for local use
Missing

Code table 4.8: Clustering method

Code figure
0
1
2-191
192-254
255

Meaning
Anomaly correlation
Root mean square
Reserved
Reserved for local use
Missing

Code table 4.9: Probability type

Code figure
0
1
2
3-191
192-254
255

Meaning
Probability of event below lower limit
Probability of event above upper limit
Probability of event between lower and upper limits
Reserved
Reserved for local use
Missing

Code table 4.10: Type of statistical processing

Code figure
0

~NOoO Ok WN R

8

9-191
192-254
255

Meaning
Average
Accumulation
Maximum
Minimum

Difference (value at the end of time range minus value at the beginning)
Root mean square

Standard deviation

Covariance (temporal variance)

Difference (value at the start of time range minus value at the end)
Reserved

Reserved for local use

Missing

Codetable 4.11: Type of time intervals

Code figure
0
1
2
3
4
5-191

192-254
255

Meaning
Reserved
Successive times processed have same forecast time, start time of forecast is
incremented
Successive times processed have same start time of forecast, forecast time is
incremented
Successive times processed have start time of forecast incremented and forecast time
decremented so that valid time remains constant
Successive times processed have start time of forecast decremented and forecast time
incremented so that valid time remains constant
Reserved
Reserved for local use
Missing
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Code table 4.12: Operating mode

Code figure Meaning
0 Maintenance Mode
1 Clear
2 Precipitation
3-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.13: Quality control indicator

Code figure Meaning
0 No quality control applied
1 Quality control applied
2-191 Reserved
192-254 Reserved for local use
255 Missing

Codetable 4.14: Clutter filter indicator

Code figure Meaning
0 No clutter filter used
1 Clutter filter used
2-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.201: Precipitation type

Code figure Meaning
0 Reserved
1 Rain
2 Thunderstorm
3 Freezing rain
4 Mixed/ice
5 Snow
6-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.202: Precipitable water category

Code figure Meaning
0-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.203: Cloud type

Code figure Meaning
0 Clear
Cumulonimbus
Stratus
Stratocumulus
Cumulus
Altostratus
Nimbostratus

o0k wWN R
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Code table 4.203: Cloud type (continued)

Code figure
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21-190
191
192-254
255

NOTE: Code figures 11-20 indicate all four layers were used and ground-based fog is beneath the lowest layer.

Meaning
Altocumulus
Cirrostratus
Cirrocumulus
Cirrus
Cumulonimbus — ground-based fog beneath the lowest layer
Stratus — ground-based fog beneath the lowest layer
Stratocumulus — ground-based fog beneath the lowest layer
Cumulus — ground-based fog beneath the lowest layer
Altostratus — ground-based fog beneath the lowest layer
Nimbostratus — ground-based fog beneath the lowest layer
Altocumulus — ground-based fog beneath the lowest layer
Cirrostratus — ground-based fog beneath the lowest layer
Cirrocumulus — ground-based fog beneath the lowest layer
Cirrus — ground-based fog beneath the lowest layer
Reserved
Unknown
Reserved for local use
Missing

Code table 4.204: Thunder storm cover age

Code figure
0

1
2
3
4
5-191

192-254
255

Meaning
None
Isolated (1%-2%)
Few (3%-15%)
Scattered (16%—-45%)
Numerous (> 45%)
Reserved
Reserved for local use
Missing

Code table 4.205: Aerosol type

Code figure
0
1
2-191
192-254
255

Meaning
Aerosol not present
Aerosol present
Reserved
Reserved for local use
Missing

Code table 4.206: Volcanic ash

Code figure
0
1
2-191
192-254
255

Code table 4.207: Icing
Code figure

0
1

Meaning
Not present
Present
Reserved
Reserved for local use
Missing

Meaning
None

Light
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Code table 4.207: Icing (continued)

Code figure Meaning
2 Moderate
3 Severe
4-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.208: Turbulence

Code figure Meaning
0 None (smooth)
1 Light
2 Moderate
3 Severe
4 Extreme
5-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.209: Planetary boundary layer regime

Code figure Meaning
0 Reserved
1 Stable
2 Mechanically-driven turbulence
3 Forced convection
4 Free convection
5-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 4.210: Contrail intensity

Code figure Meaning
0 Contrails not present
1 Contrails present
2-191 Reserved
192-254 Reserved for local use
255 Missing

Codetable 4.211: Contrail enginetype

Code figure Meaning
0 Low bypass
1 High bypass
2 Non bypass
3-191 Reserved
192-254 Reserved for local use
255 Missing

Codetable 4.212: Land use

Code figure Meaning
0 Reserved
1 Urban land

2 Agriculture
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Code table 4.212: Land use (continued)

Code figure

14-191
192-254
255

Code table 4.213: Soil type

Code figure
0

©O©oo~NOoOOTh~WNPE

[EEY
o

11
12-191
192-254
255

Meaning
Range land
Deciduous forest
Coniferous forest
Forest/wetland
Water
Wetlands
Desert
Tundra
Ice
Tropical forest
Savannah
Reserved
Reserved for local use
Missing

Meaning
Reserved
Sand
Loamy sand
Sandy loam
Silt loam
Organic (redefined)
Sandy clay loam
Silt clay loam
Clay loam
Sandy clay
Silty clay
Clay
Reserved
Reserved for local use
Missing

CODE AND FLAG TABLESUSED IN SECTION 5

Code table 5.0: Data representation template number

Code figure

abhwNDEFR O

6-191
192-254
255

Meaning
Grid point data — simple packing
Matrix value — simple packing
Grid point data — complex packing
Grid point data — complex packing and spatial differencing
Spectral data — simple packing
Spectral data — complex packing
Reserved
Reserved for local use
Missing

Codetable 5.1: Type of original field values

Code figure
0
1
2-191
192-254
255

Meaning
Floating point
Integer
Reserved

Reserved for local use
Missing
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Codetable 5.2: Matrix coordinate value function definition

Code figure Meaning

0 Explicit coordinate values set

1 Linear coordinates
f(1)=C1
f(n)=f (n-1)+C2

2-10 Reserved

11 Geometric coordinates
f (1)=C1
f(n)=C2*f(n-1)

12-191 Reserved

192-254 Reserved for local use

255 Missing

Code table 5.3: Matrix coordinate parameter

Code figure Meaning
1 Direction degrees true
2 Frequency (s1)
3 Radial number (2pi/lambda) (m-1)
4-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 5.4: Group splitting method

Code figure Meaning
0 Row by row splitting
1 General group splitting
2-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 5.5: Missing value management for complex packing

Code figure Meaning
0 No explicit missing values included within data values
1 Primary missing values included within data values
2 Primary and secondary missing values included within data values
3-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 5.6: Order of spatial differencing

Code figure Meaning
0 Reserved
1 First-order spatial differencing
2 Second-order spatial differencing
3-191 Reserved
192-254 Reserved for local use
255 Missing

Code table 5.7: Precision of floating-point numbers

Code figure Meaning
0 Reserved
1 IEEE 32-bit (I=4 in Section 7)

2 IEEE 64-bit (I=8 in Section 7)
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Code table 5.7: Precision of floating-point numbers (continued)

Code figure Meaning

3 IEEE 128-bit (I=16 in Section 7)
4-254 Reserved

255 Missing

CODE AND FLAG TABLES USED IN SECTION 6

Code table 6.0
Code figure Meaning
0 A bit map applies to this product and is specified in this section
1-253 A bit map pre-determined by the originating/generating centre applies to this product and is
not specified in this section
254 A bit map defined previously in the same GRIB message applies to this product
255 A bit map does not apply to this product
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ENVIRONMENTAL EMERGENCY RESPONSE ALERT
REQUEST FOR WMO RSMC SUPPORT BY DELEGATED AUTHORITY
This form should be sent by fax to the RSMC. At the same time, the Delegated Authority must immediately call the
RSMC to confirm the transmission of this request for RSMC support

(This section must be completed in full)

STATUS:

NAME OF DELEGATED AUTHORITY:
COUNTRY:

DELEGATED AUTHORITY TELEPHONE/FAX NUMBERS:

REPLY TELEPHONE/FAX NUMBERS FOR NMS OF
REQUESTING COUNTRY:

NAME OF RELEASE SITE:
GEOGRAPHICAL LOCATION OF RELEASE:

(EVENT OR EXERCISE)

Date/time of TeQUESL:......cvevreieeiieieieeeeeee e (UTC)
[ ) (Tel)
(o ) (Fax)
(e ) (Tel)
(e ) (Fax)

(facility and place)
(lat./long. decimal degrees
NorS; EorW)

(essential accident information for model simulation — if not available, model will execute with standard default values)

OTHER INFORMATION:

LOCAL METEOROLOGICAL CONDITIONS NEAR ACCIDENT:

RELEASE CHARACTERISTICS:

START OF RELEASE: (date/time, UTC)

DURATION: (hours), or end of release (date/time, UTC)

RADIONUCLIDE SPECIES:

TOTAL RELEASE QUANTITY: (Becquerel)

OR POLLUTANT RELEASE RATE: (Becquerel/hour)

EFFECTIVE HEIGHT OF RELEASE: Surface: or
Stack height: (m), or
Aloft: top (m), base (m)

(helpful information for improved simulation)

SITE ELEVATION: (m)

(wind speed and direction/weather/cloudiness, etc.)

(nature of accident, cause, fire explosion, controlled release,
foreseeable development, normal activity, projected conditions, etc.)

(to be completed by RSMC)

DATE/TIME OF RECEIPT OF REQUEST:

DATE/TIME OF RETURN CONFIRMATION OF RECEIPT:
NOTE: All times in UTC.

(UTC)
(UTC)
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