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Amend the titles of METAR and SPECI:

FM 15-XIV Ext. METAR  Aerodrome routine meteorological report (with or without trend forecast)
FM 16-XIV Ext. SPECI Aerodrome special meteorological report (with or without trend forecast)

Amend the code form of METAR and SPECI:

METAR KMH-or
or } COR CCCC YYGGggZ NIL AUTO dddffGf.f, 1 KTor d,d,d,Vd,d,dy
SPECI MPS
NsNsNshshshg
or
RDRrDgr/VRVRVRVRI VVhshshg
VVVV VNVNVAVND, « or w'w’{ or
er RDgDgr/VRVRVRVRVVRVRVRVRI NSC
VMAAA/NDV or
or NCD
CAVOK
WS RDgrDg
T’TI/T’dT’d QPHPHPHPH REw'w’ { or } (WTSTS/SS’) (RDRDR/ERCRGRGRBRBR)
WS ALL RWY
NsNsNshshshs
KMHor VVVV ww’ or
(TTTTT TTGGgg dddffGf.fy, {KT or or {or VVhghghg
{ or MPS CAVOK NSwW or
NOSIG) NSC
(RMK.......... )
Amend the Regulations 15.5 to 15.6.2:
KMH-or
15.5 Groups dddffGff., KT or d.d.d,Vd,d,dy
MPS
15.5.1 The mean true direction in degrees rounded off to the nearest 10 degrees from which the

wind is blowing and the mean speed of the wind over the 10-minute period immediately
preceding the observation shall be reported for dddff followed, without a space, by one of the
abbreviations,KMH; KT or MPS, to specify the unit used for reporting wind speed. Values of
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wind direction less than 100° shall be preceded by 0 and a wind from true north shall be
reported as 360. Values of wind speed less than 10 units shall be preceded by 0. However,
when the 10-minute period includes a marked discontinuity in the wind characteristics, only
data after the discontinuity shall be used for obtaining mean wind speed and maximum gust
values, and mean wind direction and variations of the wind direction, hence the time interval
in these circumstances shall be correspondingly reduced.

Notes:
(1) KMH,KT and MPS are the standard ICAO abbreviations for-kilometresperheur; knots
and metres per second, respectlvely

()

z , he primary
unit prescrlbed in ICAO Annex 5 for wind speed is the metre per second
(MPS )kilemetre-perhour{KMH); with the knot (KT) permitted for use as a non-Si
alternative unit until a termination date is decided.

(3) A marked discontinuity occurs when there is an abrupt and sustalned change in wind
direction of 30° or more, with a wind speed of 5m s” - QO—km—h (10 kt) or more before
or after the change, or a change in wind speed of 5m s 20 km-h" (10 kt) or more,
lasting at least two minutes.

In the case of variable wind direction, ddd shall be encoded as VRB when the mean wind
speed is less than 1.5 m s (3 knots){2m-s —er6-kmh ). A variable wind at higher speeds
shall be reported only when the variation of wind direction is 180° or more or when it is
impossible to determine a single wind direction, for example when a thunderstorm passes
over the aerodrome.

If, during the 10-minute period preceding the observation, the total vanatlon in wind dlrect|on
is 60° or more but less than 180° and the mean wind speed is 1.5 m s (3 knots){2ms "-of
6kmh ) or more, the observed two extreme directions between which the wind has varied
shall be given for d,d,d,Vd,d,dy in clockwise order. Otherwise this group shall not be
included.

“Calm” shall be coded as 00000 followed immediately, without a space, by one of the
abbreviations-KMH; KT or MPS to specify the unit, used normally for reporting wind.

If, during the 10-minute period precedlng the observatlon the maxrmum wind gust speed
exceeds the mean speed by 5m s (10 knots)—(é—m—s -or20-km-h" 3} or more, this maximum
speed shall be reported as Gf,.f,, immediately after dddff, followed immediately, without a
space, by one of the abbreviationsKMH; KT or MPS to specify the units used for reporting
wind speed. Otherwise the element Gf.f,, shall not be included.

Note: It is recommended that the wind measuring systems should be such that peak gusts
should represent a three-second average.

For wind speeds of 100 units or greater, the exact number of wind speed units shall be given
in lieu of the two- f|gure code ff or f,f,,. When the wind speed is 50 m s (100 knots) or more
{5&m—s or200-km-h " 3, the groups ff and f,,f,, shall be preceded by the letter indicator P

and reported as P49MPS (P99KT)P99-KT(P49-MPS-orP199-KMH).

Note: There is no aeronautical requirement to report surface wind speeds of 50 m s " 200 km
S (100 kt) or more; however provision has been made for reporting wind speeds up
to 99 m s”-399-km-h ™" (199 kt) for non-aeronautical purposes, as necessary.

Groups VVVVMAANDV V\V\V\VNDy

Note: The coding of visibility is based on the use of the metre and kilometre, in accordance
with the units specified in ICAO Annex 5.

The group VVVV shall be used to report prevailing visibility. When the horizontal visibility is
not the same in different directions and when the visibility is fluctuating rapidly and the
prevalllng V|S|b|I|ty cannot be determined, the group VWV shall be used to report the lowest

Directional variation in visibility VyVNyVNVNDy

When the horizontal visibility is not the same in different directions and when the minimum
visibility is different from the prevailing visibility, and less than 1 500 metres or less than 50%



of the prevailing visibility, and less than 5000 metres, the group V\VnVnNVaD, shall also be
used to report the minimum visibility and, when possible, its general direction in relation to
the aerodrome reference point indicated by reference to one of the eight points of the
compass. If the minimum visibility is observed in more than one direction, the D, shall
represent the most operationally significant direction.

Amend the Regulation 15.7.4.2:

15.7.4.2 The mean value of the runway visual range over the 10-minute period immediately preceding
the observation shall be reported for VrRVrVRVR. However, when the 10-minute period
includes a marked discontinuity in the RVR (for example, sudden advection of fog, rapid
onset or cessation of an obscuring snow shower), only data after the discontinuity shall be
used for obtaining mean RVR values and variations thereof, hence the time interval in these
circumstances shall be correspondingly reduced.

Notes:

(1)  See Regulation 15.7.5.

(2) Any observed value which does not fit the reporting scale in use should be rounded
down to the nearest lower step in the scale.

(3) A marked discontinuity occurs when there is an abrupt and sustained change in
runway visual range, lasting at least two minutes, consistent with the issuance of
aerodrome special meteorological reports (SPECI)-selected-special-reports given in
Technical Regulation [C.3.1.] 4.3.3.

Amend the Regulation 15.8.4:

15.8.4 Intensity shall be indicated only with precipitation, precipitation associated with showers
and/or thunderstorms, funnel cloud, duststorm or sandstorm. If the intensity of the
phenomena reported in the group is either light or heavy, this shall be indicated by the
appropriate sign (see Code table 4678 and specially Note (5)). No indicator shall be included
in the group when the intensity of the reported phenomenon is moderate.

Amend the Regulation 15.8.15:

15.8.15 The letter abbreviation FG shall be used when the obstruction to vision consists of water
droplets or ice crystals (fog or ice fog). For w'w’= FG to be reported without the qualifiers M,
BC,_ PR or VC, the visibility reported in the group VVVV shall be less than 1 000 metres.

Amend the Regulation 15.8.19:

15.8.19 The letter abbreviation SQ shall be used to report squalls when a sudden increase in wind
speed is observed of at least8 ms” (16 knotsH32—km—h 8ms 3, the speed rising to 11 m
_(22 knotsH44—km44 —+m-s ) or more and lasting for at least one minute.

Amend the Regulation 15.14.12:

15.14.12 Inclusion of significant forecast weather w’'w’, using the appropriate abbreviations in
accordance with Regulation 15.8, shall be restricted to indicate:

(1)  the onset, cessation or change in intensity of the following weather phenomena:

- Freezing precipitation;

- Moderate or heavy precipitation (including showers);

- Duststorm;

- Sandstorm;

- Thunderstorm (with precipitation)

- Other weather phenomena - given in Code table 4678 as agreed by the

meteorological authority and air traffic services authority and operators concerned

(2) the onset or cessation of the following weather phenomena:

- Freezing fog;

- Ice crystals;

- Low drifting dust, sand or snow;

- Blowing dust, sand or snow;

- Thunderstorm (without precipitation);
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- Squall;
- Funnel cloud (tornado or waterspout).

Amend the title of TAF:
FM 51-XIV Ext. TAF Aerodrome forecast

Amend the code form of TAF:

TAF COR or

{ TAF AMD or
TAF

VW
{ or
CAVOK

NIL KMH
} CCCC YYGGggz { or dddffGf,f, {GF—KT }
Y1Y1G1G1/Y2Y2G2G2 { or or MPS
CNL

NsNcNhshsh
ww’ or VVhghghg
or NSC

(TXTeTE/YEYeGEGEZ  TNTeTE/YeYeGeGEZ)

PROB C,C, or ww NsNsNshshshg
PROB C,C, TTTTT} YYGG/YY GG, KMH VVVV JLor } or VVhghghg }
or TTTTT dddffGff,{ erKT or NSW.J (or NSC

or or MPS CAVOK

TTYYGGgg

Amend the Regulations 51.3 and 51.3.1:

51.3

51.3.1

KMH-or
Group dddffGf,f,, KT or
MPS

The mean direction and speed of the forecast wind shall be indicated by dddff immediately
followed, without a space, by one of the letter code indicators-KMH; KT or MPS, as the case
may be.

Notes:

(1) KMH-KT and MPS are the standard ICAO abbreviations for-kilometres-perheur; knots
and metres per second, respectlvely

(2) m

unit prescrlbed in ICAO Annex 5 for wind speed is the metre per second

(MPS )kiltemetre-per-hour{kKMH); with the knot (KT) permitted for use as a non-Si
alternative unit until a termination date is decided—subjectto-a-decision-which-is
currently-underreview-by-1CAO.

Amend the Regulations 51.3.3 and 51.3.4:

51.3.3

51.3.4

ddd shall normally be encoded as VRB only when the mean wind speed is less than 1.5 m s
_(3 knotsHQ—m—s -or-6-km-h ) A variable wind at higher speeds shall be indicated only
when it is impossible to forecast a single wind direction.

When it is forecast that the maximum wind speed will exceed the mean speed by 5 m s 110
knots)—é&m—s -or20-km-h )or more, the maximum wind speed shall be indicated by adding
Gfif immediately after dddff.

Note: If after a change group the wind is reported again, Gf.f,, should be included, or not, in
accordance with these same criteria.

Amend the Regulation 51.5.1:

51.5.1

Inclusion of significant forecast weather w'w', using the appropriate abbreviations in
accordance with Regulation 15.8, shall be restricted to indicate:

(1)  the occurrence, cessation or change in intensity of the following weather phenomena:
— Freezing precipitation;



— Moderate or heavy precipitation (including showers);
— Duststorm;
— Sandstorm;
— Thunderstorm (with precipitation);
(2)  the occurrence or cessation of the following weather phenomena:
— Ice crystals;
— Freezing fog;
— Low drifting dust, sand or snow;
— Blowing dust, sand or snow;
— Thunderstorm (without precipitation);
— Squall;
— Funnel cloud (tornado or waterspout).
— Other weather phenomena - given in code table 4678 shall be included as agreed by
the meteorological authority with the air traffic services authority and operators
concerned.

Amend the Regulations 51.6.1.3 and 51.6.1.4:

51.6.1.3 The cloud group shall be repeated to indicate different layers or masses of cloud forecast.
The number of groups shall not exceed three, except that cumulonimbus clouds_and/or
towering cumulus clouds, when forecast, shall always be included.

51.6.1.4 The selection of forecast layers or masses of cloud to be included shall be made in
accordance with the following criteria:
1st group: the lowest individual layer (mass) of any amount, to be indicated as
FEW, SCT, BKN or OVC;
2nd group: the next individual layer (mass) covering more than two oktas, to be
indicated as SCT, BKN or OVC;
3rd group: the next higher individual layer (mass) covering more than four oktas, to

be indicated as BKN or OVC;
Additional groups: Cumulonimbus clouds (CB) and/or towering cumulus clouds when
forecast, if not already included in one of the three groups above.

The order of inclusion of the groups shall be from lower to higher levels.
Amend the Regulations 51.6.1.6:

51.6.1.6 Types of forecast clouds other than cumulonimbus clouds_and towering cumulus clouds shall
not be given. Cumulonimbus clouds_and towering cumulus clouds when expected shall be
indicated by appending the letter abbreviations CB_and TCU, respectively to the cloud group
without a space. In case CB and TCU are forecast with the same height of cloud base, the
cloud amount shall be the sum of the CB and TCU amounts and the cloud type given as CB.

Amend the Regulation 51.6.3:

51.6.3 Cloud information shall be limited to cloud of operational significance, i.e. cloud below 1500
metres (5 000 ft) or below the highest minimum sector altitude, whichever is greater, and
Cumulonimbus_and/or towering cumulus whenever forecast. In applying this limitation, when
no Cumulonimbus_and no towering cumulus and no cloud below 1 500 m (5 000 ft) or below
the highest minimum sector altitude, whichever is greater, are forecast, and CAVOK is not
appropriate, the abbreviation NSC shall be used.

Amend the Regulation 51.7:
51.7 Code word CAVOK

When it is expected that the following conditions will apply simultaneously, the code word
CAVOK shall be included in place of the groups VVVV, w'w” and NsNsNshshshs or VVhghgh:

(a)  Visibility: 10 km or more;

(b)  No cloud below 1 500 metres (5 000 ft) or below the highest minimum sector altitude,
whichever is greater, and no cumulonimbus_and no towering cumulus;

(c)  No significant weather phenomena (see Code table 4678).

Note: See note under Regulation 15.10.

Amend the Regulation 51.10.1:



51.10.1
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To indicate forecast maximum and minimum temperatures expected to occur at the time
indicated by YrY:GeGgZ, the letter indicator TX for the maximum forecast temperature and
TN for the minimum forecast temperature shall precede T:Tr without a space. Up to a
maximum of four temperatures shall be included, i.e. two maximum temperatures and two
minimum temperatures.

Amend the SYMBOLIC LETTERS ff and ff:

ff

fnfm

Wind speed, in units indicated by iy.
(FM 12, FM 13, FM 14, FM 18, FM 22)
(1)  If wind speed is 99 units or more, see Regulation 12.2.2.3.3.
Wind speed, in-kilemetresperheurer knots or metres per second.
(FM 15, FM 16, FM 51)
(1)  For wind speeds of 100 units or more, see Regulations 15.5.6 or 51.3.5, as
appropriate.
Wind speed, in knots.
(FM 45)
(1)  For wind speeds of 100 units or more, see Regulation 45.3.6.2.
Wind speed, in units indicated by i,,.
(FM 63, FM 64)
Maximum wind speed, in-kilometresperheuror knots or metres per second.
(FM 15, FM 16, FM 51)
(1)  See Note (1) under ff (second specification).

Amend the Note (5) to Code table 4678:

(5) Intensity shall be indicated only with precipitation, precipitation associated with showers and/or
thunderstorms, duststorm or sandstorm_and funnel clouds.
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(CBS-Ext.(10)) 3 4xasill 1 (38 pal)
AMENDMENTS TO THE MANUAL ON THE GLOBAL TELECOMMUNICATION SYSTEM (WMO-No. 386),
VOLUME |

PART Il, OPERATIONAL PROCEDURES FOR THE GLOBAL TELECOMMUNICATION SYSTEM
Attachment II-5

- To allocate T1=X to “Common Alert Protocol (CAP) messages” in replacement of “GRID regional
use”; the current allocations of T,A Aii are deleted and new allocations of T,A; A, will be further studied

- To add the following allocation in Table C6

Data Category/
T4T, - TAC Sub-Category
A4 I Data type correspondence Common Code
Table C13

10Z Deep ocean tsunameter 031/007

- To replace the following allocations for ozone data in Tables C6 and C7:
Data type Data
TiToAs category/subcategory
Table C6 - BUFR [ISE Ozone measurement at surface 008/000
Table C7 - CREX |KSE Ozone measurement at surface 008/000
Table C6 - BUFR |IUE Ozone vertical sounding 008/001
Table C7 - CREX |KUL Ozone vertical profile 008/001
By the new following allocations (the modifications/additions are marked written in blue) :
Data type Data
T1ToAs category/subcategory

Table C6 - BUFR |ISE Measurement of surface ozone 008/000
Table C7 - CREX |KSE Measurement of surface ozone 008/000
Table C6 - BUFR |IUE Ozone vertical sounding 008/001
Table C7 - CREX |KUE Ozone vertical sounding 008/001
Table C6 - BUFR  IlUL Total ozone 008/002
Table C7 - CREX |KUL Total ozone 008/002

(CBS-Ext.(10)) 3 4xagill 2 (38 yal)

AMENDMENTS TO THE MANUAL ON THE GLOBAL TELECOMMUNICATION SYSTEM (WMO-No. 386),
VOLUME I

PART Il, OPERATIONAL PROCEDURES FOR THE GLOBAL TELECOMMUNICATION SYSTEM
Section 2.12.1:

2.12.1 The transmission protocols for use on the GTS shall be elements of procedures as specified
in FFU-T-RecommendationX-25-and the Transmission Control Protocol/Internet Protocol (TCP/IP).

Section 2.12.2 (entire section 2.12.2 and subsections removed)
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ATTACHMENT I1-6
Paragraph “TYPE 3” (11-6/2)

The structure of the text for this message type has two specific classes using two different formats in the
request text. This addressed message type is for use between nodes of the GTS. To use the CLASS 1
formatted request form, the nodes of the GTS must be adjacent nodes. To use the CLASS 2 formatted
request form, the nodes of the GTS do not have to be adjacent to each other. The request/reply type
message is for the acquisition of data at the bulletin level and the bulletin is assumed to exist already. If it is
sent on an X:25-virtual-channel a connection established for the exchange of alphanumeric data, then the
T1T2 option of BM is recommended; and if, the X.25 virtual channel was established for binary data
exchange, then the T1T2option of Bl is recommended. If there is only one virtual channel between nodes for
both alphanumeric and binary data exchange, it is recommended to use the T1T2 option of Bl as a default.
The use of the T1T2 option of BM would be used on all GTS links using character protocols (i.e. BAUDOT or
ERROR CONTROL PROCEDURES), as all addressed messages and request/reply responses are
alphanumeric.

Paragraph “Choice 1” (11-6/2)

1. Format for an alphanumeric connection virtual-channel-orforany-non-binary-GTFSHink.

2. Format for a binary connection virtual-channelonX25-GTSinks.

Paragraph “Choice 2” (11-6/2)

1. Format for an alphanumeric connection virtual-channelorforany-non-binanlink:

2. Format for a binary connection virtual-channelonX:25-GTSinks.

Paragraph “CLASS 2” (11-6/3)

CLASS 2. Request for a bulletin — can be sent to any centre on the GTS. There is only one choice for the
form of the text of the request. The form is always alphanumeric, however, the T1T2 option of BM is to be

used for all requests for alphanumeric messages, and the T1T2 option of Bl is to be used for all requests for
binary messages, as all returned responses will use the same T1T2 for the heading type to facilitate proper

routing wher-"2bcroonialontlinlearcroguired,
Examples — CLASS 2 (11-6/3, 11-6/4)

» Used for a non-binary connection X:25-virtual-channel
[-]

* Used for a binary connection X:25-virtual-channel-only
Note at the bottom of ATTACHMENT 11-6 (11-6/5)

Note: Connections Limitation-cireuits-or-virtual-channels with priority queues must guard against confusion
when selecting and responding to sequence number requests for transmission.

ATTACHMENT II-9

Subtitle of 1I-9 and following (11-9/1)

I. Coded or non coded digital facsimile transmission procedures between centres on a network connection
1. The structure of the message containing a bit oriented product for transmission on GTS links eenferming

to-the provisions-of ITU-T-RecommendationX:25, should be as follows:
[-]
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ATTACHMENT II-13 (the entire text is removed and replaced by the text below. See background
document CBS Ext.(10) BM4.3(4) for old text)

NOT USED

ATTACHMENT II-14 (the entire text is removed and replaced by the text below. See background
document CBS Ext.(10) BM4.3(4) for old text)

NOT USED

ATTACHMENT II-15 [See Annex 3 to Recommendation 3 (CBS-Ext.(10)) for recommended text]
ATTACHMENT II-16

Title

PROCEDURES FOR TRANSMITTING AND COLLECTING METEOROLOGICAL BULLETINS ON-THE
INTFERNET USING E-MAIL AND WEB

Background
[.]

The following guidelines describe practices for sending both data collection bulletins and binary
meteorological bulletins via e-mail while minimizing security issues risks.

[.]

Fermatof-messages Guidelines for sending meteorological bulletins via electronic mail on the Internet

1. The main body of e-mail should use charset (character encoding) which is understandable by receiving
centres. If e-mail client software can be configured, “US-ASCII” or “UTF-8" is suggested where there is no
bilateral arrangement.

42. The sender should be reminded, however, that not all of transmittable characters are acceptable to the
GTS. The main body of e-mail messages should use only characters defined in International Alphabet No. 5.
Use of other characters especially NO-BREAK SPACE is discouraged for interoperability reasons. It is
recommended that the meteorological bulletin should be contained in the main body of the e-mail message;
as an option it may be contained in an attachment.

3. The “From:” header field should be previously agreed with receiving centre.
4. The “Subject:” header field is recommended to be either:

(a) the AHL if the email message contains a single meteorological bulletin; or
(b) a <security string> previously agreed with receiving centre.

25. It is recommended that only a single bulletin should be sent in each e-mail message. However, receiving
centres may agree to accept multiple meteorological bulletins per e-mail message to a maximum of five.

36. The meteorological bulletin(s) can be sent either as text in the main body of the e-mail message, orin
the attachment(s) of the e-mail message, but not in both. Text data should be sent in the main body of the
email message. Binary data can only be sent in the attachment(s). Attachments should be encoded in
Base64 (MIME standard).

7. When (a set of) meteorological bulletin(s) is sent in tFhe main body of an e-mail message should follow

the following format:
<Meteorological Bulletin>

[-]



8. When (a set of) meteorological bulletin(s) is sent in attachments, the attachments must be in a format
agreed with receiving centre. One possible format is described in “Accumulating messages into files” of
Attachment 11-15. The main body should be blank.

59. The total size of e-mail message including all attachments should not exceed 2 MegabBytes or as
specified in a bilateral agreement. Attachments should be coded in Base64 (MIME standard).

Example ~

From: NMCAAAAA <NMCAAAAA@meteo.fr> Information which

To: RTHcollector <RTHcollector@meteo.zz> L is part of the e-malil
Subject: SMFW01 NWBB 270000 header

SMFWO01 NWBB 270000 -

AAXX 27004 N

91753 32481 51008 10331 20259 40078 58017 83202

333 20263 59018 83816 84078= Text in the main body of
91754 01581 51812 10287 20245 40092 58017 60034 70182 85200 > the e-malil message or
333 20256 59016 60017 85820= in

NNNN J the attachment

Guidelines for e-mail-to-GTS gateways

5 . iderati
E—ma#rs—mrrerenﬂy—mseeure To minimize securlty r|sks eones, aH—e—ma+l—mpet—sheled—be—pre-

the receiving centre should valldate the e- ma|I message header ‘From:” field agamst prevrously-

agreed list of source addresses before sending bulletins to GTS. Fo-aveid-problems-with-e-mail

rRoooosoceennialneanionlatod SEen e el
2 If receiving and sending centres may-optionaly agree to implement <security strings> > it should
be placed in the message header “Subject ” field or the prevrously agreed fleld4ﬁ<seeumy%tFmQS>

messageeanen#weeeta%@he&seeuﬂtysmag%
3 The receiving centre should validate-the“Subject’-fieldfor the AHL-orthe-pre-agreed-string found

in the “Subject:” header field (if it is not <security string>) or extracted from meteorological bulletin(s)
such as main body.

42. No automatic acknowledgements or replies should be sent from the receiving centres.

53. Itis recommended to use specific mail accounts for receiving GTS data transfer with bilaterally
agreed names and not to receive GTS data in personal mailboxes.

64. A problem with some e-mail exchanger applications is that by default they operate as an “open-
relay”, which is exploited for sending unsolicited bulk e-mail. An open-relay occurs, for example, if site
A.COM accepts mail from B.NET destined for C.ORG. This means that spammers can use A.COM’s
mail system to distribute their e-mails. Centres should ensure that they do not operate as an open-
relay.

7. To minimize the risk of operational trouble, the receiving centre should understand and decode all MIME
standard multipart structure and Content-Transfer-Encodings (namely Base64 and Quoted-Printable). When
sending text bulletins intended for global distribution, the gateway should ensure the contentis in ITU
International Reference Alphabet. For example, NO-BREAK SPACE (hexadecimal code A0 or C2 A0 in many
charsets) can be replaced by ordinary SPACE (20).

Security considerations

E-mail is inherently insecure. In order to minimize the risk of unauthorized message submission, this
guideline recommends that e-mail-to-GTS gateways:

(1) Validate “From:” address, and

(2) Validate <security-string> in “Subject:”

Hence it is advised that the agreed e-mail address and/or <security-string> are treated as secret by
both sending and receiving centres.
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Annex 3 to Recommendation 3 (CBS-Ext.(10))
ATTACHMENT II-15

RECOMMENDED PRACTICES AND PROCEDURES FOR THE
IMPLEMENTATION, USE AND APPLICATION OF TCP/IP ON THE GTS

Text — No changes

Text — Addition or modification
Fext-Deleted

Text — Move from other article
Text—Move-to-otherarticle

FOREWORD

Over the years, the GTS has evolved tremendously. Various protocols were used including X.25 in the recent years.
Most GTS links have now been converted to the industry standard TCP/IP, either using direct point-to-point links or more
sophisticated networks.

Fhese-benefits-equate-to The use of TCP/IP protocols and associated procedures continue to deliver direct savings in
financial and human resource costs to Members by:

Reduced Reducing costs for communications equipment purchase and maintenance; and
Redueed Reducing software development work through use of industry standard software systems.



Considerable efforts have been applied in defining the framework for applying TCP/IP to the GTS and for the orderly
transition from the OSI/X.25 based origin of the GTS. Furthermore, it is understood that TCP/IP will be the basis for all
new telecommunication functions implemented in support of the WMO Information Systems (WIS).

Procedures are defined to ensure that the primary function of the GTS in carrying real time operational traffic with
minimum delay is preserved. Alse; The issue of securing the GTS from interference from the Internet and other networks
is also addressed in general terms. Reliance must however be placed on all Members with a TCP/IP based connection to
the GTS, who are also connected to the Internet and other networks, to implement and maintain thorough security
practices.

procedures-introduced-within-this-Attachment-and the information related to this topic which is available on the WMO
World Wide Web pages, provide details of the technical implementation of many of TCP/IP procedures for the GTS. This
The information is available on the WMO web pages at:

http://www.wmo.int/pages/prog/www/manuals.html
http://www.wmo.int/pages/prog/www/documents.html

Members are strongly advised to take account of the adoption of the TCP/IP based strategy for the future development of
GTS, in planning the future development of systems within their national Centres.
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INTRODUCTION
Historical perspective

The GTS at present is predominantly used to support the message switching application using message exchange in
WMO format. This exchange is done using:

Fhe TCP/IP protocols;-suite
limited OSI transport service based on point to point X.25;

and is supplemented by broadcasts.

This implementation is adequate for the legacy application of message switching but it isrecognized-thatit requires
continuous improvements to fully support the various WMO programs and the-rew-requirements-of WIS. For example,
the GTS should support:

Distributed Data Bases (DDB);
Data exchange between non adjacent centres;
Exchange of information that cannot readily be handled by message switching systems (MSSs).

Purpose of this Attachment

This Attachment is intended to assist Centres to implement Transmission Control Protocol/Internet Protocol (TCP/IP)
based services on the GTS. Throughout this document, it is understood that the implementation of TCP/IP protocols
include all essential protocols that are normally part of the TCP/IP protocol suite, as described in the Internet Engineering
Task Force (IETF) reference documents RFC1122 and RFC1123. These documents are available from the IETF website
at: http://www.ietf.org/.

The aim of this Attachment is to describe those aspects of the application of TCP/IP that apply specifically to the GTS to
meet new requirements and also the long established routine data exchange undertaken by Message Switching Systems
(MSSs). The Attachment takes account of the technical evolution of the GTS from an X.25 based network, and maintains
the philosophy that Centres continue to be autonomous as far as possible. It is recognized that the timing for
implementation of new systems is determined by individual Members in the light of their available resources and relative
priorities, but it is also understood that new WIS functionality is expected to be achieved mostly via TCP/IP protocols.

This Attachment does not cover fundamentals of TCP/IP but focuses on those aspects that are essential for successful
application on the GTS. Such aspects include appropriate use of the GTS compared with the Internet, co-existence of
the GTS and the Internet, IP and X.25 and Autonomous System addressmg, router management TCP/IP appllcatlon
serwces (such as FTP) and fault management ; oo ;




Information Technology Security (ITS) is an important consideration in the design and operation of networks today. A
mere comprehensive discussion on security can be found in the “WMO Guide on Information Technology Security”,
which is available on the WMO website at: http://www.wmo.int/pages/prog/www/manuals.html.

Relationship of the Internet and GTS

The Internet has grown rapidly in capacity, penetration and diversity of applications. As-well-day-te-day-performance-of
he-Internet,which-used-to-be recognized-as-a-weakness-is-now reaching-acceptable levels-of reliability-Its bandwidth
greatly exceeds that of the GTS and it could potentially take over some functions of the GTS. Although day to day
performance of the Internet used to be a recognized weakness, recent experience shows that in many countries, its
reliability has reached acceptable levels. It should be noted however that the very nature of the Internet will always
mean that no one can build a system using the Internet for which specific service levels can be guaranteed. The Internet
is the result of the amalgamation of numerous telecommunication systems, for which no operator has complete
responsibility.

It is therefore recognized that the internet can be used as:
An underlying technology for some components of the GTS in special conditions,

As a backup to the GTS; and
As a complement to the GTS.

Table 1. Usage of GTS and Internet

Communication Underlying Technologies Function

Component

GTS Dedicated links, high availability Delivery of time critical communication for
network clouds, VPN via Internet weather, water and climate operations

for backup or when no other
technology is available

Internet As provided by supplier Communication for less critical
requirements and possibly for large
volumes of data

Coexistence with the Internet also brings some special security problems that must be addressed to ensure the GTS can
fulfil its function. In particular, the networks must be engineered in such a way that the GTS is protected from general
Internet traffic and is secured against inappropriate use and unauthorized access. For example, the use of IP and
dynamic routing protocols such as BGP4 (Border Gateway Protocol) on the GTS will have to be managed in such a way
as to allow communication between non-adjacent Centres only with the knowledge and concurrence of all intermediate
Centres. Otherwise there is a danger that large amounts of GTS capacity could be consumed by non-routine traffic, to
the detriment of real time operational data exchange.

Evolution of the GTS

The use of the ISO/ITU standard X.25 was adopted by WMO in the early 1980's to facilitate the exchange of data and
products encoded in WMO binary code forms (GRIB, BUFR etc) and to act as a base for higher level OSI applications.
Although OSI was regarded at the time as the strategic direction for the evolution of data communications, this has
changed. Today, there is no doubt TCP/IP protocols are the most accepted and widespread protocols for exchange of
data.

TCP/IP is appropriate because:

it is the dominant protocol suite in everyday use being now packaged with virtually all implementations of Unix and many
PC operating systems;

it offers a wide range of standard applications (file transfer, electronic mail, remote logon, World Wide Web, etc.) that will
greatly reduce the need for the WMO community to develop special procedures and protocols as it has had to do in the
past.

it provides useful features such as automatic alternate routing (in a meshed network) which could improve the reliability
of the GTS.
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Other related issues

Many Centres now have experience of TCP/IP on the GTS. Experience has shown that the main technical issues, which
need to be addressed to establish widespread use of TCP/IP on the GTS, are:

agreed methods for the message switching application to use TCP/IP either directly or via higher level applications e.g.
FTP;

an agreed file naming convention and standard for metadata associated with files;

a community wide Naming and Addressing agreement.

It is the aim of this Attachment to make some progress with these issues, some of which lie in the domain of Data
Management as much as Telecommunications. It must also be recognised that overall, the existing GTS is not a
homogenous network in the true sense of the word, but a collection of regional networks and discrete point-to-point links.
Also managed networks using Frame Relay and MPLS (Multi Protocol Label Switching) technology are now part of the
GTS. These developments introduce new issues regarding multi lateral co-operation in operating the GTS. While these
issues are raised, they are beyond the scope of this Attachment.

PRINCIPLES GOVERNING THE USE OF TCP/IP ON THE GTS
Basic Concepts

The exchange of information using the standards proposed by the WMO uses a layer model for telecommunication.
These layers can be divided in 2 groups:

The lowest layers are more or less the 7 layers of the OSI Model (http://en.wikipedia.org/wiki/OSI_model). These layers
are the standard TCP/IP protocol stack;

The top layers are the WMO Message Switching System (MSS) applications.
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Overall topology of interconnection

A general view of the possible interconnectivity between Centres is given in Figure 2.2.1.

)

CENTER A CENTER B

r OTHER NON-GTS LEGACY AND BACKUP LINKH‘

Figure 2.2.1. Possible interconnectivity between Centres

This picture shows that there are many ways to interconnect Centres. The functions carried out by a particular Centre
will dictate which telecommunication systems and technologies that Centre will need to support.

The GTS, Internet and Broadcast Network are separate physical networks. Each provides different levels of security,
service and redundancy. They should therefore be used for different purposes and different traffic types. They should
also be kept as separate networks. This in particular is discussed further later on in this attachment.

It should be noted that the Internet as a network is also used in a second manner. Specifically, CBS has expressed the
view that the use of Internet for GTS links can be considered in circumstances where they are cost effective, offer an
acceptable level of service and where adequate security measures are implemented. In general, the same principles for
routing and security apply where Internet links are used instead of dedicated links. This special configuration requires
special devices and protocols and is a particular configuration of Virtual Private Networks (VPN). Further details applying
to the use of Internet based links, especially related to small GTS Centres, are given in Appendix 4.

Since most Centres and most telecommunication systems already use TCP/IP, the interconnection using the various
networks becomes a fairly simple task. However, some care must be taken to address the counter effects of these
benefits and in particular, more flexibility in interconnection and in applications comes at the price of less control on
where traffic can go. For example, a general purpose link to a GTS cloud network might get flooded with less critical
traffic requested by a site that doesn’t normally request data through a given link. It may also mean that traffic has
trouble reaching its destination because there are several ill-defined routes (through both the GTS and the Internet) to
get there.

This care can be achieved through traffic control and segregation, which would address three basic issues:

traffic management (ensuring timely delivery of critical data, controlling limited bandwidth availability in some areas)
security (protecting centres from unwanted threatening events)

routing coherence (ensuring that the overall resulting network can deliver traffic without difficulty to any given location)




In order to properly manage the interconnections of Centres and networks, the following elements are essential
responsibilities of all Centres:

Ensure that proper TCP/IP addressing is used and properly configured to maintain network integrity and to uniquely
identify all components;

Ensure that proper TCP/IP routing is used and properly configured to direct traffic on the correct network and to prevent
traffic from going where it shouldn’t.

Ensure that networks are separated from each other. Networks can also be divided in various security zones. Different
networks and zones must not allow unfiltered routing and traffic to traverse their boundaries. Security gateways (such as
firewall devices or routers using access lists) must be used to control the borders if networks must be interconnected.
Ensure that only proper traffic is allowed on any given network to control the volume of data and prevent link flooding.

The following sections discuss these elements in detail.

TCP/IP addressing

Centres must use officially registered IP addresses issued by the Internet Assigned Numbers Authority (IANA) or the
relevant Regional Internet Registry. Official IP addresses are required for all systems which communicate through any
inter-organizational network, including the GTS (in particular the Main Telecommunication Network (MTN) and the
Internet.

Since it is recognized that official IP addresses sometimes difficult to obtain in certain areas of the world, some
compromise options have been developed to mitigate this problem.

Appendix 7 describes IP addresses in further detail and the recommended options for the use of IP addresses over the
GTS.

If Centres use private IP addresses or non-official addresses on their internal networks, then Network Address
Translation (NAT) must be adopted for any hosts requiring to communicate over the GTS or the Internet.

A sufficient number of official addresses must be obtained to correspond to the number of hosts required to communicate
externally, and the type of NAT supported by the Centre's access router. If static NAT is adopted, then a one to one
correspondence of internal and official addresses is required. If dynamic NAT is used, then there can be more internal
addresses than official addresses, with the router allocating the pool of official addresses dynamically as necessary.

Private addresses must not be visible on the GTS or Internet. Figure 2.3.1 shows simplified examples of allowable and
non allowable arrangements.
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Figure 2.3.1 (a)

(Allowed)

Figure 2.3.1 (b)
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'A' Host Web 'B' Host

NAT

Private

Figure 2.3.1 (c) (Not Allowed )

Summary of tasks to ensure proper use of IP on the GTS

Use only official IP addresses for external communication on the GTS.

Establish an IP connection with one or more Centres. This connection will be pure IP using PPP as a level 2
protocol on the link, or a proprietary protocol such as Cisco HDLC by bilateral agreement. Configure dynamic routing
with BGP (unless you are a Centre with only one GTS connection and have agreed with your neighbouring Centre to use
static routing).

Check the barrier (security gateway) between Internet and the GTS (prevent routing from the Internet to the GTS.)

Filter incoming and outgoing traffic in accordance with the requirements described above.
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Routing and traffic management

Routing algorithms

In order to be able to send a packet, every host, router or equipment connected on an IP network must have a routing
table. The table tells the system where to send the packet. This may be achieved by:

Static routing; or

Dynamic routing.

Static routing

With static routing, every required destination and next hop must be entered in the routing tables by the system
administrator. Alternatively, a default route can be declared, although this option is mainly applicable to sites with only
one connection to the outside world. If a default route is set up, filters must be established to ensure that only authorised
hosts can access the GTS.

Whenever a new Centre is connected to the GTS with IP protocol, the site managers of all other IP capable Centres
must add the new address to their routing tables. This might become a major task as IP connectivity spreads over the
GTS.

Dynamic routing

With dynamic routing, the routing information is automatically exchanged between routers. This enables the network to
learn new addresses and to use alternative paths under fault conditions in a partially meshed network topology. The
initial set-up of dynamic routing may be somewhat more complex, but the ongoing management task is greatly reduced.

Use of dynamic routing requires selection of an appropriate routing protocol to operate over the links of the GTS. The
protocol must be an exterior gateway protocol (e.g. EGP, BGP) as opposed to an interior gateway protocol (such as
IGRP, RIP, OSPF) because interior gateway protocols are intended for use within a single management domain. The
GTS is an aggregation of many separate management domains. As such, it is necessary to select a gateway protocol
that can be autonomously managed by each Centre to implement routing and hence traffic flow, consistent with its
particular requirements.

Two exterior gateway protocols are defined by RFCs - EGP and BGP (now release 4 - RFC 1771). As the GTS is not a
tree structure, setting up routing with EGP may be difficult.

BGP can distribute subnetted routes. This feature might be very useful for the GTS. Instead of propagating host-based
routes or full network routes, routing can be based on subnetted networks. Instead of declaring hosts eligible to use the
GTS, a Centre could declare a full subnet of eligible hosts. In that case, the routing information consists of just an IP



address and a subnet mask. For example, if a Centre has a class C addresses 193.168.1.0, by declaring that the subnet
193.168.1.16 with mask 255.255.255.248 is allowed to use the GTS, all hosts with IP address 193.168.1.17 to
193.168.1.22 will be routable on the GTS.

Recommended routing method

Based on consideration of the above factors the BGP4 routing protocol should be used between Centres on the GTS,
unless an alternative is bilaterally agreed on individual links. Examples of BGP4 set-up for the Cisco router family are
given in Appendix 2.

Network Segregation and Zoning

Any Centre which has a TCP/IP based GTS connection and a connection to another TCP/IP network is a potential weak
point where the GTS could be exposed to deliberate or inadvertent interference through unwanted traffic or unauthorised
connection to GTS hosts.

Centres are strongly encouraged to implement protective barriers such as security gateways on the connection of their
Centre with the Internet. It is important that every practical step is taken to prevent accidental or deliberate use of GTS
links or unauthorised access to GTS Centres, by Internet users.

When setting up IP on the GTS, it is vital to ensure that the GTS does NOT become part of the Internet or an unintended
transmission path for Internet traffic. Each Centre must consider the GTS and other TCP/IP networks (such as the
Internet) as separate networks and ensure that inappropriate flow of traffic from one to the other cannot occur. This will
ensure that the GTS is used only for transferring bona fide meteorological data between authorised hosts.

To achieve traffic control and segregation, there are several important aspects to consider:
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IP addressing: using universally recognizable and coherent network addresses so that all systems only have one unique
reference number, which is valid not only within the GTS but across the Internet and any other network which may
eventually be interconnected to the GTS

IP network routing rules: using a common set of routing protocols and rules to ensure that any traffic can be consistently
sent to its destination without delay or confusion

Zoning of each Centre’s network elements: creating different network zones with different security levels, to isolate a
Centre’s critical elements from publicly available areas and ensuring that data can still flow between zones of differing
security levels

Figure 2.2.1 illustrates in a general way, how a Centre with TCP/IP connection to the GTS and an Internet connection
might be set up. This setup also infers that certain security function must be implemented. Functions to be implemented
include:

allowing only GTS designated hosts to communicate through the GTS router;

blocking access to GTS designated hosts through the security gateway and Internet router;

security gateway allows only approved hosts on the Internet to access B hosts and then, only for approved applications
such as FTP;

prevention of access to A hosts from Internet via B hosts.

In addition to network security measures, it is vital that good security practices are followed in the management of all
hosts in a Centre. Computer security is a complex subject in itself and Centres are encouraged to study this in depth and
apply appropriate practices. The Information Technology (IT) Security Guide available at

http://www.wmo.int/pages/prog/www/documents.html

provides information on basic essential security practices.

Traffic management

Traffic management is an area which is unfortunately not limited to networks, but also involves data management and
application configurations. Several groups are therefore involved in this matter.

In general, it can be said that some applications such as file transfer, World Wide Web have potential to place heavy
loads on the limited bandwidth circuits that comprise the GTS. Limits need to be applied to ensure that the GTS carries
only important time critical and operations critical traffic such as the real time data and products currently exchanged on
the GTS.

Less important traffic such as ad hoc file exchange, e-mail, general World Wide Web and suchlike should be carried on
the Internet. To protect the GTS, the full capabilities of TCP/IP connectivity and information exchange must be restricted.
In practical terms, TCP/IP traffic carried on the GTS could be restricted on the basis of

protocol type (e.g. FTP, HTTP, SMTP etc);

originating and destination IP address;

a combination of the above.

If the measures adopted are to be successful, it is necessary that they be:

not confined to a single router brand since it cannot be assumed that all centres will have the same brand of router; and
be reasonably straightforward to configure, so that there is minimum risk that configuration errors or omissions will
endanger the GTS.

IMPLEMENTATION GUIDELINES

IP Addressing

future—Figure 3.2 illustrates how a pair of Centres has agreed to implement a direct IP connection using the first available
pair of ‘host’ numbers using the 193.105.178.0 network as an example.

MSS

Route

Host

CENTRE C

IP: 193.105.178.6




Figure 3.2. Direct IP link between centres B and C

Allocation of class C addresses for direct IP links

Routers have to be connected by links having unique subnet numbers. To achieve this, a Class C address is used (for
example 193.105.178.0) with a mask of 255.255.255.252. This provides 62 subnets each with 2 hosts. These two host
numbers are allocated to the ends of the link connecting the routers between the two Centres. The lowest useable
network number is 193.105.178.4, with host addresses of 193.105.178.5 and 6. The next network number is
193.105.178.8, with host addresses of 193.105.178.9 and 10, followed by:

193.105.178.12, with host addresses of 193.105.178.13 and 14, followed by

193.105.178.16, with host addresses of 193.105.178.17 and 18, followed by

193.105.178.20, with host addresses of 193.105.178.21 and 22, and so on, up to

193.105.178.248, with host addresses of 193.105.178.249 and 250.

TCP/IP Routing

Autonomous System Numbers

The use of BGP4 as the recommended dynamic routing protocol for the GTS (Chapter 2) requires allocation of
Autonomous System (AS) numbers to each GTS Centre.

The use of BGP requires introduction of the concept of the Autonomous System (AS)1. Each GTS Centre
manages an AS number to enable the Centre to adopt BGP with neighbouring centres. In addition to addressing, this
chapter shows allocation scheme of AS numbers.

The Internet Assigned Numbers Authority (IANA), through RFC1930, has reserved the block of AS numbers 64512
through 65535 for private use (not to be advertised on the global Internet). This provides 8 groups of 128 AS numbers to
be assigned to GTS Centres, satisfying the current and foreseeable future needs of the GTS. The AS numbers will be
assigned as follows:

MTN centres and reserve 64512 to 64639
Centres within RA | 64640 to 64767
Centres within RA 11 64768 to 64895
Centres within RA 11l 64896 to 65023

1 An Autonomous System is defined in RFC1630 as “a set of routers under a single technical administration,
using an interior gateway protocol and common metrics to route packets within the AS, and using an
exterior gateway protocol to route packets to other ASs.”
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Centres within RA IV 65024 to 65151
Centres within RA V 65152 to 65279
Centres within RA VI 65280 to 65407
Antarctic 65408 to 65471
*Private use by GTS Centres 65472 to 65535

* These AS numbers are for national use and are not to be advertised on the GTS.
Implementation details

In order to implement IP services, Centres need to know certain details regarding IP addressing at other Centres on the
GTS. The following diagram and associated tables explain in detail, the information required at various Centres:

CENTRE A CENTRE C

IP address: A’ | o = |IP address: C’
e IP address: Ac IP address: Ca .
MSS ; -

X oa
—1 Router Router [

Host = . Host
; < IP address: Cb [~ %/~ ~
IP address: A| == . == |IP address: C

IP address: Ab IP address: Cd

MSS

IP address: Ba IP address: Dc

IP address: B’ . T [ address: D
4 K .
«-{IP address: Bc >
MSS
MSS —1 Router Router [
Host [= | Host
IP address: B| — IP address: D
CENTREB CENTRED _
Figure 3.5. Direct IP Network
Table 3.5a. IP address to be known at CENTRE A
IP addresses to be known
Destination for for communication Suitable route
communication between Routers
between ends
CENTRE B IP address : B IP address : Ba CENTRE A - CENTRE B
(Host to host)
CENTRE C IP address : C IP address : Ca CENTRE A-CENTRE C
(Host to host)
CENTRE A - CENTRE C - CENTRE D
CENTRE D . . ( Host [A] — Router [A] — Router [C]
(Host to host) IP address : D IP address : Ca _ Router [D] - Host [D] )
[X] : CENTRE x
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CENTRE B o _

(MSS to MSS) IP address : B IP address : Ba CENTRE A—- CENTRE B

CENTRE C N '

(MSS to MSS) IP address : C IP address : Ca CENTRE A — CENTRE C

CENTRE D IP address : D’ IP address : Ca CENTRE A - CENTRE C - CENTRE D

(MSS to MSS)

Table 3.5b. IP address to be known at CENTRE B

IP addresses to be known

Destination for for communication Suitable route
communication between Routers
between ends
CENTRE A IP address : A IP address : Ab CENTRE B — CENTRE A
(Host to host)
CENTRE C IP address : C IP address : Cb CENTRE B - CENTRE C
(Host to host)
CENTRE D IP address : D IP address : Cb CENTRE B — CENTRE C — CENTRE D
(Host to host)
CENTRE A Y .
(MSS to MSS) IP address : A IP address : Ab CENTRE B — CENTRE A
CENTRE C . . _
(MSS to MSS) IP address : C IP address : Cb CENTRE B - CENTRE C
CENTRE D IP address : D' | IP address : Cb CENTRE B — CENTRE C — CENTRE D

(MSS to MSS)

Table 3.5c. IP address to be known at CENTRE C

IP addresses to be known

Destination for for communication Suitable route
communication between Routers
between ends
A IP address : A IP address : Ac CENTRE C — CENTRE A
(Host to host)
CENTRE B IP address : B IP address : Bc CENTRE C - CENTRE B
(Host to host)
CENTRE D IP address : D IP address : Dc CENTRE C — CENTRE D
(Host to host)
CENTRE A LA .
(MSS to MSS) IP address : A IP address : Ac CENTRE C - CENTRE A
CENTRE B R .
(MSS to MSS) IP address : B IP address : Bc CENTRE C - CENTRE B
M IP address : D' | IP address : D¢ CENTRE C — CENTRE D

(MSS to MSS)
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Table 3.5d. IP address to be known at CENTRE D

IP addresses to be known

Destination for for communication Suitable route

communication between Routers

between ends
CENTRE A IP address : A IP address : Cd CENTRE D — CENTRE C - CENTRE A
(Host to host)
CENTRE B IP address : B IP address : Cd CENTRE D — CENTRE C — CENTRE B
(Host to host)
CENTRE C IP address : C IP address : Cd CENTRE D - CENTRE C
(Host to host)
CENTRE A LAY .
(MSS to MSS) IP address : A IP address : Cd CENTRE D — CENTRE C — CENTRE A
CENTRE B R .
(MSS to MSS) IP address : B IP address : Cd CENTRE D — CENTRE C - CENTRE B
CENTRE C . . _
(MSS to MSS) IP address : C IP address : Cd CENTRE D - CENTRE C

IP addresses

IP addresses should be acquired or agreed on as per the instructions in Appendix 7.

GTS nominated host/network addresses

Host and subnet IP addresses for use with GTS nominated Centres should be notified to WMO as described above.
AS numbers

AS numbers for use on the GTS will be co-ordinated and issued by the WMO Secretariat as required. Centres should
direct their requests for AS numbers to WMO as described above.

Publication of addresses and AS numbers

The WMO will publish updated lists of addresses and AS numbers in the monthly WWW Newsletter and will
also make these lists available in ASCII text form for access by FTP on the WMO web server and in World Wide Web
format at http://www.wmo.int/pages/prog/www/ois/Operational_Information/RtngCat_en.html

GTS DATA EXCHANGE METHODS ADAPTING-MESSAGE SWITCHING SYSTEMS TO-TCP/APR

Introduction




There are three data exchange methods defined for use on the GTS. The first two are for the exchange of traditional
GTS messages. The third is for the exchange of other data.

For traditional GTS messages (those with TTAAIl CCCC) the two standards are based on:
TCP/IP sockets

FTP

Centres are able to choose between these standards by bilateral agreement.

Other data may also be exchanged on the GTS using a separate standard based on FTP.

TCP Sockets based data exchange

The TCP socket standard involves establishing a connection from the sender to the receiver and for
GTS messages to be sent preceded by two control fields. The first field contains the message length and the second is a
2 character field indicating message type (binary, alphanumeric or fax). The third field is the actual GTS message
contained within a standard GTS SOH/ETX envelope. The receiving centre uses the message length to determine where
each incoming message begins and ends.

The GTS TCP socket protocol does not guarantee end to end delivery and data may be lost if the link or one of
the Message Switching Systems fails.

The complete data structure is illustrated in figure 4.1. Note that the message length does not include the length
of the first two fields (message length and type). The message length must always be eight characters long and include
leading zeroes as required. The message type field should be encoded using ASCII characters Bl for binary, AN for
alphanumeric, and FX for facsimile. Albnew-connections-established-must begin-with-a-message-length-and-type
stracture:

Figure 4.1 Message structure for Socket exchange applications
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Message Message nnn
length type SOH/CRCR/LH or |CR|CR LH Heading CR|CR|LH ETX
(8 characters) [(2 characters), nnnnn

v

A

Message length

Message length : Length from SOH to ETX (e.g. 00001826 = 1826bytes)
Message type AN: Alphanumeric, BI: Binary, FX: facsimile

The rules for use of TCP/IP socket exchange can be summarised as:

All new connections must start from a new message.

Each message is preceded by a message length field of eight ASCII characters and a message type field of two ASCII
characters.

Message length is counted from SOH to ETX inclusive and must contain leading zeroes as necessary.

Message type must be encoded as Bl for binary, AN for alphanumeric or FX for facsimile.

Receiving centres will check synchronisation as follows:

Check that the first 8 characters are ASCII numeric

Check that the 9th and 10th characters are Bl, AN or FX

Check that the 11th character is SOH

Check that the last character is ETX.

If synchronisation is lost the receiver shall break the connection using the following sequence of TCP user primitives:
Sshutdown (to make sure that all data in the TCP send buffer has been transferred)

Cclose.

It is recommended to use separate sockets for ASCII and binary messages, and separate connections for sending and
receiving. The sender should always be responsible for establishing the connection.

Once a connection is established, it should be maintained.

If there should be a need to close a socket, the procedure should be as follows:

Sshutdown (to make sure that all data in the TCP send buffer has been transferred)

Cclose.

This procedure should also be used when a MSS is being shutdown.

If the receiving side receives a new unexpected connection request on a port for which it has an established socket, the
old socket should be closed and the new socket accepted.

TCP/IP Service/Port numbers for these connections will be decided by bilateral agreement. The use of reserved ports (1
to 1023) should be avoided. The use of ports above 10000 is recommended.

To reduce the amount of data lost if an established connection fails, the TCP send and receive buffer sizes can be
adjusted. The recommended value for the buffer size is 4KByte, however this value may be agreed on a bilateral basis.
To enable detection of message loss, the use of the channel sequence number, (CSN) is mandatory. When using the
CSN to check for missing messages, the WMO request/repeat procedures should be used to recover these. It may be
useful to automate this mechanism to avoid delays caused by manual interaction. In order to minimise data loss it is
strongly recommended that Centres implement a 5 character long CSN in the future.

The channel sequence number 000 (or 00000 respectively) should indicate an initialisation, and should not cause
retransmission requests.

FTP Procedures and File Naming Convention
Introduction

FTP (Eile Transfer Protocol) is a convenient and reliable method for exchanging files, especially large files. The protocol
is defined in RFC 959.

The main issues to be considered are:

Procedures for accumulating messages into files so as to minimise FTP overheads with short messages (applies only to
existing message types);

File naming conventions for existing message types (existing AHL);
File naming conventions for new messages types (no existing AHL);
File renaming;

Use of directories;

Account names and passwords;

FTP sessions;

Local FTP requirements;

File compression.

Accumulating messages into files

One of the problems with using FTP to send traditional GTS messages is the overhead if each message is sent in a
separate file. To overcome this problem, multiple messages in the standard GTS message envelope should be placed in



the same file according to the rules set out below. This method of accumulating multiple messages applies only to
messages for which AHLs have been assigned.

Centres have the option of including or deleting the Starting Line and End of Message strings and indicating which option
they are using via the format identifier (refer points 2 and 4 below).

Each message should be preceded by an 8 octet message length field (8 ASCII characters). The length includes the
Starting Line (if present), AHL, text and End of Message (if present).

Each message should start with the currently defined Starting Line and AHL as shown in figure 4.2.

3. Messages should be accumulated in files thus:

Length indicator, message 1 (8 characters);

Format identifier (2 characters);

Message 1;

Length indicator, message 2 (8 characters);

Format identifier (2 characters);

Message 2;

And so on, until the last message;

If necessary, and subject to bilateral agreement, a 'dummy' message of zero length may be inserted after the last real
message, to assist with end of file detection in certain MSS systems. This requirement does not exist in most cases and
need only be implemented where necessary, and agreed between centres.

Format identifier (2 ASCII characters) has the following values:-

(a) 00 if Starting Line and End of Message strings present;

(b) 01 if Starting Line and End of Message strings absent (not preferred, to be discontinued).

The sending centre should combine messages in the file for no more than 60 seconds to minimise transmission delays;
this limit should be set to a value depending upon the characteristics of the link. However the file should be sent
immediately when a GTS Priority 1 message (as defined in section 2.11.1 of the Manual on the GTS) is added to the file.
The sending centre should limit the number of messages in a file to a maximum of 100; this limit should be set to a value
depending upon the characteristics of the link.

The format applies regardless of the number of messages, i.e. it applies even if there is only one message in the file.

Figure 4.2 Structure of a typical message in a file

Message 1|Format nnn Message 2
length | dentifieSOH|CR|CR|LA or  |CRCR|LF Heading Text| \ [CR CRLF|ETX|length
(8 characters) 00 nnnnn (8 chacs)
< Message length >

Starting Line and End of Message present
Message length : Length from SOH to ETX (e.g. 00001826 = 1826hytes)

Message 1 | Format Message 2 [Format
length Identifier [CR|CR|LF| Heading| Text length Identifier
(8 characters 01 (8 characters)) 01

+— Message length ——>

Option (not prefered, to be discontinued): Starting Line and End of Message absent
Message length : Length from first CR to end of Text (e.g. 00001826 = 1826bytes)

File naming conventions for existing message types (existing AHL)
The file naming convention is:
CCCCNNNNNNNN.ext

where:
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CCCC is the international four letter location identifier of the sending Centre, as defined in WMO publication No. 9,
Volume C;

NNNNNNNN is a sequential number from 1 to 99999999 generated by the sending Centre for each data type determined
by ext; 0 is used for (re-) initialisation; Through bilateral agreement, Centres may use NNNN instead of NNNNNNNN in
case of limitation on filename length.

ext is

‘ua’ for urgent alpha numeric information

‘ub’ for urgent binary information

‘a’ for normal alpha numeric information

‘b’ for normal binary information

‘' for facsimile information

Note: Where, through bilateral agreement, Centres allow alphanumeric and binary data in the one file, the b or ub extent
shall be used.

General file naming conventions

The following file naming convention should be implemented with a transition period not exceeding 2008. The
implementation date is subject to review by CBS.

The procedure is based on transmission of file pairs, one file being the information file and the other being the associated
metadata file. The concept of file pairs allows the communications function to be implemented independently of data
management requirements for structure of metadata, yet provides for the carriage of whatever metadata is required. It is
not compulsory to always have a .met file, such as when the information file itself is self-specifying or when a single .met
file can describe several information files (for example as in the case of same data type for different times). There is
always however a clear relation between the Information File Name and the Metadata File Name, which should only
differ from their Extension field and possible wildcards. File names for new message types (no existing AHL) shall follow
the following format. It should be noted that file names for existing message types (existing AHL) can also follow the
following format.

The File Name format is a predetermined combination of fields, delimited by the _ (underscore) character except for the
last 2 fields, which are delimited by the . (period) character.

Each field can be of variable length, except for the Date/time stamp field which is predetermined.
The order of the fields is mandatory.

The File Name fields are as follows:

| pflag_productidentifier_oflag_originator_yyyyMMddhhmmss|[_freeformat].type[.compression]

where the mandatory fields are:

pflag is a character or combination of characters indicating how to decode the productidentifier field. At this time,
the pflag field has only the following acceptable value:

Table 4.1 Accepted pflag values

pflag Meaning

T The productidentifier field will be decoded as a standard T1T2A1Azii data
designator (The WMO standard data designators are given in Attachment 1I-5)

A The productidentifier field will be decoded as a standard Abbreviated Heading,

including BBB as appropriate, space characters being discarded, e.g.
T1T2A1AICCCCYYGGgg[BBB]

WMO Product Identifier

Originating centre’s local product identifier

M The productidentifier field will be decoded as a standard T1T2A1Azii data
designator (The WMO standard data designators are given in Attachment 1I-5).
The file will contain the metadata corresponding to the related “T” file.

AM The productidentifier field will be decoded as a standard Abbreviated Heading,
including BBB as appropriate, space characters being discarded, e.g.
T1T2A1A2ICCCCYYGGQgQ[BBB]. The file will contain the metadata corresponding
to the related “A” file.

dIN|s

WM WMO Product Identifier. The file will contain the metadata corresponding to the
related “W” file.
ZM Originating centre’s local product identifier. The file will contain the metadata

corresponding to the related “Z” file.




productidentifier is a variable length field containing information that describes the nature of the data in the file. The
productidentifier field should be decoded according to the pflag.

The WMO Product Identifier to be used with pflag = W shall be decoded as follows:

<location indicator>,<data designator>,<free description>,<International date-timegroup>,<BBB
modification header>

The WMO Product Identifier is composed of two parts:

the “static part” for description of the product and
the “optional part” to define the time stamp and status of the product (correction, amendment).

The WMO Product Identifier is not case sensitive. These two parts are defined as follows:
Static part: <location indicator>,<data designator>,<free description>

<location indicator> defines the producer: Country, organization and the production centre; The country shall be
represented by the official ISO 3166 standard 2 letter code. Example: <gb-metoffice-exeter>. Each field shall be
separated by “-” symbol. The ISO 3166 standard 2-letter code xx shall be used for international organizations and shall
therefore be the two first characters of the location indicator of international organizations, e.g. “xx-eumetsat-darmstadt”,

“xx-ecmwf-reading”.

<data designator> specifies the type of data with reference to the categories and subcategories defined in the Common
Table C-13 of the Manual on Codes, e.g. <SYNOP>, <TAF>, <MODEL>, <RADAR>, <SATELLITE>, etc. When the type
of data is a composite type, use the sign "+” for concatenation.

<free description> is determined by the production centre to characterize the product.
Optional part: [,<International date-time group>,<BBB modification header>]

<International date-time group> is a YYYYMMDDHHMMSS time stamp of the product, full format without substitution
characters (only decimal digits). This field is optional because it can be recovered from the file name field:
yyyyMMddhhmmss

<BBB maodification header> is a complementary group with a similar purpose as the current BBB group of AHL

Note:  In order to facilitate the identification of each field of the product identifier, the static part, as well as the optional
part if used, shall comprise two symbols “,” separating the fields. Each field shall not contain any symbol “,”. If a field is

empty, no character shall be inserted between the relevant field delimiters “_” or “,”.

oflag is a character or combination of characters indicating how to decode the originator field. At this time, the oflag
field has only the following acceptable value:

Table 4.2 Accepted oflag values
oflag Meaning
C The originator field will be decoded as a standard CCCC country code

originator is a variable length field containing information that states where the file originated from. The originator field
should be decoded according to the oflag

yyyyMMddhhmmss is a fixed length date and time stamp field. The interpretation of this field should be in accordance
with the standard rules set for specific data description and types. Therefore it may have various significance such as
date of creation or the file, or date of collection of data. If a particular date and time stamp field is not specified, it should
be replaced by a *- (minus) character. For example: ------ 311500-- represents a stamp that specifies only the day (31“),
hours (15) and minutes (00). If there are no rules for a specific data type, this field should represent the date and time of
creation of the file by the originator.

Type is a variable length field that describes the general format type of the file. Although this information could be
considered somewhat redundant to the productidentifier field, it is kept as such for industry accepted standard
compatibility. It should be noted that the delimiter before the type field is a . (period). This is to help parse the file name
for fields, since the freeformat field could make use of further _ (underscore) to delimit subfields.

Table 4.3 Accepted type values
[ type | Meaning
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met The file is a metadata file pair which describes the content and format of the corresponding
information file with the same name

tif TIFF file

gif GIF file

png PNG file

ps Postscript file

mpg MPEG file

jpg JPEG file

txt text file

htm HTML file

bin a file containing data encoded in a WMO binary code form such as GRIB or BUFR

doc a Microsoft Word file

wpd a Corel WordPerfect file

hdf HDF file

nc NetCDF file

pdf Portable Document Format file

xml XML format files (data or metadata)

And the non mandatory fields are:

freeformat is a variable length field containing further descriptors as required by a given originator. This field can be
further divided in sub-fields. Originating countries should strive to make their freeformat descriptions available to others.

compression is a field that specifies if the file uses industry standard compression techniques

Table 4.4 Accepted compression values

compression Meaning

Z The file has been compressed using the Unix COMPRESS technique
zip The file has been compressed using the PKWare zip technique

gz The file has been compressed using the Unix gzip technique

bz2 The file has been compressed using the Unix bzip2 technique

Maximum file name length: Although no maximum length is specified for the entire file name, the mandatory fields shall
not exceed 63 characters (including all delimiters) to allow processing by all international systems.

Character set: The filenames shall be composed of any combination of the standard character set (ITU-T Rec. X.4) with
the exceptions noted in Table 4.5. Case insensitivity shall be used as it is widely accepted and implemented in the
industry (for example e-mail addresses and URLs). However, it is recommended to use the “canonical form” of file
names when files are being processed in a system. In this manner it would be expected that:

(a) File names be saved in their original form as received (with any combination of upper-lower case characters or any
character set);

(b) Files would be saved with lower case characters only for internal processing, comparison, name searches, etc.;

(c) Files would be retransmitted with the original saved name to preserve character set and the upper lower case
differences.

This keeps the benefits of readability of upper lower case throughout the systems, but provides case independence for
processing and reference.

Table 4.5 Symbols for filenames

Symbol Allowed Meaning

yes The underscore symbol is used has a delimiter symbol. To be used only
as a delimiter of fields. The underscore is also accepted in the
freeformat field, but not in other fields.

- Yes The minus symbol shall be used only as a field delimiter inside the
“location indicator” and “free description” fields of the WMO Product
Identifier in the productidentifier field. For example, in the case of
location indicator: gb-metoffice-exeter. This symbol shall not appear
in the “data designator” field.

+ Yes The plus symbol shall be used to concatenate several words in a field
of the WMO Product Identifier in the productidentifier field. For
example, in the “data designator” field: TEMP+MOBIL or CLIMAT
+TEMP+SHIP.

yes The period symbol is used has a delimiter symbol. To be used only
before the type and compression fields.




/ no Forward stroke often has special meaning for the full path specification of
a filename in some operating systems

\ no Backward stroke often has special meaning for the full path specification
of a filename in some operating systems

> no Greater than symbol shall not be used since it often represents special
file manipulation in some operating systems

< no Less than symbol shall not be used since it often represents special file
manipulation in some operating systems

| no Vertical bar (pipe) symbol shall not be used since it often represents
special file manipulation in some operating systems

? no Question mark symbol shall not be used

‘ no Single quote shall not be used.

no double quotes shall not be used

* no The star symbol is often used for wildcard specification in procedures that
process filenames.

Space no The space symbol shall not be used

, yes The comma symbol shall be used as a field delimiter in the WMO
Product Identifier of the productidentifier field. For example, in the
static part: <location indicator>,<data designator>,<free description>.
The comma symbol can be also used in the freeformat field.

A-Z a-z 0-9 yes

The structure of the ‘.met’ file, related to the WMO Metadata standard, is not defined in this guide.
Examples

A possible imagery file (Sig Weather Chart) that would have originated from the United States:
T_PGBEQO7_C_KWBC_20020610180000_D241_SIG_WEATHER_250-600_VT_06Z.tif
A possible model output file from France:
A_HPWZ89LFPW131200RRA_C_LFPW_20020913160300.bin

A possible synoptic surface observations file from France:

W_fr-meteofrance-
Toulouse,SYNOP,MAIN+HOURS,,RRA_C_LFPW_20060913030000.txt

A possible model output file from France:
W_fr-meteofrance-toulouse,GRIB,ARPEGE-75N10N-
60W65E_C_LFPW_200610000000.bin

A possible image from Australia:

Z_IDN60000_C_AMMC_20020617000000.gif

Note that this shows that the date and time stamp is to be interpreted to be 00 hours,
00 minutes and 00 seconds.

A possible compressed TOVS satellite data file from the United Kingdom:
Z_LWDA_C_EGRR_20020617000000_LWDA16_0000.BIN.Z

A possible image (radar) from Canada:

T_SDCN50_C_CWAO_200204201530-- WKR_ECHOTOP,2-0,100M,AGL,78,N.gif

A possible single-record GRIB file from Canada:

Z__C_CWAO_2002032812---- CMC_reg_TMP_ISBL_500_ps60km_2002032812_P036.bin
A possible multiple record batch file from China:
Z_SM_C_BABJ_20020520101502.TXT

File renaming

The method used by receiving centres to detect the presence of a new file may depend on the type of machine used.
However most centres will do this by scanning a directory for new files.

To avoid problems with the receiving centre processing a file before it has completely arrived, all sending centres must
remotely rename the files they send.

The file shall be sent with the added extent “.tmp’ and then renamed to the appropriate extent defined above when the
transfer is completed. e.g.
(a) put xxxxx RJTD00220401.a.tmp (xxxxx = local file name)
rename RJTD00220401.a.tmp RJTD00220401.a
(b) put xxxxx AMMC09871234.ub.tmp
rename AMMCO09871234.ub.tmp AMMC09871234.ub

Use of directories



Faula¥) alaill diall (2010) A8 5 5all S sall el o 96

Some receiving centres may wish the files to be placed in specific sub-directories. This should be limited to require only
that all files of the same type be delivered to the same directory. It is recommended that a separate directory be used for
each host system which is initiating FTP sessions to avoid the possibility of filename duplication.

Account names and passwords

Using FTP the sender "logs in" to a remote machine using a specific account name and password. The receiving centre
defines the account name and the password. There are potential security implications for centres so care needs to be
taken.

The following general rules should however apply.

1. The receiving centre defines the user account and password for the sending centre.
2. Anonymous FTP may be used or a specific account may be created. (If anonymous FTP is used, each sending
Centre must have its own sub directory on the FTP server).

FTP Sessions

To limit the load on both the sending and receiving systems, no more than one FTP session per file type should exist at
the same time. If for example, Centre A wishes to send two files to Centre B of the same type (say .ua), the second file
must not be sent until the first is finished. Centres should limit the number of concurrent sessions with a particular Centre
to five maximum.

The idle timer for closing the FTP session should be set to a value between the cut-off time for accumulating messages
(max. 60 seconds) and a maximum of 3 minutes.

To minimize overheads the sending centre should keep the FTP session connected for at least 10 minutes or until the
idle timeout has been reached (subject to bilateral agreement).

Local FTP requirements

All sending centres will need to allow for additional "static" FTP commands to be included in the FTP commands that
they issue. For example some MVS centres may require the inclusion of "SITE" commands to define record and block
lengths. Centres should support FTP commands as specified in RFC 959 unless some are excluded by bilateral
agreement. There may also need to be bilaterally agreed procedures and commands.

It is the responsibility of receiving Centres to delete files after they have been processed.

In order to meet the 2 minute maximum delivery requirement for warning messages, centres receiving files via FTP
should aim to pickup and process incoming files no later than 15 seconds after they are received.

Use of file compression
If large files are to be sent then it is often desirable to compress them first.

Centres should only use compression by bilateral agreement.
Backup with an IP based GTS

A final consideration is that of MSS backup. The new GTS will use IP addresses, where an individual address is usually
associated with only one system. Should a system fail and an alternative be used there are implementation issues to be
considered by transmitting centres. Ideally a transmitting centre should be unaffected by a receiving Centre's backup
arrangements. This is a good principle, which all Centres should seek to adhere to. However it may not always be
possible to achieve complete IP transparency. If this cannot be done sending Centres must be prepared to try an
alternate IP address. Once using such an alternate address it must periodically try the primary address. It is suggested
that such periodicity be established by bilateral agreement between centres because it will be heavily influenced by each
centres backup strategy.

TROUBLE SHOOTING AND PROBLEM RESOLUTION
IP Layer Tools

In a large IP network, every router involved in the path between two hosts must know the next hop to be used to reach
the destination address. As every router and/or link might be a point of failure, it is very important to determine rapidly
where the problem is, and then how to solve it.

Suggested steps in resolving problems (not necessarily in the order given) are:
check the remote centre (if the security policy of the remote centre allows it).
check if the link to the “outside” network is reachable

check the local network by trying to reach the next/default gateway



check the local IP stack and configuration

Some basic tools that can be used such as Ping, Traceroute and Netstat are described below. PING and TRACEROUTE
provide information on paths between hosts. They both use ICMP (traceroute also need UDP), but it should be noted
that many sites block ICMP packets as part of their security measures. To be able to locate problems in a network, it is
necessary to have an exact documentation of the network.

PING

PING will check if the destination IP address can be reached. This tool is standard in almost every operating system with
TCP/IP. On a Unix host the output looks like:

zinder# ping -s cadillac

PING cadillac : 56 data bytes

64 bytes from cadillac ( 193.168.1.17 ) : icmp_seq=0. time=3. ms
64 bytes from cadillac ( 193.168.1.17 ) : icmp_seq=1. time=2. ms
64 bytes from cadillac ( 193.168.1.17 ) : icmp_seq=2. time=3. ms
64 bytes from cadillac ( 193.168.1.17 ) : icmp_seq=3. time=3. ms
64 bytes from cadillac ( 193.168.1.17 ) : icmp_seq=4. time=5. ms
64 bytes from cadillac ( 193.168.1.17 ) : icmp_seq=5. time=3. ms
64 bytes from cadillac ( 193.168.1.17 ) : icmp_seq=6. time=3. ms
----cadillac PING statistics----

7 packets transmitted, 7 packets received, 0% packet loss
round-trip (ms) min/avg/max = 2/3/5

A useful test could be to ping the MSS of the neighbouring Centre. If this ping succeeds with an acceptable time delay, it
would indicate that the network is operating correctly. If the ping fails, it could mean that the circuit is down or the ICMP
ping packets are being blocked by the neighbouring Centre's router or security gateway. In this event, it could be useful
to ping the serial interface of the neighbouring Centre's router. If this succeeds, then the communications link to the
neighbouring Centre is working. Any malfunction would then be within the neighbouring Centre.

Ping can be used to check whether the network performance is reasonable. The time is the delay between sending and
receiving back the packet. It is not really possible to give an average value of the delay, but it is more important to notice
any variation.

Finally, it might happen that packets are lost. In this case, there are missing numbers in the icmp_seq number. Either
packet loss or variation in delays will badly degrade the performance.

TRACEROUTE

This tool is used to show which routers are transited on the network between A and B. As said above, traceroute need
UDP and ICMP packets to work. Firewalls or packet filter on router may block such traffic as part of local security policy.
It is not available on all systems, but is rather easy to compile. It is a free tool available on the Internet.

Traceroute output looks like:

cadillac 22: traceroute ftp.inria.fr

traceroute to ftp.inria.fr (192.93.2.54), 30 hops max, 40 byte packets
1 antonio.meteo.fr (137.129.1.5) 3 ms 2ms 2ms

clara.meteo.fr (137.129.14.249) 1 ms 2ms 2ms
andrea.meteo.fr (193.105.190.253) 4 ms 3 ms 2 ms
octares1.octares.ft.net (193.48.63.5) 30 ms 35ms 10 ms
192.70.80.97 (192.70.80.97) 9 ms 15ms 27 ms
stamand1.renater.ft.net (195.220.180.21) 40 ms 96 ms 29 ms
stamand3.renater.ft.net (195.220.180.41) 56 ms 100 ms 108 ms
stlambert.rerif.ft.net (195.220.180.10) 63 ms 56 ms 34 ms
193.55.250.34 (193.55.250.34) 46 ms 28 ms 26 ms

10 rocqg-gwr.inria.fr (192.93.122.2) 21 ms 147 ms 85 ms

11 ftp.inria.fr (192.93.2.54) 86 ms 58 ms 128 ms

©Co~NoOOOPhWN

When a router does not know where to send the packet, the result may be like the following:

cadillac 22: traceroute 193.105.178.5

traceroute to 193.105.178.5 (193.105.178.5), 30 hops max, 40 byte packets
1 antonio.meteo.fr (137.129.1.5) 2ms 1 ms 1 ms

clara.meteo.fr (137.129.14.249) 1 ms 4 ms 1 ms

andrea.meteo.fr (193.105.190.253) 4 ms 11 ms 4 ms
octares1.octares.ft.net (193.48.63.5) 42 ms 39 ms 42 ms
192.70.80.97 (192.70.80.97) 8 ms 7ms 7 ms

stamand1.renater.ft.net (195.220.180.5) 48 ms 86 ms 113 ms

OO WN
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7 rbs1.renater.ft.net (195.220.180.50) 63 ms 107 ms 154 ms

8 Paris-EBS2.Ebone.net (192.121.156.105) 146 ms 167 ms 140 ms

9 stockholm-ebs-s5-2.ebone.net (192.121.154.21) 100 ms 80 ms 92 ms
10 Amsterdam-ebs.Ebone.NET (192.121.155.13) 249 ms 227 ms 205 ms
11 amsterdam1.NL.EU.net (193.0.15.131) 257 ms 249 ms 316 ms

12 * Amsterdam5.NL.EU.net (134.222.228.81) 300 ms 297 ms

13 Amsterdam6.NL.EU.net (134.222.186.6) 359 ms 218 ms 304 ms

14 Paris1.FR.EU.net (134.222.228.50) 308 ms 311 ms 388 ms

15 * Etoile0.FR.EU.net (134.222.30.2) 177 ms *

16 Etoile0.FR.EU.net (134.222.30.2) ***

In the second case, cadillac would not be able to reach 193.105.178.5 because the router Etoile0.fr.eu.net failed to send
the packet. With traceroute, it is not possible to know if it is a router failure or a link failure.

NETSTAT

This is a command available on most computing platforms. It gives information about the set up of the host's IP stack.

Netstat can be used to find out if the local IP address and subnet mask are configured correctly as well as if the routing
information is still correct. There are many other options but is it not the intention of this guide to describe them all.

A sample output looks like:

$ netstat -rn
Routing tables

Internet:

Destination Gateway Netmask Flags Refs Use Interface
default 141.38.48.2 UG 12 4014211 ec0
127.0.0.1 127.0.0.1 UH 9 2321 100
141.38.48 141.38.48.12 Oxffffff00 U 3 68981 ec0
141.38.48.12 127.0.0.1 UGH 10 253410 lo0
195.37.164.100 141.38.48.5 UGH 2 345 lo0
224 141.38.48.12 0xf0000000 u 1 19848 ec0
$

The output shows that this particular host has the IP address 141.38.48.12 with a subnet mask of 24 bit (OXffffff00 or
255.255.255.0). It also shows that the host 195.37.164.100 can be reached via the gateway 141.38.48.5, and the flags
indicate that the route is up (U), that it is a route to a gateway (G) and that it is a host route (H). The first line indicates
that all other destinations are reachable via the hosts default gateway 141.38.48.2.

In the next output:

$ netstat -rn
Routing tables

Internet:

Destination Gateway Netmask Flags Refs Use Interface
default 141.38.48.2 uG 12 4014211 ec0
127.0.0.1 127.0.0.1 UH 9 2321 100

141.38.48 141.38.48.12  Oxffffff00 U 3 68981 ec0
141.38.48.12 127.0.0.1 UGH 10 253410 lo0O
195.37.164.100 141.38.48.2 UGHM 2 345 100
224 141.38.48.12  0xf0000000 U 1 19848 ecO

$

The only difference to the first sample output is, that the host route to 195.37.164.100 is now flagged with a M, which
means that this route was modified by an ICMP redirect message from the old gateway 141.38.48.5. This usually means
that the router with the IP address 141.38.48.5 has lost it'’s route to 195.37.164.100 and may indicate a problem with the
link to the remote network.

Other monitoring tools

Verifying correct IP connectivity is a necessary first step. Other tools can be used to provide more information on what is
happening. There are many options. It is possible to use protocol analysers and SNMP based software tools. For
example, Sun Microsystems bundles with Solaris a tool called snoop who can replace in most cases a local area network
analyser. Others tools such as TCPDUMP are available free on the Internet and can be installed on various systems.



TCPDUMP is often bundled in various Linux distributions. These tools require a rather good knowledge of IP protocol.
But, for example, TCPDUMP might be used to diagnose application level problems.

The following is a simple example on the host 'pontiac’, of the capture of ICMP exchanges between zinder and cadillac.

pontiac# /usr/local/bin/tcpdump -i nfO host cadillac and zinder and proto icmp
15:28:06.68 cadillac.meteo.fr > zinder.meteo.fr: icmp: echo request
15:28:06.68 zinder.meteo.fr > cadillac.meteo.fr: icmp: echo reply
15:28:19.45 cadillac.meteo.fr > zinder.meteo.fr: icmp: echo request
15:28:19.45 zinder.meteo.fr > cadillac.meteo.fr: icmp: echo reply
15:28:29.44 cadillac.meteo.fr > zinder.meteo.fr: icmp: echo request
15:28:29.45 zinder.meteo.fr > cadillac.meteo.fr: icmp: echo reply

SNMP

Simple Network Management protocol was developed in the late 80’s in order to offer to network manager a standard
tool for controlling networks. In most case SNMP could be used to replace more crude tools describe above.
Unfortunately, good SNMP software is not cheap. SNMP is a client-server protocol. In order to be able to gather
information with SNMP, the equipment connected on the network must have Management Information Base (MIB).
These bases are catalogues of integer, counters, strings, etc.... The manager asks the agents to send it some values.
These values might be for example, IP routing table. The example below is obtained by requesting with HP Open View (a
commercial package) the routeing table on the host monica.meteo.fr.

Title: : monica.meteo.fr

Name or IP Address: monica.meteo.fr

ipRouteDest  ipRouteMask  ipRouteNextHop ipRouteProto ipRouteMetric1
0.0.0.0 0.0.0.0 137.129.1.5 local 0
136.156.0.0 255.255.0.0 137.129.1.5 ciscolgrp 8786
137.129.1.0 255.255.255.0 137.129.1.6 local 0
137.129.2.0 255.255.255.0 137.129.1.5 ciscolgrp 1110
137.129.3.0 255.255.255.0 137.129.3.254 local 0
137.129.4.0 255.255.255.0 137.129.4.254 local 0
137.129.5.0 255.255.255.0 137.129.5.254 local 0
137.129.6.0 255.255.255.0 137.129.1.62 local 0
137.129.7.0 255.255.255.0 137.129.7.254 local 0
137.129.8.0 255.255.255.0 137.129.8.254 local 0
137.129.9.0 255.255.255.0 137.129.1.5 ciscolgrp 1110

Information given above with TCPDUMP might be obtained with SNMP but to do so, probes running the Remote
Monitoring MIB must be connected on the network.

On a bilateral basis, it might be useful for Centres to allow SNMP access to their router from the other NMC. However,
regular polling of other Centres’ routers should be avoided to avoid overloading of circuits.

MRTG

Another public domain package, called MRTG, is a very helpful tool to gather information about the local network and
about connected links. The Multi Router Traffic Grapher (MRTG) is a tool to monitor the traffic load on networks and links.
It generates HTML pages containing images which provide a live visual representation of this traffic. It can also be
implemented to indicate failures of network links. MRTG consists of a Perl script which uses SNMP to read the traffic
counters of your router(s) and a fast C program which logs the traffic data and creates graphs representing the traffic on
the monitored network connection(s). Below is a sample output. It shows traffic statistics for a dedicated link and gives
information about the traffic pattern on the link. This is just one of many other graphs one can create with MRTG. More

information about MRTG can be found at http://oss.oetiker.ch/mrtg/

Figure 5.2.2.1 Sample MRTG Graph
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SYSLOG

Many of the possible problems can be located if one not only looks at the SYSLOG files on the hosts, but uses a
SYSLOG server as well and lets the router(s) send their messages to it. This file can then be checked regularly e.g. for
messages that indicate high CPU load, processes that use up much memory or CPU cycles, lines going up and down,
and messages about events regarding the used routing protocol.

There are 8 different levels of messages the router will log to the syslog server.

They are:

Emergencies 0 System unusable

Alerts 1 Immediate action needed
Critical 2 Critical conditions

Errors 3 Error conditions

Warnings 4 Warning conditions
Notifications 5 Normal but significant condition
Informational 6 Informational messages only
Debugging 7 Debugging messages

The default logging facility on a cisco router is set to local7, this is important to know when configuring a host to be a
syslog server and will be explained there.

The configuration commands on a Cisco router to activate logging are:

cisco-gts-1(config)#logging trap level-of-messages-to-log
cisco-gts-1(config)#logging 141.38.48.12

and can be checked with the command “show logging”:

cisco-gts-1#sho logging

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 117892 messages logged

Monitor logging: level debugging, 8317 messages logged

Trap logging: level debugging, 117150 message lines logged
Logging to 141.38.48.12, 117150 message lines logged

Buffer logging: disabled

cisco-gts-1#

In this example, logging is set to the level debugging (“logging trap debugging”), and all messages from level 7 up to
level 0 will be sent to the syslog server with the IP address 141.38.48.12.

To activate the SYSLOG server on for instance a SGI UNIX machine, the following entries should be there:

In the file /etc/services: syslog 514/udp
In the file /etc/syslog.conf: local7.debug /usr/people/cisco/logs/cisco.log

The local7.debug relates to the default facility of logging that is defined on a cisco router as mentioned (local7). The file
above will be the file to which the syslog daemon writes all incoming syslog messages for local7.

The last action on the host is to have the syslog daemon reread it’s config file (kill -1 pid-of-syslogd).

Bandwidth Management

On an IP network, all packets will be routed over the links without any prioritisation mechanism. Therefore an FTP
transfer can occupy all the bandwidth available starving all others applications. When traffic increases, it might therefore

be needed to introduce some bandwidth management in the network configuration. Further information may be available
on the online reference (http://www.wmo.ehint/).
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APPENDIX 1 - HIGH LEVEL TCP/IP TOPOLOGY AND TCP/IP DATA FLOWS

The following diagrams show a high level view of the topology of a simple Centre and the main data flows regarding GTS
and Internet telecommunication. More detailed X.25 over IP configurations can be found in the following appendices.

Figure A1.1 — General interconnectivity between Centres
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Figure A1.2 — Topology of TCP/IP network in a simple Centre
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Figure A1.3 — Data flow of traffic over the GTS - IP only
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APPENDIX 2 - CISCO ROUTER CONFIGURATIONS

The router configurations provided in this appendix are examples and should not be interpreted as a suggestion that

Cisco is the only supplier capable of this functionality.

102

This appendix is not intended to be a complete description of all available commands in a Cisco, nor a full course on this
equipment, but it is useful to describe more precisely the configuration tasks in order to comply with the policy outlined in

Chapter 2.

The configuration described below respects what is available in release 11.1 of Cisco IOS software. Some features are

not available in previous releases, and some will be modified in the future.

We are going to describe different steps:

1. Establishing IP connection

IP over PPP
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1P-over X25

2. Routing configuration
leaf node with static routes (Centre A)
leaf node with dynamic routing (Centre C)
configuration in a non-leaf node (in our case two different GTS connections, Centre B)

3. Security configuration
filtering traffic based on declared IP addresses
controlling routing exchanges between GTS and the Internet

In our example, A-is-connected-to-B-with-IP-over X25-link; Centre B is connected to C with IP over PPP?. Thereis-also
1 fa - 1 P 1 A D D A A »)

he-option-forthe M B-and o-commun Using O nhode—B-and-C-are-non-lea

nodes. B and C are also connected to the Internet. B and its Internet provider use static routesa, C and its Internet
provider use RIP*.

CENTREC
-— MSS
=
Intern R ri—
ternet oute IP address: C’
451
: ¥ Host

! IP address: C
IP address: Ch

MSS | =
IP address: B’ ‘.
— Router |St l_—l
Host [*] IP address: Bc
Internet
CENTREB

The following will be used along this appendix:

IP router address IP hosts address for GTS Autonomous-
System
Centre B 193.105.177.2 137.129.9.0/255.255.255.0 65001
193.105.178.5
Centre C 193.105.178.6 195.1.1.0/255.255.255.0 65200

Centre B use serial interface 0 to connect to the packet switches. Centres B and C use serial interfaces 1 for the PPP
link.

2 Note that using PPP encapsulation is not the preferred option, but since it is a non default option, it shows the usage
of the “encapsulation” statement in this example

% B cannot use EGP and BGP on the same router; one router cannot belong to more than one AS
4 RIP is NOT a good choice for this type of configuration. But as RIP is the most basic protocol, it is used in this case too.



LuluY) alail) sl (2010) ALY 5 )52l Ja gall gl 104

Step 1: Establishing connections

interface serial 1
encapsulation PPP
ip address 193.105.178.5 255.255.255.252

interface serial 1
encapsulation PPP
ip address 193.105.178.6 255.255.255.252

Step 2: Routing

Centre-A:
LS " ol ) 640 . ia B

Centre B:
e ; . .

I BGP routing
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router bgp 65001

network 137.129.9.0 mask 255.255.255.0

neighbour 193.105.178.6 remote-as 65200
route-to-Ais static-foree-sending-to c

Centre C:

I BGP routing

router bgp 65200

network 195.1.1.0

neighbour 193.105.178.5 remote-as 65001
1196.1.1.0 is network address for non-GTS hosts in C
router rip
version 2
network 195.1.1.0
no auto-summary

Centre B:

I Declare which hosts can use GTS
access-list 1 permit 137.129.9.0 0.0.0.255
I Declare which hosts can come from GTS
access-list 2 permit 195.1.1.0 0.0.0.255

I Only accept BGP updates from AS neighbour
ip as-path access-list 3 permit *$

ip as-path access-list 3 permit 765200

|

; : .
.

ip-aceess-group-1-out

1

interface serial 1

ip access-group 1 out

ip access-group 2 in

I Restrict BGP updates

router bgp 65001

network 137.129.9.0 mask 255.255.255.0
neighbour 193.105.178.6 remote-as 65200
neighbour 193.105.178.6 filter-list 3 in
neighbour 193.105.178.6 filter-list 3 out
Centre C:

I Declare which hosts can use GTS
access-list 1 permit 195.1.1.0 0.0.0.255

I Declare which hosts can come from GTS
access-list 2 permit 137.129.9.0 0.0.0.255

I Only accept BGP updates from AS neighbour
ip as-path access-list 3 permit *$
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ip as-path access-list 3 permit 65001
|

interface serial 1

ip access-group 1 out
ip access-group 2 in

I Restrict BGP updates
router bgp 65200

intert -

ip-aceess-group—l-out
. 0
1 Restrict BGP updates

router bgp-65200

network 195.1.1.0 mask 255.255.255.0
neighbour 193.105.178.5 remote-as 65001
neighbour 193.105.178.5 filter-list 3 in
neighbour 193.105.178.5 filter-list 3 out

In these configurations, there are two important features used:
BGP filtering

The access-list 3 in both B and C checks the autonomous system number sent by its neighbour. By filtering in
and out in the BGP process this guarantees that all known routes must be issued from one of these ASs.

IP filtering

The access-list 1 list allows IP addresses issued from within each Centre. This list should be quite stable. The
access-list 2 checks the incoming IP addresses. As new Centres are added to the IP network, the corresponding
addresses must be added to these access-lists.

It must also be noted that despite Internet connections in B and C no extra attention is required to control routing

exchange. A static default route is not sent even if « redistribute static » is enabled. RIP and BGP ignore routing
information known via the other protocol.

APPENDIX 3 - SAMPLE SOCKET SEND AND RECEIVE ROUTINES

[rHR *okk * Rk

* Sample TCP/IP Socket program that SENDS a single message

bl i’

#include <stdio.h>
#include <unistd.h>
#include <stdlib.h>
#include <signal.h>
#include <string.h>
#include <memory.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>

/* TCP/IP DESTINATION and SERVICE ARE DEFINED BY THE RECEIVING CENTRE */
#define DESTINATION "localhost"

#define SERVICE 39000

#define GTS_LENFIELD 8

#define MAX_MSGSIZE 15000 /* value of the send buffer size, recommended: 4096 */

static void GetDestinationInfo();
static void SetupSocket();
static void SendData();

static void MakeConnection();

static struct sockaddr_in dest;
static int pr_sock;

/ * * * ok

* MAINLINE
* 1. Ignore SIGPIPE signals. These are generated if a connection
* is lost. By default they cause a program to terminate.
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* 2. Get information about the destination (GetDestinationInfo):
* - IP number (and name)

* - Service/Port number

* 3. Create a TCP/IP Socket (SetupSocket)

* 4. Connect to the destination centre (MakeConnection)

* 5. Send the message (SendData)

* 6. Close the socket (shutdown + close)

b i’

main(int argc, char *argv[])

{
signal (SIGPIPE,SIG_IGN);

GetDestinationInfo();
SetupSocket();
MakeConnection();
SendData();

/* shutdown(pr_sock,1) */
close(pr_sock);

}

* GET DESTINATION INFO

* Store the destination IP number and service number in a socket

* structure (dest).

* 1. Convert the destination name to an IP number (gethostbyname)
* 2. Store the IP number and service number in the "dest" structure.
/

static void GetDestinationInfo()
struct hostent *hp;

hp = gethostbyname (DESTINATION);
if (hp ==NULL ) {

printf("host error\n");

exit(1);

memset ((char *)&dest, 0, sizeof dest);

memcpy (&dest.sin_addr.s_addr, hp->h_addr, hp->h_length);
dest.sin_family = AF_INET;

dest.sin_port = SERVICE;

}

/
* SETUP SOCKET

* Setup a TCP/IP Socket

* 1. Create the socket

* 2. Set the socket KEEPALIVE option.

This enables the automatic periodic transmission of "check"

messages to be sent on the connection. If the destination

does not respond then it is considered broken and this process

is notified (by SIGPIPE or end-of-file)

*3. Set the socket REUSEADDR option. Enable quicker restarting of
terminated processes.

*4. Reduce the size of the Socket send buffer to reduce the amount of data lost
* if the connection fails.

static void SetupSocket()

E I R

{

int on=1;

int rc;

int buffsize = MAX_MSGSIZE;

pr_sock = socket (AF_INET, SOCK_STREAM, 0);
if (pr_sock < 0) {

printf("sock error\n");

exit(1);
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}

rc = setsockopt(pr_sock,SOL_SOCKET,SO_KEEPALIVE,(char *)&on,sizeof(on));
if (rc 1= 0) {
printf("keepalive error\n");

}

rc = setsockopt(pr_sock,SOL_SOCKET,SO_REUSEADDR,(char *)&on,sizeof(on));
if (rc 1= 0) {
printf("reuse error\n");

}

rc = setsockopt(pr_sock,SOL_SOCKET,SO_SNDBUF,(char *)&buffsize,sizeof(buffsize));
if (rc 1= 0) {
printf("unable to set send buffer size\n");

}
}

/
* MAKE CONNECTION
* Attempt to make a TCP/IP Socket connection to the destination on
* the agreed service/port number.
bbb ikl /
static void MakeConnection()

int length;

length = sizeof (dest);

if ( connect (pr_sock,(struct sockaddr *)&dest,length) == -1 ) {
printf("connection error\n");
exit(1);
}

printf("connected\n");

}

/
* SEND DATA
* Send a message on the socket (5 times actually).

*

* NOTE: A real program would check the return code from the write
* and if the write failed it would close the socket, raise an operator
* alarm, and then try to re-send from the start of the message

/

static void SendData()

{
char msg[MAX_MSGSIZE+1], bufferfMAX_MSGSIZE+GTS_LENFIELD+3];
int buflen, i, rc = 0;

strepy(msg,"\001\\r\n001\A\ANTTAAO01 AMMC 000000\r\r\n");
for (i=0;i<60;i++)

strcat(msg,"THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 0123456789\r\r\n");
strcat(msg,"\r\r\n\003");

sprintf(buffer,"%0*dAN%s",GTS_LENFIELD,strlen(msg),msg);
buflen = strlen(buffer);

for (i=0; i<5; i++) {
rc = write(pr_sock,buffer,buflen);
printf("write. rc = %d\n",rc);

}
}

/ * * * ok

* TEST TCP/IP SOCKET RECEIVING PROGRAM.
* Program is designed to give some ideas as to how to receive GTS
* style messages on a TCP/IP Socket connection.

108
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bl i’

#include <stdio.h>
#include <unistd.h>
#include <stdlib.h>
#include <signal.h>
#include <string.h>
#include <memory.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>

#define SERVICE 39000

#define MAX_MSGSIZE 15000

#define MAX_BUFLEN MAX_MSGSIZE + 100
#tdefine SOH 001"

#define ETX \003'

#define GTS_LENFIELD 8

#define GTS_SOCKET_HEADER 10

static void SetupService();

static void RecvData();

static void AcceptConnection();

static int ExtractMsg(char *buffer, int *buflen);
static int CheckMsgBoundaries (char *, int);
static int FindMessage (char *, int, int *);
static void ShiftBuffer (char *, int *, int);

static struct sockaddr_in dest;
static int pr_sock, msgsock;

static char bufferfMAX_BUFLEN+1];
static int buflen = 0;

/ * * * ok

* MAIN

* Listen for incoming IP calls and read any incoming messages on
* the first call established.

* 1. Ignore SIGPIPE signals. These are generated if a connection
* s lost. By default they cause a program to terminate.

* 2. Set-up a listening socket for incoming msgs (SetupService)

* 3. Accept the first call received (AcceptConnection)

* 4. Read any messages on this connection (RecvData)

* 5. Close the call and close the listening socket.

main(int argc, char *argv[])

{
signal (SIGPIPE,SIG_IGN);

SetupService();
AcceptConnection();
RecvData();

close(msgsock);
/* shutdown(pr_sock,1) */
close(pr_sock);

/

* SETUP SERVICE

* Listen for calls on a given Service/Port.

* 1. Create a socket

* 2. Set the socket KEEPALIVE option.

* This enables the automatic periodic transmission of "check"

* messages to be sent on the connection. If the destination

* does not respond then it is considered broken and this process

* is notified (by SIGPIPE or end-of-file)

* 3. Set the socket REUSEADDR option. Enable quicker restarting of
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*

terminated processes.
* 4. Bind the socket to the required Service/Port
* 5. Start listening for calls.

/
static void SetupService()
{
int on=1;
int rc;
/* adjust the TCP receive buffer size
int buffsize = MAX_MSGSIZE; */

memeset ((char *)&dest, 0, sizeof dest);
dest.sin_addr.s_addr = INADDR_ANY;
dest.sin_family = AF_INET;
dest.sin_port = SERVICE;

pr_sock = socket (AF_INET, SOCK_STREAM, 0);
if (pr_sock < 0) {

printf("sock error\n");

exit(1);

}

rc = setsockopt(pr_sock,SOL_SOCKET,SO_KEEPALIVE,(char *)&on,sizeof(on));
if (rc 1= 0) {

printf("keepalive error\n");

exit(1);

rc = setsockopt(pr_sock,SOL_SOCKET,SO_REUSEADDR,(char *)&on,sizeof(on));
if (rc 1= 0) {

printf("reuse error\n");

exit(1);

/* adjust the TCP receive buffer size
rc = setsockopt(pr_sock,SOL_SOCKET,SO_RCVBUF,(char *)&buffsize,sizeof(buffsize));
if (rc 1= 0){
printf("unable to set send receive size\n");
}
*/
rc = bind(pr_sock,(struct sockaddr *)&dest,sizeof dest);
if (rc<0){
printf("bind error\n");
exit(1);

rc = listen(pr_sock,1);
if (rc<0){
printf("listen error\n");
exit(1);
}

printf("listening\n");
}

[rHR *okk * Rk

* ACCEPT CONNECTION
* Wait for an incoming call (accept).
* Return the socket of the call established.

static void AcceptConnection()
int addrlen;
printf("waiting connection\n");
addrlen = sizeof(sockaddr_in);

msgsock = accept (pr_sock,&dest,&addrlen);
if ( msgsock < 0) {
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printf("accept error\n");
exit(1);

printf("connected\n");

}

[JrHR *kk * ok

* RECV DATA

* Read data from the message/call socket.

* Extract GTS messages from this data.

* Keep reading until the sender drops the call or there is an error.
/

static void RecvData()

{
int numr = 1;
int rc=0;

while (numr > 0 && rc >=0) {
numr = read(msgsock,buffer+buflen, MAX_BUFLEN-buflen);
if (numr > 0) {
buflen += numr;
buffer[buflen] = "\0';
printf("buffer = %s\n",buffer);
rc = ExtractMsg(buffer,&buflen);

}

-

EXTRACT MSG
DESCRIPTION
This function accepts a buffer of data on input, along with the
amount of data in the buffer, and extracts GTS messages from this
buffer.

Messages that are in the buffer are identified as follows...

- The first 8 bytes of the message buffer HAVE to be a message
length in character format.
If the length exceeds the GTS defined maximum message size, or
does not consist of numeric characters, then an error is returned
(lost synchronisation).

- Immediately following the message length is a 2 character
Message Type: "AN" = Alphanumeric, "BI" = binary, “FX” = Fax

- The GTS message begins with a SOH character, and is terminated
with a ETX character, if this does not occur, then an error is
returned (lost synchronization).

- If a GTS message is identified, then it is extracted and the
message is shifted out of the buffer.

- As there may be more than 1 message in the buffer, this function
will loop (extracting messages) until either and
error or incomplete message is detected.

RETURNS =0 - Nota complete message in the buffer.
<0 - Fatal error in the format of the buffer.
>0 - Success, the message(s) have been extracted

L I T R R T R R T R T R R R N I T R

static int ExtractMsg(char *buffer, int *buflen)

{
int rc, msglen;
char msg[MAX_MSGSIZE+1];

/* FIND THE FIRST MESSAGE IN THE BUFFER */
rc = FindMessage (buffer, *buflen, &msglen);
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/* WHILE A VALID MESSAGE LENGTH IS FOUND IN THE MESSAGE BUFFER... */
while (rc >0 ) {

/* ENSURE THAT THE FIRST CHARACTER AFTER THE MESSAGE LENGTH IS
A 'SOH' CHARACTER, AND THE LAST CHARACTER AS INDICATED BY
THE MESSAGE LENGTH IS AN 'ETX' CHARACTER. */

if ( (rc = CheckMsgBoundaries (buffer, msglen)) <0 )
continue;

/* PRINT THE EXTRACTED MESSAGE */
memcpy(msg,buffer+GTS_SOCKET_HEADER,msglen);
msg[msglen] = "\0';

printf("GTS MSG = \n%s\n",msg);

/* SHIFT THE JUST INJECTED MESSAGE OUT OF THE MESSAGE BUFFER,
AND LOOP BACK TO LOOK FOR A NEW MESSAGE. */

ShiftBuffer (buffer, buflen, msglen);

/* FIND THE FIRST MESSAGE IN THE SHIFTED BUFFER */
rc = FindMessage (buffer, *buflen, &msglen);

}

return (rc);

/
* FIND MESSAGE
* Check that the complete message is at the start of the buffer.
* 1. Check the first 8 characters which are the message length
* 2. Check the next 2 characters - Message Type
* 3. Check that the complete message, as defined by the "message length"
* field, is in the buffer.
* Return codes:
* 0 =message incomplete
1 = message complete
-1 =error
i * /
static int FindMessage (char *buffer, int buflen, int *mlen)
{
char charlen[GTS_LENFIELD+1];
int intlen;

*
*

*mlen = 0;

/* IF THE LENGTH OF THE PASSED MESSAGE BUFFER IS NOT GREATER THAN
10 CHARACTERS THEN RETURN 'INCOMPLETE'. */

if (buflen < GTS_SOCKET_HEADER ) {
return (0);

}

/* CHECK THAT THE MESSAGE TYPE IS VALID */
if (strncmp(buffer+GTS_LENFIELD,"AN",2) && strncmp(buffer+GTS_LENFIELD,"BI",2) &&
strncmp(buffer+GTS_LENFIELD,"FX",2)) {
printf("ERROR: Message Type field invalid");
return (-1);

/* EXTRACT THE MESSAGE LENGTH */
strncpy (charlen, buffer, GTS_LENFIELD);
charlen[GTS_LENFIELD] = "\0';

/* CHECK THAT THE MESSAGE LENGTH CHARACTER STRING COMPRISES
ENTIRELY OF DIGITS. RETURN AN ERROR IF THIS IS NOT THE CASE. */
if ( strspn (charlen, "0123456789") != strlen (charlen) ) {
printf("ERROR: length not numeric");
return (-1);
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}

/* CONVERT THE MESSAGE LENGTH CHARACTER STRING TO AN INTEGER. */
intlen = atoi (charlen);

/* CHECK THAT THE LENGTH EXTRACTED FROM THE BUFFER IS NOT GREATER
THAN THE GTS DEFINED MAXIMUM MESSAGE SIZE - RETURN AN ERROR IF
THIS IS THE CASE. */

if (intlen > MAX_MSGSIZE ) {
printf("ERROR: message overlength");
return (-1);

}

/* CHECK IF THE ENTIRE MESSAGE HAS BEEN RECEIVED. RETURN IF NOT */
if ( buflen < intlen + GTS_SOCKET_HEADER ) {
return (0);

}

*mlen = intlen;
return (1);

}

[JrHR *kk * *kk

* CHECK MSG BOUNDARIES

* Confirm the first character after the Socket Header is

*a SOH, and the last character in the message (given by the message
* length) is an ETX.

/
static int CheckMsgBoundaries (char *buffer, int msglen)

{

/* CHECK THAT THE FIRST CHARACTER (AFTER THE MESSAGE LENGTH
FIELD) IS AN SOH CHARACTER - RETURN AN ERROR IF IT ISN'T. */

if ( bufferfflGTS_SOCKET_HEADER] != SOH ) {
printf("ERROR: SOH not found\n");
return (-1);

}

/* CHECK THAT THE LAST CHARACTER (ACCORDING TO THE MESSAGE LENGTH
FIELD) IS AN ETX CHARACTER - RETURN AN ERROR IF IT ISN'T. */

if ( bufferimsglen+GTS_SOCKET_HEADER-1] 1= ETX ) {
printf("ERROR: ETX not found\n");
return (-1);

}

return (1);

}

/ * * * ok

* SHIFT BUFFER

* Shift the leading message in the buffer out of the buffer. This may
* either empty the buffer, or move all or part of a new message to the
* start of the buffer.

/
static void ShiftBuffer (char *buffer, int *buflen, int msglen)

{

int shiftlen;

/* CALCULATE THE AMOUNT OF DATA TO BE SHIFTED OUT OF THE BUFFER. */
shiftlen = msglen + GTS_SOCKET_HEADER;

/* SHIFT THE 'PROCESSED' DATA OUT OF THE BUFFER BY MOVING THE
UNPROCESSED DATA OVER THE TOP OF IT.
CALCULATE THE NEW AMOUNT OF DATA IN THE BUFFER. */

*buflen = *buflen - shiftlen;

memcpy (buffer, buffer + shiftlen, *buflen);
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APPENDIX 4 - SOME SECURITY ARRANGEMENTS FOR SMALL GTS CENTRES (OBSOLETE)

Appendix 4 has been removed from this Attachment. All IT Security material can now be found in the “Guide on
Information Technology Security” which is at

http://www.wmo.int/pages/prog/www/documents.html




APPENDIX 5 - REFERENCE MATERIAL

General references on TCP/IP

Internetworking TCP/IP Vol. 1 (2/E) - Douglas Comer - Prentice Hall

TCP/IP lllustrated Vol. 1. - Stevens - Addison-Wesley

TCP/IP Architecture, Protocols and Implementation - Feit - McGraw Hill

TCP/IP and Related Protocols - Black - McGraw Hill

TCP/IP Running a Successful Network - Washburn and Evans - Addison-Wesley
TCP/IP and ONC/NFS (2/E) - Santifaller - Addison-Wesley

Inside TCP/IP - Arnett et. al. - New Riders Publishing

Teach Yourself TCP/IP in 14 days - Parker - SAMS

Introduction to TCP/IP - Davidson - Springer

References on Security

Firewalls and Internet Security- Cheswick & Bellovin - Addison-Wesley
Building Internet Firewall — Chapman — O’Reilly

Practical Unix Security - Garfinkel & Spafford - O'Reilly

Internet RFC 2196 (Site security Handbook)

http://www.computersecuritynow.com: a website with a lot of reference documents on implementing security
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APPENDIX 6 - SUGGESTED PASSWORD MANAGEMENT PRACTICES (OBSOLETE)

Password management is a topic included in the IT Security discussion. All IT Security material can now be found in the
“Guide on Information Technology Security” which is at

http://www.wmo.int/pages/prog/www/documents.html

APPENDIX 7 - IP ADDRESSES FOR USE ON THE GTS
INTRODUCTION

The current “Recommended practices and procedures for the implementation, use and application of the Transmission
Control Protocol/Internet Protocol (TCP/IP) on the GTS” as given in the Manual on the GTS, Attachment 1I-15 (also
known as “Guide on the Use of TCP/IP on the GTS"”) describe guidelines and a procedure for assigning IP addresses to
GTS links which are no longer adequate. In particular, it states that a number of official class C IP addresses were
available through the WMO Secretariat to be assigned for GTS links. These sets of IP addresses are no longer officially
available, as a consequence of a strict application of Internet standards (RFCs) by Internet Authorities and Services
Providers, and unfortunately cannot be used on the GTS, as they may now be assigned to other organizations on the
Internet. The WMO Secretariat has therefore been instructed to discontinue the assignment of such IP addresses.

The Expert Team on Communication Techniques and Structure (ET-CTS) has been tasked to provide alternate solutions
to solve this issue.

This document is a provisional description of the available options and related guidance to mitigate this problem and
assist Members in their implementation. The included guidelines only concern the IP addressing. They do not change the
existing recommendations on how IP relates to X.25 or other IP functionality.

The ET-CTS will proceed with developing the proposed amendments to this Attachment to reflect the new recommended
practices for allocating IP addresses.

WHO CAN PROVIDE OFFICIAL IP ADDRESSES?

In order to build a network that interconnects many organizations from various countries in the world, it is essential to
maintain a standard in the addressing scheme, and to maintain uniqueness in the allocation of addresses to the various
organizations. The Internet community has identified this basic principle and created some official bodies to coordinate
the distribution of official IP addresses. Today, this responsibility belongs to the Internet Assigned Numbers Authority
(IANA), and its regional delegates, the relevant Regional Internet Registries:
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AfriNIC (African Network Information Centre) — Africa region

APNIC (Asia Pacific Network Information Centre) — Asia Pacific region

ARIN (American Registry for Internet Numbers) — Americas and Southern Africa

LACNIC (Regional Latin-American and Caribbean IP Address Registry) — Latin America and some Caribbean islands
RIPE NCC (Réseaux IP Européens Network Coordination Centre) — Europe and surrounding areas

These organizations further delegate the allocation of addresses to their regional Internet and telecommunications
suppliers through national Internet registries.

In this scheme, it is not the WMO'’s responsibility to allocate IP addresses. Since the GTS is not built as a unique network
under the complete authority of a single organization, the allocation of addresses must therefore go through the
respective national Internet registry or the appropriate Regional Internet Registry.

However, several countries now face the issue of the restriction of allocation of IP version 4 (IPv4) addresses and may
have difficulty obtaining official addresses. This problem is not an easy one to solve in the short term and provisional
measures may have to be taken to allow the further development of the GTS. The following guidelines explain how to
interconnect networks with and without the use of official IP addresses.

CONNECTING NETWORKS WITH OFFICIAL IP ADDRESSES
Using official IP addresses assigned directly to an organization (e.g. the NMS)

This remains the preferred option if it is feasible. It is basically the main procedure described in the existing “Guide on
Use of TCP/IP on the GTS”. It follows all the Internet rules and allows an organization to build a coherent network with
interconnections to the Internet, GTS and possibly other partner organizations. It is also the easiest configuration to
maintain.

In interconnecting two countries to form a GTS link, the two National Meteorological Services should decide which one
actually provides the address to the interconnecting link. The decision remains one of practicality for the countries. There
are no general rules that would favour one set of addresses over another one.

Using official IP addresses provided by a telecommunications supplier

This option is very similar to the previous one. The addresses supplied would be official and all the rules would of course
be followed.

It may require that a common telecommunications supplier be used between the two interconnecting organizations.

This option however has the drawback that a change in telecommunication suppliers may require a change in IP
addressing as original incumbent reclaims “his” addresses. Each organization should plan for this possibility ahead of
time and evaluate its impact on future operations. If these addresses are only used for link purposes and not for an
organization’s internal purposes, then this drawback may be of minimal impact.

Using IP version 6 (IPv6) addresses

The new IP version 6 (IPv6) protocol standard was designed in great part to address the shortage of IPv4 addresses.
Although the IPv6 protocol is available and supported in many telecommunication equipments available today, its
implementation requires much planning. In particular, IPv4 and IPv6 are not compatible without the use of gateways and
there are several operational tools still missing to make IPv6 usable for the GTS at this time. Converting to IPv6 would be
a major task that can not be imposed on our members until the industry is ready to take this step as a whole.

This option is therefore not available today. It is only mentioned here for completeness and will be further studied over
the next years.

CONNECTING NETWORKS WITHOUT OFFICIAL IP ADDRESSES
Using the “ip unnumbered” feature

Several network equipment suppliers (Cisco, 3Com, Juniper) have now introduced a feature in their configurations which
allows the implementation of links without the need for allocation of IP addresses. This feature is usually called the “ip
unnumbered*® feature. For example, Cisco provides a document on “Understanding and Configuring the ip unnumbered
Command* (see

http://www.cisco. com/warp/public/701/20.html

for details).

This feature is not a standard IP protocol feature, so it requires compatible equipment at both ends of the link to work
(most frequent situation anyhow).
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Routing between the two networks can be accomplished by binding the unnumbered interface to another existing
interface in the router (either a real LAN or virtual loopback interface). The use of this feature may introduce limitations in
routing flexibility.

Using RFC1918 — Addresses for private internets

The Internet Engineering Task Force (IETF) document “RFC1918 — Addresses for private internets” describes a set of
addresses reserved for use by organizations for sole intra-enterprise communications, without any intention to ever
directly connect to other enterprises or the Internet itself. Private internet addresses are sometimes referred to as “non-
official IP addresses” or “non-registered IP addresses”. Addresses for private internets are in fact official, but they are
not unique.

Therefore the use of these addresses does not require official registration. The main purpose of this scheme is to allow a
big organization to make use of a larger address space for its internal operations. As soon as the organization needs to
exchange with others, a gateway must be traversed to enter an area of officially assigned addresses to maintain overall
network coherence. This gateway must translate the internal RFC1918 addresses into official external IP addresses,
which must be obtained via the official bodies. The function (usually performed by a router or firewall) that does this
translation is called Network Address Translation (NAT). This address translation will also have the effect of
concentrating several RFC1918 internal addresses into a very small number of official addresses, thus preserving official
address space.

Although this scheme might seem attractive at first for our issue, the GTS is not the network of a single enterprise. At this
time, any number of the WMO Member NMHSs and related organizations may already make use of the RFC1918 in their
own networks, which may result in conflicting address allocations if the networks interconnect. A recommendation from
WMO for the use of RFC1918 is almost an impossible task, as the NMHSs may already be under guidelines of their own
government, which might conflict with a directive of WMO. However, interconnecting countries may find adequate
address space within RFC1918 in a bilateral agreement.

This option is therefore feasible as long as the following points are carefully considered, planned, maintained and
monitored:

1. Great care should be taken in selecting a proper RFC1918 set of addresses for links between organizations. It
is important that the selected addresses are not already in use by any of the involved organizations.

2. Great care should be taken to ensure that routing configurations do not allow the leaking of RFC1918
addresses into other organization’s network or worse, into the Internet.

3. Although this solution will work quite satisfactorily between a few countries, it cannot be expanded to many
directly interconnected countries, as the choice of RFC1918 addresses will get more and more complicated.

4. The IANA has reserved the following blocks in RFC1918.
10.0.0.0 - 10.255.255.255 (10/8 prefix)
172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

Since many organizations already use the 10.0.0.0/8 block internally and since the 192.168.0.0/16 block is
often used as default addresses by several equipment manufacturers, it is recommended that GTS links be used out of
the 172.16.0.0/12 block only if possible.

6. Furthermore, it is also recommended that the 172.16.0.0/12 be subnetted in a way to maximize the usage of the
address space. To that effect, GTS links can be subnetted to /30 bits. This allows 4 hosts per link (leaving the hosts
addresses 1 and 2 available to designate the 2 ends of a given link).

7. NMHS that consider using the RFC1918 addresses should consult with all potential NMHS with whom they
might establish a link in order to coordinate and plan the use of these subnets ahead of time. In the case of address
conflicts, other address schemes within RFC1918 might be used by bilateral agreement. The ET-CTS would like to be
informed of such issues if they arise to further develop this recommendation.

The use of RFC1918 addresses should not introduce security problems as long as the above points are well managed.
RECOMMENDATION

All the options described above can be used in the GTS. The order of preference is as follows:

1. Using official IP addresses assigned directly to an organization, e.g. the NMHS (preferred).
2. Using official IP addresses provided by a telecommunications supplier.

3. Using the “ip unnumbered” feature.

4. Using RFC1918 — Addresses for private internets.

The use of IPv6 on the GTS is not recommended at this time.
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It should be understood that all options that do not require official IP addresses are workarounds to mitigate the shortage
of addresses and must be used with care.

CONFIGURATION EXAMPLES

Option 1 — Using existing organization (NMHS) official IP addresses or Option 2 — Using Telecommunication Supplier
official IP addresses

This is the standard way to configure an interface between two networks.

Router A:

[

interface Ethernet0

ip address 131.238.17.11 255.255.255.0
I

interface Serial0

description 64Kbps leased line to router B
ip address 131.238.18.01 255.255.255.252
encapsulation ppp

bandwidth 64

I

i.p route 142.47.43.0 255.255.255.0 131.238.18.2
I

Router B:

|

interface Ethernet0

ip address 142.47.43.201 255.255.255.0
I

interface Serial0

description 64Kbps leased line to router A
ip address 131.238.18.02 255.255.255.252
encapsulation ppp

bandwidth 64

|

i.p route 131.238.17.0 255.255.255.0 131.238.18.1
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The proposed amendment to the Manual on the GDPFS, Volume |, relates to the review of the standardized
verification system for Long-range Forecasting (LRF), in line with the establishment of RCCs and RCC-
Networks: amendments to Part Il, Attachment 11.8.

PROPOSED AMENDMENTS TO THE MANUAL ON THE GDPFS RELATED TO LONG-RANGE
FORECASTS, VOLUME I, (WMO-No. 485)

Part II: Attachment 11.8, Executive Summary shall be amended to read:

[...]

1.1 Diagnostics. The SVS includes derived diagnostic measures and contingency tables. Estimates of
the statistical significance of the scores achieved are also included. Additional diagnostic measures are
suggested but are not incorporated into the Core SVS as yet.

1.2 Parameters. Key variables and regions are proposed. However producers are not limited to these
key parameters, thus all producers can contribute regardless of the structure of individual forecast systems.
The parameters to be verified are defined on three levels. Levels 1 and 2 define the core SVS and are
mandatory for GPCs.

Level 1: Diagnostic measures aggregated over regions and for indices
Level 2: Diagnostic measures evaluated at individual grid-points
Level 3: Contingency tables provided for individual grid-points.

[...]

1.4 System details. Details of the individual forecast systems employed.

1.5 Exchange of verification information and the Lead Centres for SVSLRF

SVSLREF verification results generated by GPCs are made available through a web site maintained by the
Lead Centre. The functions of the Lead Centre for SVSLRF include creating and maintaining a website for

the LRF verification information so that potential users would benefit from a consistent presentation of the
results. The address of the web site is http://www.bom.gov.au/wmo/Irfvs/.
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2. Diagnostics

Three diagnostic measures are incorporated in the Core SVS - Relative Operating Characteristics, reliability
diagrams and accompanying measure of sharpness, and Mean Square Skill Scores with associated
decomposition. Estimates of the statistical significance in the diagnostic scores are also included in the Core
SVS. The three diagnostics permit direct intercomparison of results across different predicted variables,
geographical regions, forecast ranges, etc. They may be applied in verification of most forecasts and it is
proposed that, except where inappropriate, all three diagnostics are used on all occasions by GPCs.
Tabulated information at grid-point resolution is also included but is not part of the core SVS. The tabulated
information may allow reconstruction of scores for user defined areas and calculation of other diagnostic

measures such as economic value.

[..]

2.3 Mean Square Skill Score and decomposition. To be used in verification of deterministic forecasts.
For Level 1, an overall bulk Mean Square Skill Score (MSSS) value is required and will provide a comparison
of forecast performance relative to “forecasts” of climatology. The three terms of the MSSS decomposition
provide valuable information on phase errors (through forecast/observation correlation), amplitude errors
(through the ratio of the forecast to observed variances) and overall bias. For Level 2, quantities pertaining
to the three decomposition terms should be provided. Additional terms relating to MSSS form part of the
Level 3 information.

2.4 Contingency tables. In addition to the derived diagnostic measures contingency table information
provided at grid-points for both probability and categorical deterministic forecasts constitutes Level 3 of the
SVSLRF and will allow RCCs and NMHSs (and in some cases end-users) to derive ROC, reliability, other
probability based diagnostics and scores for categorical deterministic forecasts for user defined geographical
areas.

[..]

3. Parameters

The key list of parameters in the SVS is provided below. Any verification for these key parameters
should be assessed using the SVS techniques wherever possible. Many long-range forecasts are
produced which do not include parameters in the key list (for example, there are numerous
empirical systems that predict seasonal rainfall over part of/or over an entire, country). The SVS
diagnostics should be used to assess these forecasts also, but full details of the predictions will
need to be provided.

Forecast can be made using different levels of post-processing typically no-post-processing (raw or
uncalibrated), simple correction of systematic errors (calibrated, i.e. calibration of mean and of
variance) and more complex correction using hindcast skill (recalibrated, e.g. Model Output
Statistics or perfect model approaches). Forecast producers should conduct verification on the
forecast output provided to users (e.g. on the final product after application of post-processing).
GPCs should provide verification on the final GPC products (which may include post-processing) to
the LC-SVSLREF. In this way forecast verification match the products which are made available by
GPCs to RCC and NMHS.

3.1 Level 1: Diagrams and scores to be produced for regions

GPCs should supply diagrams (e.g. ROC and reliability curves) in digital format as specified on the Lead
Centre for SVSLRF website.

3.1.1 Atmospheric parameters. Predictions for:

T2m (Screen Temperature) anomalies with standard regions (for GPCs):

[...]

Precipitation anomalies with standard regions (for GPCs):

[.]
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[.]

3.1.3 Scores to be used for deterministic forecasts
MSSS with climatology as standard reference forecast.

[...]
3.2 Level 2: Grid point data for mapping

3.2.1 Grid point verification data to be produced for each of the following variables. Verification should be
provided on a 2.5°x2.5° grid.
T2m (Screen Temperature)
Precipitation
SST (Sea Surface Temperature)

3.2.2 Verification parameters to be produced for deterministic verification
The necessary parameters for reconstructing the MSSS decomposition, the number of
forecast/observation pairs, the MSE of the forecasts and of climatology and the MSSS are all part
of the SVS. Significance estimates for the correlation, variance, bias, MSE and MSSS terms
should also be supplied.

[..]

3.4.1 Indices to be verified
Verification of Nifno3.4 region SST anomalies is mandatory for GPCs. Other indices may also
be provided.

Part II: Attachment 11.8, section 1 (Introduction) shall be amended to read:

The following sections present the detailed specifications for the development of a Standardised Verification
System (SVS) for Long-Range Forecasts (LRF) within the framework of a WMO exchange of verification
scores. The SVS for LRF described herein constitutes the basis for long-range forecast evaluation and
validation, and for exchange of verification scores. It will evolve and grow as more requirements are adopted.

Part II: Attachment 11.8, section 2 (Definitions), item 2.1 (Long-Range Forecasts) shall be amended to
read:

[...]

Seasons have been defined in the Northern Hemisphere as December-January-February (DJF) for winter
(summer in the Southern Hemisphere), March-April-May (MAM) for spring (Fall in the Southern Hemisphere),
June-July-August (JJA) for summer (winter in the Southern Hemisphere) and September-October-November
(SON) for Fall (spring in the Southern Hemisphere). Twelve rolling seasons are also defined e.g. MAM, AMJ,
MJJ. In the Tropical areas, seasons may have different definitions. Outlooks over longer periods such as
multi-seasonal outlooks or tropical rainy season outlooks may be provided.

This attachment is mostly concerned with the three-month or 90-day outlooks and the seasonal outlooks.

Part ll: Attachment I1.8, section 3 (SVS for Long-Range Forecasts) shall be amended to read:

Forecast can be made using different levels of post-processing typically no-post-processing (raw or
uncalibrated), simple correction of systematic errors (calibrated, i.e. calibration of mean and of
variance) and more complex correction using hindcast skill (recalibrated, e.g. Model Output
Statistics or perfect prognosis approaches). Forecast producers should conduct verification on the
forecast output provided to users (e.g. on the final product after application of post-processing).
GPCs should provide verification on the final GPC products (which may include post-processing) to
the LC-SVSLRF.

3.1 Parameters to be verified
Verification of the following parameters is mandatory for GPCs:

[...]
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C) SST anomaly
[...]

It is recommended that three levels of verification be done (with level 1 and 2 being mandatory for GPCs):

[...]
Aggregated verification (level 1) 3.1.1
Large scale verification statistics are required in order to evaluate the overall skill of the LRFs and ultimately
for assessing their improvements over time. These are bulk numbers calculated by aggregating verification
scores over all grid points within large regions; they will not necessarily reflect skill for any sub-region. For
GPCs, aggregated verification for the following regions is mandatory:

[...]
Grid point verification (level 2) 3.1.2
The grid point verification is recommended for a regionalised assessment of the skill of the model. The
verification latitude/longitude grid is recommended as being 2.5° by 2.5°, with origin at 0°N, 0°E. GPCs
should supply grid point verification to the Lead Centre for visual rendering. The formats for supplying
derived verification are specified on the Lead Centre website.

[...]
3.1.3  Contingency tables (level 3)

Level 1 (mandatory for GPCs)

Parameters Verification regions Deterministic Probabilistic
(minimum for (minimum for GPCs) forecasts forecasts
GPCs)

[.]

Level 2 (mandatory for GPCs)

Parameters Verification regions Deterministic Probabilistic
forecasts forecasts
[...]
Level 3
Parameters Verification regions Deterministic Probabilistic
forecasts forecasts
[...]
3.1.4 Summary of the SVS

The following gives a summary of parameters, validation regions and diagnostics that form the SVS. The
required periods, lead-times and stratification against the state of ENSO are given in section 3.2.

The number of realisations of LRF is far smaller than in the case of short term numerical weather prediction
forecasts. Consequently it is essential as part of the core SVS, to calculate and report error bars and level of
significance (see section 3.3.5).

In order to handle spatial forecasts, predictions for each point within the verification grid should be treated as
having an individual forecasts but with all results combined into the final outcome. The same approach is
applied when verification is done at stations. Categorical forecast verification can be performed for each
category separately.

Similarly, all forecasts are treated as independent and combined together into the final outcome, when
verification is done over a long period of time (10 or more years, for example).

Stratification of the verification data is based on forecast period, lead time and verification area. Stratification
by forecast period should, for T2m and precipitation, be by 4 conventional seasons for Level 1. For Levels 2
and 3 stratification should be on 12 rolling seasons (section 2.1) if available, otherwise 4 conventional
seasons should be used. Verification results for different seasons should not be mixed. Verification should
be provided for all periods and lead times for which forecasts are supplied. Stratification according to the
state of ENSO (where there are sufficient cases) should be as follows:

[.]



LY alaill L3all (2010) ALY B ) sall G sl gl Ly el 150

3.3 Verification scores
The MSSS and ROC verification skill scores are to be used.

[.]

= MSSS, provided as a single bulk number, is mandatory for level 1 verification in the core SVS. MSSS
together with its three term decomposition are also mandatory for level 2 verification in the core SVS.

Contingency tables and scores for categorical deterministic forecasts 3.3.2
For two- or three-category deterministic forecasts the SVSLRF includes full contingency tables,
because it is recognized that they constitute the most informative way to evaluate the performance
of the forecasts. These contingency tables then form the basis for several skill scores that are
useful for comparisons between different deterministic categorical forecast sets (Gerrity, 1992) and
between deterministic and probabilistic categorical forecast sets (Hanssen and Kuipers, 1965)
respectively.

The contingency tables may cover all combinations of parameters, lead times, target months or
seasons, and ENSO stratification (when appropriate) at every verification point for both the
forecasts and (when appropriate) damped persistence. [...]

[...]
[.]

= Contingency tables for deterministic categorical forecasts (such as in Table 3) form part of level 3
verification in the SVS. These contingency tables can provide the basis for the calculation of several
scores and indices such as the Gerrity Skill Score, the LEPSCAT or the scaled Hanssen and Kuipers
score and others.

3.3.3 ROC for probabilistic forecasts

[...]

HR and false alarm rate FAR are calculated for each probability threshold P,, giving N points on a graph of
HR (vertical axis) against FAR (horizontal axis) to form the Relative Operating Characteristics (ROC) curve.
This curve, by definition, must pass through the points (0,0) and (1,1) (for events being predicted only with
>100% probabilities (never occurs) and for all probabilities exceeding 0% respectively). No-skill forecasts
are indicated by a diagonal line (where HR=FAR); the further the curve lies towards the upper left-hand
corner (where HR=1 and FAR=0) the better

[...]

= Contingency tables for probabilistic forecasts (such as in Tables 5 and 6) form part of level 3 verification
in the SVS. For GPCs ROC curves and ROC areas are mandatory for level 1 verification in the core SVS
while ROC areas only are mandatory for level 2 verification in the core SVS.

34 Hindcasts

In contrast to short- and medium-range dynamical Numerical Weather Prediction (NWP) forecasts, LRF are
produced relatively few times a year (for example, one forecast for each season or one forecast for the
following 90-day period, issued every month). Therefore the verification sampling for LRF may be limited,
possibly to the point where the validity and significance of the verification results may be questionable.
Providing verification for a few seasons or even over a few years only may be misleading and may not give a
fair assessment of the skill of any LRF system. LRF systems should be verified over as long a period as
possible in hindcast mode. Although there are limitations on the availability of verification data sets and in
spite of the fact that validating numerical forecast systems in hindcast mode requires large computer
resources, the hindcast period should be as long as possible. The recommended period for the exchange of
scores is provided on the Lead Centre web site (http://www.bom.gov.au/wmol/Irfvs/).

[..]

= Verification results over the hindcast period are mandatory for the exchange of LRF verification scores.
Producing centres have to send new hindcast verification results when their forecast system is changed.
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3.5 Real-time monitoring of forecasts

It is recommended that there be regular monitoring of the real time LRFs. It is acknowledged that this real-
time monitoring is neither as rigorous nor as sophisticated as the hindcast verification; nevertheless it is
necessary for forecast production and dissemination. It is also acknowledged that the sample size for this
real-time monitoring may be too small to assess the overall skill of the models. However, it is recommended
that the forecast and the observed verification for the previous forecast period be presented in visual format
to the extent possible given the restrictions on availability of verification data.

Real-time monitoring of forecast performance is an activity for the GPCs rather than the LC-SVSLRF. GPCs
are free to choose the format and content of real-time monitoring information.

Part II: Attachment 11.8, section 4 (Verification data sets) shall be amended to read:

The same data should be used to generate both climatology and verification data sets, although the forecast
issuing Centres/Institutes own analyses or reanalyses and subsequent operational analyses may be used
when these are locally preferred.

Many LRFs are produced that are applicable to limited or local areas. It may not be possible to use the data
in either the recommended climatology or verification data sets for validation or verification purposes in these
cases. Appropriate data sets should then be used with full details provided.

[..]

Part II: Attachment 11.8, section 5 (System Details) shall be amended to read:

Information must be provided on the system being verified. This information should include (but is not
restricted to):

1. Whether the forecast system is numerical, empirical or hybrid.

2. Whether the system forecasts are deterministic or probabilistic

3. Model type and resolution.

4. Ensemble size (if applicable).

[..]

Part II: Attachment 11.8, section 6 (Lead Centres for SVSLRF) shall be amended to read:

6. EXCHANGE OF VERIFICATION INFORMATION AND THE LEAD CENTRES FOR
SVSLRF

The WMO Fourteenth Congress endorsed the designation by CBS (Ext. 02) of WMC Melbourne and the
Canadian Meteorological Centre Montreal as Co-Lead Centres for verification of long-range and forecasts.
The co-lead centre functions include creating and maintaining coordinated Web sites for the display of GPC
LRF verification information, so that potential users would benefit from a consistent presentation of the
results. The goal is to help the RCCs and NMHSs to have a tool for improving the long-range forecasts
delivered to the public. Congress urged all Members to actively participate in that activity as either users or
producers of LRF verification information to assure the use of the best available products.

6.1 Role of lead centre

6.1.1 Create, develop and maintain web-site (the “SVSLRF web site”) to provide access to the GPC LRF
verification information. The address of the web site is http://www.bom.gov.au/wmo/irfvs/. The web-site will:

0] Provide access to standardized software for calculating scoring information (ROC curves, areas,
contingency table scores, hit rates, ...).

(i) provide consistent graphical displays of the verification results from GPCs through processing of
digital versions of the results;

(iii) contain relevant documentation and links to the web sites of global-scale producing centres (GPCs);
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The proposed amendments to the Manual on the GDPFS, Volume |, relate to the establishment of new
standardized procedures related to verification of both deterministic NWP and EPS. These proposed
amendments include:

. Standardized verification of deterministic NWP products: amendments to Part Il, Attachment 1.7,
Table F;

. EPS verification requirements: amendments to Part Il, Attachment 11.7, Table F;

. Lead Centre for Deterministic NWP Verification (LC-DNV): Part Il, new Attachment 11.14.

PROPOSED AMENDMENTS TO THE MANUAL ON THE GDPFS RELATED TO STANDARDIZED
PROCEDURES RELATED TO VERIFICATION OF BOTH DETERMINISTIC NWP AND EPS, VOLUME |,
(WMO-No. 485)

Part lI: Attachment 11.7, Table F, sections | (Verification Against Analysis) and Il (Verification Against
Observations) shall be replaced by a single new section | (Standardized Verification of Deterministic
NWP Products), with the existing formula; and rename section lll (Standard Verification Measures of
EPS) as section ll. The new section | shall read as follows:

| - STANDARDIZED VERIFICATION OF DETERMINISTIC NWP PRODUCTS

1. Introduction

This section presents detailed procedures for the production and exchange of a standard set of verification
scores for deterministic NWP forecasts produced by GDPFS centres. The goal is to provide consistent
verification information on the NWP products of GDPFS participating centres for forecasters in the NMHSs
and to help the GDPFS Centres compare and improve their forecasts. Scores will be exchanged between
the participating producing centres via the Lead Centre for DNV. The Lead Centre functions, as described in
Attachment 11.14, include creating and maintaining a website for Deterministic NWP verification information,

so that potential users will benefit from a consistent presentation of the results.

The term “deterministic NWP” refers to single integrations of NWP models providing products defining single
future states of the atmosphere (as distinct from ensemble prediction systems where multiple integrations
provide a range of future states).

The standardized verification should provide key relevant information appropriate to the state-of-the-art in
NWP, while being as simple and as easy to implement as possible, and ensuring a consistent
implementation across participating centres, in particular in the interpolation to verification grid, and use of a
common climatology and set of observations.

2. Verification statistics

The following subsections define two sets of verification statistics. A minimum mandatory set shall be
provided by all participating centres. A set of additional recommended statistics is also defined which all
centres should provide if possible. The current specifications are for the verification of upper-air fields. The
specifications will be expanded as recommended procedures for surface parameters are developed and in
response to changing user requirements. The detailed procedures are required to ensure it is possible to

compare results from the different participating centres in a scientifically valid manner.

3. Parameters

Extra-tropics
Mandatory
. Mean sea-level pressure
. Geopotential height at 850, 500 and 250 hPa



153 a5l

. Temperature at 850, 500 and 250 hPa
o Wind at 850, 500 and 250 hPa

Additional recommended
. Geopotential height, temperature, wind at 100 hPa
. Relative humidity at 700 hPa

Tropics
Mandatory

. Geopotential height at 850 and 250 hPa
. Temperature at 850 and 250 hPa
. Wind at 850 and 250 hPa

Additional recommended
. Relative humidity at 700 hPa

4. Forecast times

Scores shall be computed daily for forecasts initialised at 00 UTC and 12 UTC separately. For those centres
not running forecasts from either 00 UTC or 12 UTC, scores may be provided for forecasts initiated at other
times and must be labelled as such.

5. Forecast steps

Mandatory: forecast steps 24h, 48h, 72h, ... 240h or end of forecast
Additional recommended: 12-hourly throughout forecast (12h, 24h, 36h, ...)

6. Verification against analyses

6.1 Grid and interpolation
All parameters shall be verified against the centre’s own analysis on a regular 1.5° x 1.5° grid.

In selecting the verification grid, consideration has been given to the variety of resolutions of current global
NWP models, the resolved scales of models (several grid-lengths), the resolution of the available
climatologies, the potential to monitor long-term trends in performance (including earlier, lower resolution
forecasts) and computational efficiency.

Interpolation of higher resolution model fields to the verification grid shall be performed to retain features at
the scale of the verification grid but not to introduce any additional smoothing. The following procedures shall
be used:

o Spectral fields: truncate to equivalent spectral resolution (T120) for verification grid

. Grid point fields: use area-weighting to interpolate to verification grid

For scores requiring a climatology the climatology is made available via the LC-DNV website on the
verification grid and needs no further interpolation.

6.2 Areas

Northern hemisphere extra-tropics 90°N - 20°N, inclusive, all longitudes
Southern hemisphere extra-tropics 90°S - 20°S, inclusive, all longitudes

Tropics 20°N - 20°S, inclusive, all longitudes

North America 25°N-60°N 50°W-145°W

Europe/North Africa 25°N-70°N 10°W-28°E

Asia 25°N-65°N 60°E—-145°E

Australia/New Zealand 10°S-55°S 90°E-180°E
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7. Verification against observations
71 Observations

All parameters shall be verified against a common set of radiosondes. The list of radiosonde observations for
each area is updated annually by the CBS Lead Centre for radiosonde monitoring. The chosen stations’ data
must be available to all the centres and be of sufficient quality on a regular basis. Consultation with all
centres (usually by electronic mail) is desirable before establishing the final list. The current list is available
via the website of the LC-DNV. The LC-DNV will contact all participating centres when the new list is

available and inform them of the date from which the new list shall be used.

The observations used for verification shall be screened to exclude those with large errors. In order to do
this, it is recommended that centres exclude values rejected by their objective analysis. Moreover, centres
which apply a correction to the observations received on the GTS to remove biases (e.g. radiation

correction), should use the corrected observations to compute verification statistics.

7.2 Interpolation
Verification shall be made using the nearest native model grid point to the observation location.
7.3 Areas

The seven networks used in verification against radiosondes consist of radiosonde stations located in the
following geographical areas:

Northern hemisphere extra-tropics 90°N - 20°N, inclusive, all longitudes
Southern hemisphere extra-tropics 90°S - 20°S, inclusive, all longitudes

Tropics 20°N - 20°S, inclusive, all longitudes

North America 25°N-60°N 50°W-145°W

Europe/North Africa 25°N-70°N 10°W-28°E

Asia 25°N-65°N 60°E—-145°E

Australia/New Zealand 10°S-55°S 90°E-180°E

The list of radiosonde stations to be used for each area is updated annually by the CBS Lead Centre for
radiosonde monitoring (see subsection 7.1)

8. Scores

The following scores are to be calculated for all parameters against both analysis and observation.

Wind
Mandatory:
e rms vector wind error

Other parameters:
Mandatory
e Mean error
e Root mean square (rms) error
e Correlation coefficient between forecast and analysis anomalies (not required for obs)
o S1 score (for MSLP only)

Additional recommended
e mean absolute error
e rms forecast and analysis anomalies
e standard deviation of forecast and analysis fields

8.1 Score definitions

The following definitions should be used
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Where:
X = the forecast value of the parameter in question
X, = the corresponding verifying value
X, = the climatological value of the parameter
n = the number of grid points or observations in the verification area
M. = the mean value over the verification area of the forecast
anomalies from climate
M, = the mean value over the verification area of the analysed

anomalies from climate

V= the forecast wind vector
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The weights W, applied at each grid point or observation location are defined as
Verification against analyses: W; = COS ¢i , cosine of latitude at grid point i

Verification against observations: W, = 1/n, all observations have equal weight

9. Exchange of scores

Each centre shall provide scores monthly to the LC-DNV. Details of the procedure and the required format
for the data are provided on the website of the LC-DNV. All scores (daily or 12-hourly) for all forecasts
verifying within a month shall be provided as soon as possible after the end of that month.

10. Climatology

To ensure consistency between results from different centres a common climatology shall be used for those
scores requiring a climatology. All centres shall use the climatology provided via the LC-DNV website.

A daily climatology of upper-air parameters are available for both 00 UTC and 12 UTC. This provides an up-
to-date estimate of climate characteristics for each day of the year, including climate mean, standard
deviation and selected quantiles of the climate distribution. These latter statistics are required for the CBS
standardized verification of EPS forecasts.

The data is made available in Grib format. Information on access to the data and further documentation are
provided on the LC-DNV website.

11. Monthly and annual averaged scores

Where average scores are required over a defined period, the averaging shall be made using the following
procedures:

Linear scores (mean error, mean absolute error) - mean

Non-linear score should be transformed to appropriate linear measure for averaging
mean of MSE;
Z-transform for correlation

For a defined period, the average shall be computed over all forecasts verifying during the period. Averages
shall be computed separately for forecasts initiated at 00 UTC and 12 UTC and both sets of average values
provided.

Annual averages of the daily scores are included in the yearly Technical Progress Report on the Global
Data-processing System. These statistics are for the 24, 72 and 120 h forecast and include the rms vector
wind error at 850 hPa (tropics area only) and 250 hPa (all areas) as well as the rms error of geopotential
heights at 500 hPa (all the areas except for tropics). A table of the number of observations per month should
also be part of the yearly report.

12. Confidence Intervals
Bootstrapping*. Will be done by LC-DNYV if daily scores are provided.

Note™: Introduction:
Any verification score must be regarded as a sample estimate of the "true" value for an infinitely large
verification dataset. There is therefore some uncertainty associated with the score's value, especially
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when the sample size is small or the data are not independent. Some estimate of uncertainty (i.e.
confidence intervals) must be used to set bounds on the expected value of the verification score. This
also helps to assess whether differences between competing forecast systems are statistically
significant. Typically confidence intervals of 5% and 95% are used.

Suggested method to calculate the Confidence Intervals (Cl):

Mathematical formulae are available for computing Cls for distributions which are binomial or normal.
In general, most verification scores cannot be expected to satisfy these assumptions. Moreover, the
verification samples are often spatially and temporally correlated, especially at longer forecast ranges.
A non-parametric method such as the block bootstrap method handles spatially or temporally
correlated data.

As described in Candille et al.(2007), a bootstrap technique for computing Cls involves recomputing
scores numerous times after randomly extracting samples from the data set and then replacing them,
again randomly, from the original data set. The correlation between forecasts on subsequent days is
accounted for by extracting and replacing blocks of samples from the data set, rather than individual
samples. Based on a calculation of the autocorrelation between forecasts on subsequent days, it is
concluded that blocks of 3 days may be used to calculate the 5% and 95% confidence intervals.

References:

- WMO/TD No. 1485 Recommendations for verification of QPF.

- G. Candille, C. Coté, P. L. Houtekamer, and G. Pellerin, 2007: Verification of an Ensemble Prediction
System against Observations, Monthly Weather Review, Vol. 135, pp2688-2699

13. Documentation

Participating centres shall provide to the LC-DNV information on their implementation of the standardized
verification system annually, shall confirm to the LC-DNV any changes to its implementation (including the
annual change of station list, changes in additional statistics) and changes in their NWP model.

Part II: Attachment 1.7, Table F, section lll (Standard Verification Measures of EPS), renamed as
section Il, shall be amended to read:

[...]

Probabilities

Probabilistic scores (excluding the CRPS) are exchanged in the form of reliability tables. Details of the format
of the exchange of verification data are provided on the website of the Lead Centre for verification of EPS.

List of parameters
[...]
Observations for EPS verification should be based on the GCOS list of surface network (GSN).
Verification of precipitation may alternatively be against a proxy analysis i.e. short range forecast from
the control or high-resolution deterministic forecast, e.g. 12-36h forecast to avoid spin-up problems.
[...]
Scores
Brier Skill Score (with respect to climatology) (see definition below*)
Relative Operating Characteristic (ROC)
Relative economic value (C/L) diagrams
Reliability diagrams with frequency distribution
Continuous Rank Probability Score (CRPS)

NOTES: Annual and seasonal averages of the Brier Skill Score at 24, 72, 120, 168 and 240 hours for Z500
and T850 should be included in the yearly Technical Progress Report on the Global Data-
processing and Forecasting System.

In the case of CRPS, centres are encouraged to submit this for both EPS and the deterministic
(control and high-resolution) forecast as well - CRPS for deterministic forecast is equal to the mean
absolute error.

In Part ll, add new Attachment I11.14 as follows:
ATTACHMENT I1.14

FUNCTIONS OF LEAD CENTRE FOR DETERMINISTIC NWP VERIFICATION (LC-DNV)

The Lead Centre functions include creating and maintaining a website for Deterministic NWP verification
information, so that potential users will benefit from a consistent presentation of the results. The goal is to
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provide verification information on the NWP products of GDPFS participating centres for forecasters in the
NMHSs and help the GDPFS Centres improve their forecasts. Congress urged all Members to actively
participate in that activity as either users or producers of Deterministic NWP verification information to assure
the best use of the available products.

Note: * The “deterministic NWP” refers to single integrations of NWP models providing products defining single future
states of the atmosphere (as distinct from ensemble prediction systems where multiple integrations provide a range of
future states).

The purpose of the LC-DNV shall be to create, develop and maintain the website to provide access to the
Deterministic NWP verification information. The choice of verification statistics, the content of the
documentation, the information on interpretation and use of the verification data will be determined and
revised by the CBS. The address of the website is .................

1. The LC-DNV shall:

a) Provide the facility for the GDPFS participating Centres to automatically deposit their
verification statistics in the agreed format, and give all participating Centres access to these
verification statistics

b) Maintain an archive of the verification statistics to allow the generation and display of trends
in performance

c) provide specifications defining the format of the data to be sent by the GDPFS participating
Centres to the LC-DNV (specification to be defined in consultation with the CG-FV)

d) Monitor the received verification statistics and consult with the relevant participating centre if
data is missing or suspect

e) Provide on its website access to the standard procedures required to perform the verification

f) Provide access to standard data sets needed to perform the standard verification, including
climatology and lists of observations and keep this up to date according to CBS
recommendation

g) Provide on its website

0 consistent up-to-date graphical displays of the verification results from participating
Centres through processing of the received statistics

0 relevant documentation and links to the websites of GDPFS participating Centres;

0 contact details to encourage feedback from NMHSs and other GDPFS Centres on
the usefulness of the verification information

2. The LC-DNV may also:
(a) Provide access to standardized software for calculating scoring information.
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The proposed amendments to the Manual on the GDPFS, Volume |, relate to the establishment of a new
designation and new procedures related to the ERA. These proposed amendments include:

. Designation of RSMCs with activity specialization in the provision of atmospheric modelling (for
environmental emergency response and/or backtracking): amendments to Part |, Appendix I-1;

. Data provision by RSMCs with activity specialization in the provision of atmospheric modelling (for
environmental emergency response and/or backtracking): amendments to Part Il, Appendix II-7.

PROPOSED AMENDMENTS TO THE MANUAL ON THE GDPFS RELATED TO EMERGENCY
RESPONSE ACTIVITIES, VOLUME |, (WMO-No. 485)

Part I: Appendix I-1, section 3 (The RSMCs with activity specialization are the following:), add “RSMC
Vienna (backtracking only)” to the list of RSMCs with activity specialization in the provision of
atmospheric modelling (for environmental emergency response and/or backtracking), as follows:

3. The RSMCs with activity specialization are the following:

[..]

Provision of atmospheric transport modelling (for environmental emergency response and/or backtracking)

RSMC Beijing

RSMC Exeter

RSMC Melbourne

RSMC Montreal

RSMC Obninsk

RSMC Offenbach (backtracking only)
RSMC Tokyo

RSMC Toulouse

RSMC Vienna (backtracking only)
RSMC Washington

Part II: Appendix II-7, section 2 (Basic set of products) shall be amended to read:
2. Basic set of products
Seven maps consisting of:
(@) Three-dimensional trajectories starting at 500, 1 500 and 3 000 m above the ground, with particle
locations at six-hour intervals (main synoptic hours up to the end of the dispersion model forecast);
(b) Time-integrated airborne concentrations within the layer 500 m above the ground, in Bq s m™ for
each of the three forecast periods;
(c) Total deposition (wet + dry) in Bq m~2 from the release time to the end of each of the three
forecast periods.

Part Il: Appendix II-7, section 5 (General rules for displaying results), paragraph 4 (Specific

guidelines for concentration and deposition maps:), item (a) shall be amended to read:

5. General rules for displaying results

[...]

Specific guidelines for concentration and deposition maps:

(a) Adopt a maximum of four concentration/deposition contours corresponding to powers of 10 with minimum
values not less than 10°°Bq s m™ for time-integrated airborne concentrations and not less than 10?°Bq
m™ for total deposition;
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The proposed amendment to the Manual on the GDPFS, Volume |, relates to the designation of Regional
Climate Centres (RCCs) and RCC-Networks for climate sensitive areas that fall within the responsibilities of
more than one Regional Association (e.g. Polar Regions): amendments to Part Il, Appendix 11-10.

PROPOSED AMENDMENTS TO THE MANUAL ON THE GDPFS RELATED TO THE DESIGNATION OF
RCCs AND RCC-NETWORKS, VOLUME I, (WMO-No. 485)

Part Il: Appendix II-10 (Designation and mandatory functions of Regional Climate Centres (RCCs) and
RCC-Networks), insert a new paragraph after paragraph 1, and rename paragraphs 2 and 3 as
paragraphs 3 and 4. The new paragraph shall read as follows:

2. WMO RCCs or WMO RCC-Networks might be established, by request of the Members of the Regional
Associations concerned, for climate-sensitive areas whose boundaries extend beyond or are outside those of
a single Regional Association.

(CBS-Ext. (10)) 7 4xasill 5 (38 all

The proposed amendment to the Manual on the GDPFS, Volume |, relates to sections related to exchange of
products between centres, in line with the establishment and development of the WMO Information System
(WIS): amendments to Part Il, section 5.

PROPOSED AMENDMENTS TO THE MANUAL ON THE GDPFS RELATED TO THE EXCHANGE OF
PRODUCTS BETWEEN CENTRES, VOLUME I, (WMO-No. 485)

Part II: section 5 (Exchange of products between centres), in paragraph 5.1 (Times of availability of
products), items 5.1.1 and 5.1.2 shall be merged and amended to read: (delete NOTE)

5.1.1 Processed data (products) required for real-time and non-real time purposes shall reach the national
Meteorological Service sufficiently quickly to be of effective use in its associated timescale. Both
observational and processed data shall therefore be handled rapidly by both the GDPFS and the WIS/GTS.
On the WIS/GTS, transmission of observational data shall have priority over the transmission of processed
data.

Part II: section 5 (Exchange of products between centres), in paragraph 5.2 (Programmes of output
products), shall be amended to read:

5.2.2 Members shall establish programmes of output products for general distribution by their WMCs and/or
RSMCs, taking into account requirements of other Members and the WIS/GTS operational arrangements
required to handle and distribute these products.

[...]

5.2.3 In order to avoid overloading the WIS/GTS, Members should limit requests by their NMCs for products,
taking into account the following considerations:

[.]

Part II: section 5 (Exchange of products between centres), in paragraph 5.3 (Transmission priorities
for GDPFS products), insert new sub-paragraph 5.3.1 instead of a NOTE, and rename sub-paragraphs
5.3.1 to 5.3.11 accordingly. Paragraph 5.3 shall be amended to read:

5.3.1 Transmission priorities for GDPFS products described in this section are intended as guidance to
GDPFS centres on providing observational data and output products to the WIS/GTS in the proper sequence.
As regards the relay and distribution of information by WIS centres, the provisions of the Manual on the
Global Telecommunication System and the Manual on WIS apply.
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5.3.24 Transmission priorities for global and regional model products (merge existing sub-paragraphs
5.3.1 and 5.3.2; delete NOTE)

5.3.24.1 Priorities for the transmission of global model output products should be used when several
such WMC and RSMC products are available at the same time. Priorities for transmission of regional model
products should be based on the requirements for interregional exchange of RSMC products.

5.3.3 Transmission priorities after transmission outages on the MTN and its branches (merge items (a)
and (b), and rename them as sub-paragraph 5.3.3.1; delete NOTES (1 and (2))

In case of WIS centre or communication link failure, WIS/GTS provisions for backup apply. After
transmission outages that have disrupted the normal information exchange, normal transmission schedules
of observational data should be resumed no later than the first main standard time of observation following
the cessation of the outage. Procedures for the transmission of accumulated meteorological data should not
interfere with the resumption of normal transmission schedules. If these data are redundant, they should not
be transmitted.

5.3.4 Transmission priorities for global and regional model products after outages (merge existing sub-
paragraphs 5.3.4 and 5.3.5; delete NOTE)

5.3.4.1 Global and regional model products from RSMCs accumulated due to communication link disruption
should be transmitted with the least possible delay. The regional model products should have a higher
priority than global model products for transmission after outages.

5.3.5 Priority of observational data over processed data (merge existing sub-paragraphs 5.3.6 and 5.3.7;
delete existing sub-paragraphs 5.3.7.2 and 5.3.8, and NOTE)

5.3.5.1 Until such time as all centres are in a position to convert output products in GRIB, GRID and/or
BUFR code form into pictorial form, Members should transmit certain of their WMC and RSMC products also
in pictorial form in addition to alphanumeric and/or binary form.

NOTES:
(1) Members are encouraged to transmit processed information in the GRID, GRIB and/or BUFR code forms.

(2) As Members develop the capability at their centres for transforming these products from GRID, GRIB
and/or BUFR to pictorial form, the pictorial transmission will be discontinued, where appropriate.

5.3.7 Procedures and formats for the exchange of monitoring results

[...]

5.3.8 Standards in the provision of international services by Regional Specialized Meteorological Centres
(RSMCs) for atmospheric modelling in radiological environmental emergency response

5.3.8.1 The designated RSMCs with activity specialization in the provision of international services for
atmospheric transport modelling in radiological environmental emergency response shall implement agreed
standard procedures and products, given in Appendix II-7.

5.3.9 Standards in the provision of international services by Regional Specialized Meteorological Centres
(RSMCs) for atmospheric transport modelling in backtracking

5.3.9 .1 The designated RSMCs with activity specialization in the provision of international services for
atmospheric transport modelling in backtracking shall implement agreed standard procedures and products.
Standards in the provision of international services by RSMCs for CTBT Verification support are given in
Manual on GDPFS, Appendix II-9.

Part Il: section 5 (Exchange of products between centres), delete paragraph 5.4 (Responsibilities of
Members for providing information on their real-time data-processing activities)
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MIGRATION MATRIX

Category of traditional Nov. Nov. Nov. Nov. Nov. Nov. Nov. Nov. Nov. Nov. Nov. Nov.
Alphanumeric Codes (TAC) |2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016
Cat.1: Common |

SYNOP, SYNOP MOBIL Parallel distribution

PILOT, PILOT MOBIL Start operational exchange Migration complete of TAC and TDCF stopped

TEMP, TEMP MOBIL
TEMP DROP, CLIMAT

Cat.2: Satellite observations
SARAD, SAREP,
SATEM, SATOB

Migration complete

Parallel distribution

of TAC and TDCF stopped

Cat.3: Aviation
METAR, SPECI, TAF
AMDAR

Migration complete

Start operational exchange

Eart experimental exchange

<]

Migration complete

Cat.4: Maritime
BUOY, TRACKOB,
BATHY, TESAC,
WAVEOB, SHIP,
CLIMAT SHIP,
PILOT SHIP,
TEMP SHIP,
Argos data

Start operational exchange

>

Start experimental exchange

Migration complete

Migration complete

Parallel distribution
of TAC and

TDCF stop

ped

Cat.5: Miscellaneous
RADOB, IAC,
IAC FLEET,
GRID, RADOF

Start operational exchange

|

ingration complete

Cat.6: Obsolete

ICEAN, GRAF, NACLI etc., SFAZI, SFLOC, SFAZU, ROCOB, ROCOB SHIP, CODAR, WINTEM, ARFOR, RADREP, MAFOR, HYDRA, HYFOR, CLIMAT TEMP
CLIMAT TEMP SHIP NOT APPLICABLE
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