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Preamble

This document is currently released as a draft document.  It was felt that it should be made available as quickly as possible, although recognizing it is still not complete.  Its content will be further revised as part of the work of the Expert Team on Communication Techniques and Structure (ET-CTS) and integrated in the “Guide on Use of TCP/IP on the GTS”.  In the meantime, the guidelines described here are accepted as being official.  Please do not hesitate to contact the WMO Secretariat if questions and issues do arise.
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1 Introduction

The current “Recommended practices and procedures for the implementation, use and application of the Transmission Control Protocol/Internet Protocol (TCP/IP) on the GTS” as given in the Manual on the GTS, Volume II, Attachment II.15 (also known as “Guide on Use of TCP/IP on the GTS”) describes guidelines and a procedure for assigning IP addresses to GTS links which is no longer adequate.  In particular, it states that a number of official class C IP addresses were available through the WMO Secretariat to be assigned for GTS links.  These sets of IP addresses  are no longer officially available, as a consequence of a strict application of Internet standards (RFCs) by Internet Authorities and Services Providers, and unfortunately cannot be used on the GTS, as they may now be assigned to other organizations on the Internet.  The WMO Secretariat has therefore been instructed to discontinue the assignment of such IP addresses.

The Expert Team on Communication Techniques and Structure (ET-CTS) has been tasked to provide alternate solutions to solve this issue.

This document is a provisional description of the available options and related guidance to mitigate this problem and assist Members in their implementation.  The included guidelines only concern the IP addressing.  They do not change the existing recommendations on how IP relates to X.25 or other IP functionality.

The ET-CTS will proceed with developing the proposed amendments to Attachment II.15 to reflect the new recommended practices for allocating IP addresses. 
2 Who can provide official IP addresses?

In order to build a network that interconnects many organizations from various countries in the world, it is essential to maintain a standard in the addressing scheme, and to maintain uniqueness in the allocation of addresses to the various organizations.  The Internet community has identified this basic principle and created very early some official bodies to coordinate the distribution of official IP addresses.  Today, this responsibility belongs to the Internet Assigned Numbers Authority (IANA), and its regional delegates, the relevant Regional Internet Registries:

· AfriNIC (African Network Information Centre) – Africa region 

· APNIC (Asia Pacific Network Information Centre) – Asia Pacific region 

· ARIN (American Registry for Internet Numbers) – Americas and Southern Africa 

· LACNIC (Regional Latin-American and Caribbean IP Address Registry) – Latin America and some Caribbean islands 

· RIPE NCC (Réseaux IP Européens Network Coordination Centre) – Europe and surrounding areas 

These organizations further delegate the allocation of addresses to their regional Internet and telecommunications suppliers through national Internet registries.

In this scheme, it is not the WMO’s business to allocate IP addresses.  Since the GTS is not built as a unique network under the complete authority of a single organization, the allocation of addresses must therefore go through the respective national Internet registry or the appropriate Regional Internet Registry.

However, several countries now face the issue of the restriction of allocation of IP version 4 (IPv4) addresses and may have difficulty obtaining official addresses.  This problem is not an easy one to solve in the short term and provisional measures may have to be taken to allow the further development of the GTS.  The following guidelines explain how to interconnect networks with and without the use of official IP addresses.

3 Connecting networks with official IP addresses

3.1 Using official IP addresses assigned directly to an organization (e.g. the NMS)
This remains the preferred option if it is feasible.  It is basically the main procedure described in the existing “Guide on Use of TCP/IP on the GTS”.  It follows all the Internet rules and allows an organization to build a coherent network with interconnections to the Internet, GTS and possibly other partner organizations.  It is also the easiest configuration to maintain.

In interconnecting two countries to form a GTS link, the two National Meteorological Services should decide which one actually provides the address to the interconnecting link.  The decision remains one of practicality for the countries.  There are no general rules that would favour one set of addresses over another one.

3.2 Using official IP addresses provided by a telecommunications supplier

This option is very similar to the previous one.  The addresses supplied would be official and all the rules would of course be followed.

It may require that a common telecommunications supplier be used between the two interconnecting organizations.

This option however has the draw back that a change in telecommunication suppliers may require a change in IP addressing as original incumbent reclaims “his” addresses.  Each organization should plan for this possibility ahead of time and evaluate its impact on future operations.  If these addresses are only used for link purposes (and not for an organization’s internal purposes), then this draw back may be of minimal impact.

3.3 Using IP version 6 (IPv6) addresses

The new IP version 6 (IPv6) protocol standard was designed in great part to address the shortage of IPv4 addresses.  Although the IPv6 protocol is available and supported in many telecommunication equipment available today, its implementation requires much planning.  In particular, IPv4 and IPv6 are not compatible without the use of gateways and there are several operational tools still missing to make IPv6 usable for the GTS at this time.  Converting to IPv6 would be a major task, that can not be imposed on our members until the industry is ready to take this step as a whole.

This option is therefore not available today.  It is only mentioned here for completeness and will be further studied over the next years.

4 Connecting networks without official IP addresses

4.1 Using the “ip unnumbered” feature

Several network equipment suppliers (Cisco, 3Com, Juniper) have now introduced a feature in their configurations which allows the implementation of links without the need for allocation of IP addresses.  This feature is usually called the “ip unnumbered“ feature.  For example, Cisco provides a document on “Understanding and Configuring the ip unnumbered Command“ (see reference section for details).

This feature is not a standard IP protocol feature, so it requires compatible equipment at both ends of the link to work (most frequent situation anyhow).

Routing between the two networks can be accomplished by binding the unnumbered interface to another existing interface in the router (either a real LAN or virtual loopback interface).  The use of this feature may introduce limitations in routing flexibility.

4.2 Using RFC1918 – Addresses for private internets

The Internet Engineering Task Force (IETF) document “RFC1918 – Addresses for private internets“ describes a set of addresses reserved for use by organizations for sole intra-enterprise communications, without any intention to ever directly connect to other enterprises or the Internet itself.

Therefore the use of these addresses does not require official registration.  The main purpose of this scheme is to allow a big organization to make use of a larger address space for its internal operations.  As soon as the organization needs to exchange with others, a gateway must be traversed to enter an area of officially assigned addresses to maintain overall network coherence.  This gateway must translate the internal RFC1918 addresses into official external IP addresses, which must be obtained via the official bodies.  The function (usually performed by a router or firewall) that does this translation is called “Network Address Translation” (NAT).  This address translation will also have the effect of concentrating several RFC1918 internal addresses into a very small number of official addresses, thus preserving official address space.

Although this scheme might seem attractive at first for our issue, the GTS is not the network of a single enterprise.  At this time, any number of the WMO Member NMHSs and related organizations may already make use of the RFC1918 in their own networks, which may result in conflicting address allocations if the networks interconnect.  A recommendation from WMO for the use of RFC1918 is almost an impossible task, as the NMHSs may already be under guidelines of their own government, which might conflict with a directive of WMO.  However, interconnecting countries may find adequate address space within RFC1918 in a bilateral agreement.

This option is therefore feasible as long as the following points are carefully considered, planned, maintained and monitored:

1. Great care should be taken in selecting a proper RFC1918 set of addresses for links between organizations.  It is important that the selected addresses are not already in use by any of the involved organizations.

2. Great care should be taken to ensure that routing configurations do not allow the leaking of RFC1918 addresses into other organization’s network or worse, into the Internet.

3. Although this solution will work quite satisfactorily between a few countries, it cannot be expanded to many directly interconnected countries, as the choice of RFC1918 addresses will get more and more complicated.

The use of RFC1918 addresses should not introduce security problems as long as the above points are well managed.

5 Recommendation

All the options described above can be used in the GTS.  The order of preference is as follows:

1- Using official IP addresses assigned directly to an organization, e.g. the NMHS (preferred)

2- Using official IP addresses provided by a telecommunications supplier

3- Using the “ip unnumbered” feature

4- Using RFC1918 – Addresses for private internets

The use of IPv6 on the GTS is not recommended at this time.

It should be understood that all options that do not require official IP addresses are workarounds to mitigate the shortage of addresses and must be used with care.
6 Configuration Examples

6.1 Option 1 – Using existing organization (NMHS) official IP addresses or 
6.2 Option 2 – Using Telecommunication Supplier official IP addresses

This is the standard way to configure an interface between two networks.
Router A:

!

interface Ethernet0

 ip address 131.238.17.11 255.255.255.0

!

interface Serial0
 description 64Kbps leased line to router B

 ip address 131.238.18.01 255.255.255.252
 encapsulation ppp

 bandwidth 64

!

ip route 142.47.43.0 255.255.255.0  131.238.18.2 
!

Router B:

!

interface Ethernet0

 ip address 142.47.43.201 255.255.255.0

!

interface Serial0
 description 64Kbps leased line to router A

 ip address 131.238.18.02 255.255.255.252
 encapsulation ppp

 bandwidth 64

!

ip route 131.238.17.0 255.255.255.0  131.238.18.1 
6.3 Option 3 – Using “IP unnumbered” feature in place of official IP addresses

The following is an example configuration for the Cisco IOS, for a leased line (64 Kbits/sec) between routers A and B:

Router A:

!

interface Ethernet0

 ip address 131.238.17.11 255.255.255.0
!

interface Serial0
 description 64Kbps leased line to router B

 ip unnumbered Ethernet0
 encapsulation ppp

 bandwidth 64
!

ip route 142.47.43.0 255.255.255.0  Serial0
!

Router B:

!

interface Ethernet0

 ip address 142.47.43.201 255.255.255.0
!

interface Serial0
 description 64Kbps leased line to router A

 ip unnumbered Ethernet0
 encapsulation ppp

 bandwidth 64
!

ip route 131.238.17.0 255.255.255.0 Serial0
This example uses static routing between the two interconnected networks.

The following example is an improvement on the previous, which requires an IP address, but allows for better troubleshooting capabilities if the local LAN (the Ethernet0 interface) has problems.

Router A:

!

interface Loopback0

 ip address 141.38.18.20 255.255.255.255
!

interface Ethernet0

 ip address 131.238.17.11 255.255.255.0
!

interface Serial0
 description 64Kbps leased line to router B
 ip unnumbered Loopback0

 encapsulation ppp

 bandwidth 64
!

ip route 142.47.43.0 255.255.255.0  Serial0:
!

Router B:

!

interface Loopback0

 ip address 141.38.18.200 255.255.255.255
!

interface Ethernet0

 ip address 142.47.43.201 255.255.255.0
!

interface Serial0
 description 64Kbps leased line to router A
 ip unnumbered Loopback0

 encapsulation ppp

 bandwidth 64
!

ip route 131.238.17.0 255.255.255.0  Serial/0
The IP addresses for the Loopback interfaces don't have to be in a common net.

6.4 Option 4 – Using RFC1918 “Private Addresses” in place of official IP addresses
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