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________________________________________________________________

Summary and Purpose of Document
This document proposes the inclusion of the checksum in the GRIB 2 messages


________________________________________________________________

ACTION PROPOSED
The ET DR&C meeting is kindly asked to consider the proposed requirements.

1.  Quality assurance

The experience show that during handling of the huge volume of binary data some data corruption happens despite communication or protocol checks. Therefore it would be very useful to incorporate the checksum value and the method in the GRIB 2 message.

The best way would be to add an extra section in the GRIB 2 message before 7777, but this might require change if the GRIB edition. 

Section N   Checksum section

Octet No

Content

1-3


Length of section in octets

4


Section number (N)

5-8


Date of data encoded (yyyymmdd)

9-11


Time of data encoded (hhmmss)

12


Checksum algorithm used ( See table N.0)

13


Checksum digest size (nn in bytes)

14 to (14+nn-1)
Checksum digest

Table N.0: Checksum algorithm used

Code number

Meaning

0


No checksum is included. Digest size shall be zero.

1


MD5 (RFC 1321: http://www.flags.org/rfcs/rfc1321.html)

2


CRC-16

3


CRC-16-Alder_B

4


UNIX chsum

5-254


Reserved

255


Missing

The other possible solution would be to extend section 1 of the GRIB 2 in the following way:

Octet No.


Content

22-25



Date of data encoded (yyyymmdd)

26-28



Time of data encoded (hhmmss)

29



Checksum algorithm used (see Table 1.5)

30



Checksum digests size (nn bytes)

31 to (31+nn-1)

Checksum digest

Table 1.5: Checksum algorithm used

Code number

Meaning

0


No checksum is included. Digest size shall be zero.

1


MD5 (RFC 1321: http://www.flags.org/rfcs/rfc1321.html)

2


CRC-16

3


CRC-16-Alder_B

4


UNIX chsum

5-254


Reserved

255


Missing

Obviously, one has to be very careful with the versions of the algorithms used. A new version of an existing method should be added as a new entry in the Table N.0.

Ideally, users of the data will not to have to do any work, but it should be the task of the GRIB 2 coders/decoders to handle checksums. GRIB 2 decoders should provide the user with the option to verify the checksum when decoding message.

If storage of the checksum is in the section 1, section 1 can not be included in the checksum. The proposal is to make checksum from section 3 onward (excluding End of section, section 8). That is not ideal solution and still does not guarantee data correctness. Therefore the first solution is preferable.

This requirement is very urgent because of the start of TIGGE project where terabytes of data will be exchanged and archived.
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