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Subject:
Security requirements for the encryption/decryption of ship’s call signs within BUFR reports distributed on GTS.

To whom it may concern

We refer to the security requirements for the encryption/decryption of ship’s call signs with reports distributed onto the Global Telecommunication System (GTS) and encoded in the FM-94 BUFR format. According to Resolution 27
 (EC-59), Members may in consultation with ship owners implement on a trial basis a callsign masking scheme, as a process which would facilitate open distribution of masked data on the Global Telecommunication System. 
Considering:

(i) the Ship Callsign Masking: ENCODE Proposal (v7, July 2013) approved by the  Ship Observations Team (SOT), and the JCOMM cross cutting Task Team on Table Driven Codes (TT-TDC); 

(ii) agreement for validation by the Commission for Basis Systems (CBS) Inter-Programme Expert Team on Data Representation Maintenance and Monitoring (IPET-DRMM) at its first meeting (Tokyo, Japan, 1-5 July 2013 ) concerning the revised proposal of JCOMM for the encryption of ship’s identification in BUFR reports; and 

(iii) subsequent consultation with JCOMM experts regarding the security requirements associated to the revised proposal, and their resulting consensual agreement with regard to such requirements;
We approve the use on a trial basis of the Security Requirements for the Encryption/Decryption of Ship’s call sign as proposed in the annex to this letter, and until further advice from the WMO Executive Council per Resolution 27 (EC-59).

Yours faithfully,

	(Johan Stander)
	
	(Nadia Pinardi)

	Co-president, JCOMM
	
	Co-president, JCOMM
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Annex

Security Requirements for the Encryption/Decryption of Ship’s call sign

(Requirements initially proposed by Mr Richard Weedon of the UK Metoffice, and then reviewed by the SOT Task Team on Ship Masking
, and the JCOMM Task Team on Table Driven Codes
)

References – 

SOT-7/DOC.6 Rev.3 (JCOMM Reports and Recommendations by the Task Teams - submitted 22nd April 2013)

Conditions for Encryption

Ship’s call sign are encrypted within FM-94 BUFR (BUFR) reports distributed in real-time onto the Global Telecommunication System (GTS) whenever the country recruiting the ship decides so in order to protect the identity of the ship (the so called ENCODE scheme). The country recruiting a ship may also decide not to encrypt a call sign, and transmit either the real ship’s call sign (the so called REAL scheme), or a unique identification number allocated to the ship by the recruiting country per the MASK scheme agreed upon by the Ship Observations Team (SOT) of JCOMM (see the WMO website
 for details). These security requirements below only apply to encryption/decryption of the ship’s callsign (ENCODE scheme).

Whenever the ENCODE scheme is used, only the ship’s call sign will be encrypted (possibly using the date and time in the encryption routine so as to produce a unique non-repeating encrypted value).
Proposed Security Requirements -  

1. The Organisation shall protect the ship's call sign for the duration of two years from the time of validity of the BUFR message containing this call sign.

2. To allow for the historical use of data, the Organisation shall protect the decryption keys for a period of at least 2 years  (the recruiting country may wish to request for a specific decryption key to be protected for a longer period) from the time of validity of the last BUFR report using that key.

3. The Organisation shall use the decryption method and the decryption key(s) provided by the Secretary General of WMO. 

4. The Organisation shall ensure that only authorised people within the organisation can have access to the decrypted BUFR messages containing the ship’s call signs. 

5. The Organisation shall only authorise people within the organisation to see the decrypted call signs where they have a genuine business or scientific need.

6. The Organisation shall only transmit the original BUFR messages (i.e. not the decrypted BUFR messages) to other organisations. See footnote
.

7. The Organisation shall ensure that appropriate sanctions are in place for any transgression of the agreement between the Organisation and the authorised person within the Organisation.

8. The Organisation shall report to the WMO Secretary General any incident that has resulted in an actual or potential breach of the secret information (i.e. reports containing the decrypted call sign and/or the decryption key(s)), and what action has been taken.

Governance

· The governance for the management of encryption methods and keys will be under the authority of the WMO Secretary General. The JCOMM will be responsible to make proposals at the technical level. Such proposals shall be submitted to the WMO Secretary General by the JCOMM Co-President(s).

· The WMO Secretary General will authorize making the encryption key available to an Organisation after a formal confidentiality agreement has been signed by the Permanent Representative of that Organisation.

· Any breach of the security requirements could result in the Organisation having the key(s) withdrawn. 

__________________
�	� HYPERLINK "http://www.wmo.int/pages/prog/amp/mmop/JCOMM/OPA/SOT/documents/Resolution27-EC59.pdf" ��http://www.wmo.int/pages/prog/amp/mmop/JCOMM/OPA/SOT/documents/Resolution27-EC59.pdf� 


� 	� HYPERLINK "http://www.jcomm.info/index.php?option=com_oe&task=viewGroupRecord&groupID=150" ��http://www.jcomm.info/index.php?option=com_oe&task=viewGroupRecord&groupID=150� 


� 	� HYPERLINK "http://www.jcomm.info/index.php?option=com_oe&task=viewGroupRecord&groupID=199" ��http://www.jcomm.info/index.php?option=com_oe&task=viewGroupRecord&groupID=199� 


�	�HYPERLINK "http://www.wmo.int/pages/prog/amp/mmop/JCOMM/OPA/SOT/VOS_masking.html"�http://www.wmo.int/pages/prog/amp/mmop/JCOMM/OPA/SOT/VOS_masking.html� 


�	From UKMO’s perspective, the Organization means UK Met Office only. It does not include legitimate third party organizations such as NOC (i.e. National Oceanography Centre) or other NHMS. If such third party organizations require decrypted data, they must apply to the WMO Secretariat / JCOMM for the decryption key. 
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