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_______________________________________________________________________

Summary and Purpose of Document
This document summarizes JCOMM proposal to the CBS with regard to the encryption of ship’s callsigns within BUFR reports per Resolution 27 (EC-59).
_______________________________________________________________________

ACTION PROPOSED
ANNEX:
Proposed governance for the management of encryption methods and keys
JCOMM Proposal for the encryption of Ship’s callsigns
within BUFR reports

(v 3.00 of 28/5/2012)

Introduction and rationale

Resolution 27 (EC-59) is recommending that Members who, in consultation with ship owners, wish to protect the identity of VOS may implement a callsign masking scheme, as a process which would facilitate open distribution of masked data on the Global Telecommunication System.

Such schemes have therefore been implemented by the JCOMM Ship Observations Team (SOT) to address the ship owners and master’s concerns with regard to VOS data exchange for ship security and commercial competitiveness reasons.

The following masking schemes have been proposed:

	Scheme
	Definition
	Comment

	REAL
	Official ITU callsign of the ship.
	IMPLEMENTED

The call sign is not masked so this scheme is not addressing the ship owners and masters concerns

	SHIP
	Letters “SHIP” used in place of the real ship identifier. 
	IMPLEMENTED

This scheme is addressing the ship owners and master concerns but the ship’s identification completely disappears from GTS reports forcing NMHS to make parallel distribution of unmasked reports to legitimate users in order to allow quality monitoring activities

	MASK
	Unique, repeating identifier.  The masking identifier is assigned by the NMS that recruited the ship.
	IMPLEMENTED

This scheme is addressing the ship owners and master concerns while still allowing quality monitoring activities. However, access to a cross reference list of MASK vs. Callsign identifiers is required to allow access to ship metadata (WMO No. 47) which is based on the normal ITU callsigns

	ENCODE
	Unique, non-repeating identifier.  The identifier is derived from encrypting elements in the message, e.g. callsign + latitude + longitude.
	PENDING

This is regarded as the potential universally accepted solution, which is addressing (i) ship owners and master concerns, (ii) the requirements for quality monitoring, and (iii) allow legitimate users to readily access the ITU Callsign identifier thus the ship metadata.


Per Resolution 27 (EC-59), all Members implementing masking schemes, are recommended to seek long-term solutions, and to continue the trial masking schemes in successive years, unless decided otherwise by the Executive Council, while pending the universal acceptance and implementation of a more suitable solution and the Commission for Basic System migration to table-driven codes
.

The proposal

The proposal described herewith is the result of an extensive consultation within JCOMM, in particular through the Ship Observations Team (SOT), and the Expert Team on Marine Climatology (ETMC). Details about the proposal can be found in the following reports:

· JCOMM MR No. 97, Final Report, Seventh Session of the JCOMM Ship Observations Team (SOT), Victoria, Canada, 22-26 April 2013, Section 6.6 (available on the web
).

· SOT-7 preparatory document No. 6, Report by the Task Teams, Appendix F and its Annexes  (available on the web
);
· JCOMM MR No. 94, Final Report, Fourth session of the Expert Team on Marine Climatology (ETMC), Ostend, Belgium, 26 - 28 November 2012, Section 5.4 (available on the web
);

· JCOMM MR. No. 84, Final Report, Sixth Session of the JCOMM Ship Observations Team (SOT), Hobart, Australia, 11-15 April 2011, Section 6.6 (available on the web
).
Description of the proposal for the encoding of ship observations in BUFR reports
Members who, in consultation with ship owners, wish to protect the identity of VOS may encrypt the ship call sign in BUFR reports according to the following method:

· The normal callsign (i.e. descriptor 0 01 011) shall be encoded with missing value;

· The encryption method shall be indicated using a new descriptor. Initially, it is recommended to use AES Encryption with 256-bit secret key;

· The version of the encryption key that is used shall be indicated using a new descriptor; proposed governance for the management of the key is detailed in the Annex;

· The callsign itself shall be encrypted according to the indicated method, and key version, and coded in BUFR report using a new descriptor.

To do that, it is recommended to create the required new descriptors and update the common sequence 3 01 003 (Ship's call sign and motion) as described in Table 1 below (new fields highlighted in blue):

	Table 1: Required new sequence

	Sequence
	Descriptors
	Name

	3 01 003
	Ship's call sign and motion
	

	
	0 01 011
	Ship or mobile land station identifier Ship's call sign

	
	0 01 YYY
	Encrypted Ship or mobile land station identifier Ship's call sign

	
	F XX YYY
	Encryption method used

	
	F XX YYY
	Encryption key version

	
	0 01 012
	Direction of motion of moving observing platform

	
	0 01 013
	Speed of motion of moving observing platform


Table 2 below described the requirements for the new proposed descriptors.

	Table 2: Required new descriptors

	Name
	Unit
	Scale
	Ref.

value
	Data Width (bits)
	Note

	Encrypted station identifier (ENCODE result - 32 bytes)
	Binary
	0
	0
	256
	(1)

	Encryption method code
	Code Table
	0
	0
	8
	(2)

	Encryption key version
	Code Table
	0
	0
	16
	(3)


Notes:

1. This assumes use of symmetric (AES-256) encryption with binary output. 

2. This proposed new field is an indicator for the encryption method employed, so that as encryption technology changes (and existing methods possibly become insecure), a new ENCODE solution can be adopted, and this indicator will document which method has been used in the given BUFR report, e.g.:

0 = preliminary encryption method (for testing prior to international adoption)

1 = first internationally adopted encryption method

3. As the encryption method, and the key version are provided together with the encrypted ship’s call sign, this will provide the means of locating a specific archived key (i.e. via a code table to include a version number, and the date and time the key was released, and terminated) at which it was issued by WMO. See also the Annex.

Annex

Proposed governance for the management of encryption methods and keys

This annex describes the proposed governance for the management of ship’s callsigns encryption methods and keys.

The encryption method used shall be public and properly documented by the WMO Secretariat. The encryption method shall be indicated (un-encrypted) in the BUFR reports together with the ship’s callsign encrypted value.

While the decryption private key version will be public and documented by the WMO Secretariat together with the documentation of the encryption methods, the access to the key itself will be restricted to legitimate users. Legitimate users are NMHSs (including the CBS Lead Centre for the Quality Monitoring of Marine Data), the European Centre for Medium-Range Weather Forecasts (ECMWF), WMO-IOC Centres for Marine Meteorological and Oceanographic Climate (CMOCs), and the International Comprehensive Ocean-Atmosphere Data Set (ICOADS) project. 
Encryption methods, and keys shall be proposed by the WMO Secretariat in compliance with the encryption scheme, and in consultation with relevant CBS experts (e.g. the Chair of the CBS Inter-Programme Expert Team on Data Representation Maintenance and Monitoring (IPET-DRMM)). Encryption keys shall normally be updated on a yearly basis.
WMO shall keep a record of the encryption methods used and their metadata as well as the different versions of the secret keys. It shall also record the periods during which these have been in operational use and effective. Additionally, WMO should provide public access to available encrypting and decrypting software.

All legitimate users shall be granted access to the private key after formally requesting it through the Permanent Representative of their country with WMO, and signing an agreement not to release the key or the decrypted call signs to third parties.

The Permanent Representatives shall routinely provide the Secretary General of WMO with the list of legitimate users in his/her country. The WMO Secretariat shall provide the list of users upon request from interested Members.
The Secretary General in turn will provide access to the private key the legitimate users  through some “manual” procedure, such as temporarily placing the key on some secured (password protected) ftp site for download by them, and providing those access codes to the authorized persons strictly via telephone.
[To allow for the historical use of the data by all users, portions of the WMO record of encryption keys shall be made public after a period of two years
.] 
A critical issue for the scheme will be detection (if possible) and recovery in the event the method or key(s) are compromised. In general terms, WMO shall have the authority to withdraw key privileges if rules of use are broken. Withdrawal implies the issuance of a new key(s) to legitimate users and withholding the new key(s) from any violators.
_______________









� 	EC-59 had in mind that the completion of the migration to Table Driven Codes would have included a universally accepted solution on the basis of encrypting ship call signs within BUR reports.


� 	Pending at the time of writing this report


�	� HYPERLINK "http://www.jcomm.info/index.php?option=com_oe&task=viewDocumentRecord&docID=10511" ��http://www.jcomm.info/index.php?option=com_oe&task=viewDocumentRecord&docID=10511� 


�	� HYPERLINK "ftp://ftp.wmo.int/Documents/PublicWeb/amp/mmop/documents/JCOMM-MR/JCOMM-MR-94-ETMC-4.pdf" ��ftp://ftp.wmo.int/Documents/PublicWeb/amp/mmop/documents/JCOMM-MR/JCOMM-MR-94-ETMC-4.pdf� 


�	� HYPERLINK "ftp://ftp.wmo.int/Documents/PublicWeb/amp/mmop/documents/JCOMM-MR/JCOMM-MR-84-SOT-VI.pdf" ��ftp://ftp.wmo.int/Documents/PublicWeb/amp/mmop/documents/JCOMM-MR/JCOMM-MR-84-SOT-VI.pdf� 


�	JMA needs to negotiate this with the ship owners. At present, �JMA proposes to put this into brackets





