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(Submitted by Hiroyuki ICHIJO (Japan) )

Summary and purpose of document

This document introduces an outline of the RSMC Data Serving System operated by JMA as an example of data serving systems through the Internet.   

ANNEX :   Guidance to the RSMC Data Serving System (the latest version) 

1.  RSMC Data Serving System and JMA Internet connectivity
The RSMC Data Serving System (DSS) operated by JMA has been providing NWP products and global observational data to NMCs mainly in the Asian region through the Internet since 1995.  To meet user requirements in expanding data services the DSS was upgraded by the new one in April 2002.  The new DSS is a cluster system consists of three PC servers (see Figure 1) in DMZ (De-Militarized Zone).  It has sufficient capability and reliability to handle 90 ftp sessions simultaneously with necessary performance. Users are able to access to the DSS by standard ftp commands with authentication procedures.  The DSS identifies accessing from an authenticated user by a user ID, a user password and an IP address of a client host.  

There are two permanent connections to the Internet Service Providers (ISPs) for multi-homed connectivity which provides more reliability than the case of only one ISP.  Total bandwidth of 18Mbps is enough to meet recent requirements in providing data to users at present. 
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2.  Access throughput to the RSMC DSS of JMA
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As Figure 2 shows, generally throughputs have been increased for the last three years thanks to improvement of each user’s Internet environment.  However the throughput fluctuated from day to day.  The reasons seem to be quite complex, that is, impact factors are not only unexpected Internet traffic condition but also bottleneck of access circuits at both ends, tentative performance deterioration of server, client and/or ISP’s facilities, inappropriateness of the active session number and so on.

Hong Kong, Australia, Malaysia, Singapore and Brunei keep enough throughputs to retrieve the whole of NWP products routinely.    

3. Guide to access to the RSMC DSS

Only registered uses are able to access the RSMC DSS by the passwords and User Identifications (UIDs) assigned by JMA with permitted IP addresses of client hosts which are registered beforehand.  For security reason, each user is requested to change the passwords once a month.

The guidance to access to the RSMC DSS (see ANNEX) is prepared for NMCs to carry technical information and to show procedures in access with appropriate security.  Individual NMCs are able to access the RSMC DSS of JMA under the guidance. 

ANNEX

August 2003

Japan Meteorological Agency

Guidance to the RSMC Data Serving System
This Guidance was compiled by the Japan Meteorological Agency who operates the RSMC Data Serving System (referred to as DSS hereinafter) with intent to:

  (a) Give users technical information on DSS, and

  (b) Request users to follow procedures to keep the security of DSS.

DSS users are invited to peruse this Guidance before they first connect DSS.

__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/__/
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1. How to obtain the data and products from the data server

 (1) Hardware/software requirements to access the data server

    A computer system connected to the Internet is required to obtain the data and/or products for each user country (referred to as User hereinafter).  Software required should have a function to support the 'ftp' commands.  Software for decompressing and extracting files from an archived file with compression may also be required.  In addition, it is necessary that User has a circumstance which allows exchange of Internet mails (e-mails) to communicate with RSMC/DSS Administrator (referred to as Administrator hereinafter) to exchange operational information.

 (2) Client registration

    The HOST machine or its network equipment (referred to as Client hereinafter) of each User should be registered to the RSMC data server (referred to as Server hereinafter) for logging into it beforehand.  One Client is allowed registration for one User.  The following items should be registered in the Server for each Client:

      a)
IP address of the Client (Source IP address to be used for accesses to the Server)

      b)
User ID
      c)
User Password

    Items a) should be notified to the Administrator prior to commencement of access to the Server.  Then the Administrator will provide the User ID and Password that allow each Client to access the Server.  Each User is requested to change the Password once a month in order to properly maintain the security of DSS.  Detailed procedures for Password management are shown in Appendix 1.

 (3) Procedures to obtain data and products

    The Server stores data and products in the UNIX file formats.  Each file is stored in an appropriate directory which is classified by date-time and data/product type.  Since the files are updated whenever new data or products become available at the Server, Users are suggested to log in after the objective data or products are supposed to be available.
    Access to the Server starts with establishment of an ftp session targeting the Server’s symbolic name “rsmc.kishou.go.jp”.  Please note that the IP address will not be used as a target for access to the Server.  After receiving a proper response from the Server, User may log in the session with registered User ID and Password and then files can be obtained using ftp commands.
 (4) An example of ftp procedures 

    Procedures for obtaining NWP products in the GRIB form for 12 UTC 15th April 2002 is presented below as an example.  Further information about usage of ftp commands is shown in Appendix 2.

  a) Login

   Access to the Server by ftp command

  % ftp rsmc.kishou.go.jp
<=  establishing a sesssion by ftp command

  Connected to rsmc
<=  connection message from the Server

      :
<=  message from the Server

  Name : yyyyyy
<=  key in the user ID

  331 Password required for yyyyyy.
<=  message from the Server
  Password:ZZZZZZZZ
<=  key in the user password

  230 User yyyyyy logged in.
<=  login message from the Server

where,
rsmc.kishou.go.jp
:
host name of the Server


yyyyyy
:
user ID


ZZZZZZZZ
:
user password


underlined parts
:
keying-in by the Client

  b) Changing directory

    Just after the login User is at the root directory (/) of the Server.  User should move to an appropriate directory where the objective files are stored, by using 'cd' command.  Relative path shall be used to indicate the target directory.

    In this example, target files are supposed to be stored in the directory /jp034/200204/1512/g02.

  ftp> cd jp034/200204/1512/g02
<=  change directory command

  250 CWD command successful.
<=  message from the Server

  c) File list of the directory

    User may wish to know what files are stored in the current directory by 'dir' or 'ls' command.


  ftp> dir (or ls)
<=  file list command

  227 Entering Passive Mode
<=  message from the Server

  150 Opening ACSII mode data connection for file list
<=  message from the Server

  -rw-rw-rw-  1 TOKYO  JMA  11123 Apr 15 16:52 heca88
  -rw-rw-rw-  1 TOKYO  JMA  11123 Apr 15 16:52 hecb88

                   ···············
file list from the Server

  -rw-rw-rw-  1 TOKYO  JMA  11123 Apr 15 16:52 hzcy50
  -rw-rw-rw-  1 TOKYO  JMA  11123 Apr 15 16:52 hzcz50
  226 Transfer complete.
<=  message from the Server

  d) Setting file transfer type

    User is requested to set the file transfer type by 'binary' or 'ascii' command as necessary.  User is requested to set the binary type if the user wants to get data or product files.  In case of information files (ASCII text files), User is requested to set the ascii type.  The default transfer type when User logs into the Server is the binary type.

  ftp> binary
<=  setting the binary type

  200 Type set to I.
<=  message from the Server

    or  


  ftp> ascii
<=  setting the ascii type

  200 Type set to A.
<=  message from the Server

  e) Obtaining files

    To obtain objective files, User should use 'get' or 'mget' command.  The following example shows how to obtain the file of 6-hour prediction of temperature for 850 hPa. 


  ftp> get htcb85
<=  obtaining command

  local: htcb85  remote: htcb85
  227 Entering Passive Mode

150 Opening BINARY mode data connection for htcb85 (11123 bytes). 
messages from the Server
  226 Transfer complete.

  11123 bytes received in 0.9107 secs (1.2e+01 Kbytes/sec)

    In addition to the above example, the following functions are available which may help users to obtain files efficiently. 

· Obtaining files stored in a different directory
    The following example shows how to obtain the file containing 6-hour prediction of temperature for 850 hPa stored in the directory '/jp034/200204/1512/g02' in case that User is in the root directory.


  ftp> get /jp034/200204/1512/g02/htcb85

Note:
In this case, it is assumed that User has prepared the same directories on the harddisk of the Client.
· Obtaining multiple files

     This example shows how to obtain plural files by a single command.


  ftp> mget hhcc85 hhcc70 hhcc50 hhcc30 hhcc20

· Obtaining multiple files with the 'Wild card'

    'Wild cards' can be used in the filename and are represented by an asterisc (*).  The following example shows how to obtain the same files as the above example using the wild cards.


  ftp> mget hhcc*

  f) Logout

    User may repeat above procedures b), c), d) and e) as necessary until obtain all objective files.  After completion, User should log out from the Server by using 'bye' command.


  ftp> bye
<=  logout command

  221 Goodbye.
<=  message from the Server

2. Exchange of operational information

 (1) Possible contents of operational information

    The following are common candidates of operational information to be exchanged between User and the Administrator.  The Administrator will act as the focal point for operational aspects of the DSS.

     a) From the User to the Administrator
· Notification of changing IP address for the Client

· Inquiry to RSMC Tokyo

· Others

     b) From the Administrator to the User

       Common information for all Users
· Notification about change of data and/or products

    (e.g. structures of directories, file names, types of data, etc.)

· Notification about change of operational procedures

    (e.g. store times of data and products, procedures to obtain data files, etc.)
· Notification about password change

· Notification about temporary suspension of service (only when it is foreseeable)

       Information for each User

· Reminder to change User’s Password

· Advices on operational problems

 (2) Communication means

    E-mails are used to exchange operational information between User and the Administrator.  Every User is requested to have an e-mail address for this purpose and keep the Administrator informed when it is changed.  E-mail address for the Administrator is rsmc-jma@hq.kishou.go.jp .

3. Contents and formats of data and products

 (1) Kinds of data and products

  a) Numerical prediction products produced by JMA

· Global Spectral Model (GSM) products in the GRIB code form for the global area at both 1.25 and 2.5-degree resolutions with forecast hour up to 192 hours

· Global Wave Model (GWM) products in the GRIB code form for the ocean areas of the globe at both 1.25 and 2.5-degree resolutions with forecast hour up to 192 hours

· GSM Weekly Ensemble Forecast products (ensemble mean and standard deviation) in the GRIB code form for the global area at 2.5-degrees resolution
  b) Observational data

SYNOP, SHIP, BUOY, TEMP and PILOT bulletins exchanged over the GTS

  c) Satellite derived data

· Cloud amount and equivalent blackbody temperature (GRIB code form)

· High density cloud motion vectors around the center of a tropical cyclone (BUFR code form)

  d) Miscellaneous

Tropical cyclone related information (BUFR code form)

 (2) Period

    Period of data/product files kept on the Server is 24 hours.

 (3) File format
  a) Individual file
    Data and products on the Server usually have a format of a GTS bulletin and each bulletin forms an individual UNIX file.  Some of GSM products are stored as archived files (see b below) in addition to individual files in the same directory.

    Contents of the file start with a WMO heading followed by text of the bulletin as shown below.

WMO heading
Text

  b) Archived file

    Observational data and some products are stored as archived UNIX files (so-called tar files) which consist of a number of individual files.  For observational data, files containing GTS bulletins for the same time, same region and same type of obsevations are included in an archived file.  GSM products (except for 2.5-degree resolution for the Asian area) are combined into an archived file according to series of forecast hours or levels in the atmosphere.  The structure of a tar archived file is as follows:


Tar

control

word
File 1 (bulletin 1)
Tar

control

word
File 2 (bulletin 2)
  .....



WMO

heading
Text

WMO

heading
Text



.....
Tar

control

word
File n (bulletin n)




WMO

heading
Text

  c) Compressed file

   Files containing observational data are compressed by the 'gzip' command and the compressed files are stored in addtition to original ones in the same directory of the Server.  User may retrieve whichever type of files.  Retrieval of compressed files is expected to make best use of transmission capacity between the Server and the Client.

 (4) Structure of directories and filenames

  a) Structure of directories


  jp034 / yyyymm / YYGG / type / file  

   1st directory (jp034)
:   jp034 (fixed)

   2nd directory (yyyymm)
:   yyyy : year
  mm : month

   3rd directory (YYGG)
:   YY : day
  GG : hour (in UTC)


   4th directory (type)
:   Type of data/products is defined by the following directory names:


For GSM products at 1.25-degree resolution in thinned grid for the global area


GI
: analyses and prognoses for the area 0-90N, 30W-60E

GJ
: analyses and prognoses for the area 0-90N, 60E-150E

GK
: analyses and prognoses for the area 0-90N, 150E-120W


GL
: analyses and prognoses for the area 0-90N, 120W-30W

GM
: analyses and prognoses for the area 90S-0, 30W-60E

GN
: analyses and prognoses for the area 90S-0, 60E-150E

GO
: analyses and prognoses for the area 90S-0, 150E-120W

GP
: analyses and prognoses for the area 90S-0, 120W-30W

For GSM products at 1.25-degree resolution for the Asian area (20S-60N, 60E-160W)

g02
: analyses and prognoses up to 84 hours for levels below 100 hPa


g12
: analyses and prognoses up to 84 hours for levels over 100 hPa


g22
: prognoses beyond 84 hours for all levels


For GSM products at 2.5-degree resolution for the global area


g03
: analyses and prognoses up to 120 hours for Northern hemisphere

g04
: analyses and prognoses up to 120 hours for Southern hemisphere

g23
: prognoses beyond 120 hours for Northern hemisphere

g24
: prognoses beyond 120 hours for Southern hemisphere

For GSM products at 2.5-degree resolution for the Asian area (20S-60N, 80E-160W)

ga01
: analyses


gf01
: prognoses


For GSM Weekly Ensemble Forecast products at 2.5-degree resolution for the global area


wef
: ensemble mean and standard deviation

For other types of products and observational data


gms
: cloud amount, equivalent blackbody temperature


obsr
: surface and upper-air observations


typhoon : high density cloud motion vectors, tropical cyclone related information


hwave : sea-wave prediction products from the Global Wave Model at 1.25 degree-



resolution


wave
: sea-wave prediction products from the Global Wave Model in 2.5 degree-



resolution

  b) Filename

(i) Filename of an individual file containing a GTS bulletin

    ttaaii   


   ttaaii 
: T1T2A1A2ii of the WMO heading (lowercase letters)


(ii) Filename of an archived file


For GSM products

    aattth.tar   


   aa (or a)
: area or data type identifier (e.g.  as = Asia; gi = 0-90N, 30W-60E; we = Weekly Ensemble Forecast)


   ttt (or tt)
: maximum forecast hour of prognoses included in the file


   h
: fixed letter indicating that the file contains products for upper-air levels, attached as necessary


   tar
: file descriptor indicating that the file is archived by the 'tar' command


For surface and upper-air observations


    ttrnddhh.tar   


   tt
: identifier of the data contained in the file (lowercase letters)



(i.e. T1T2 of the WMO heading)


   r
: fixed letter


   n
: WMO Region (1 to 6 and 7 for Antarctica)

   ddhh
: day and time of observation (i.e. YYGG of the WMO heading)


   tar
: file descriptor indicating that the file is archived by the 'tar' command


For cloud amount and equivalent blackbody temperature data derived from satellite observations


    ttaaii.tar   


   ttaaii
: T1T2A1A2ii of the WMO heading (lowercase letters)

   tar
: file descriptor indicating that the file is archived by the 'tar' command


(iii) Filename of a compressed file


    ttrnddhh.tar.gz   


   ttmddhh.tar
: see (ii) above

   gz
: file descriptor indicating that the file is compressed by the 'gzip' command

 (5) Storage time of numerical prediction products

       The products (analyses and prognoses up to 72 (or 84) hours) are expected to be stored on the Server around the following placing times:

Product
Placing time


00 UTC initial
12 UTC initial

GSM global area products ( 1.25 deg. resolution)
0550 UTC
1750 UTC

GSM global area products ( 2.5 deg. resolution)
0450 UTC
1650 UTC

GSM Asian area products ( 1.25 deg. resolution)
0450 UTC
1650 UTC

GSM Asian area products (2.5 deg. resolution)
0450 UTC
1650 UTC

GWM sea-wave products
0500 UTC
1700 UTC

 (6) Overview of data storage in the Server (an example for 12 UTC, April 15, 2003)

     Year/month Day/hour
Type
File

jp034
200304
1512
GI
heia88





• • • • •
1.25° GSM products in thinned grid for the area




gi72.tar
0-90N, 30W-60E




gi192.tar




GJ
heja88





• • • • •
1.25° GSM products in thinned grid for the area




gj72.tar
0-90N, 60E-150E




gj192.tar




GK
heka88





• • • • •
1.25° GSM products in thinned grid for the area




gk72.tar
0-90N, 150E-120W




gk192.tar

(continued)



GL
hela88





• • • • •
1.25° GSM products in thinned grid for the area




gl72.tar
0-90N, 120W-30W




gl192.tar



GM
hema88





• • • • •
1.25° GSM products in thinned grid for the area




gm72.tar
90S-0, 30W-60E




gm192.tar




GN
hena88





• • • • •
1.25° GSM products in thinned grid for the area




gn72.tar
90S-0, 60E-150E




gn192.tar




GO
heoa88





• • • • •
1.25° GSM products in thinned grid for the area




go72.tar
90S-0, 150E-120W




go192.tar




GP
hepa88





• • • • •
1.25° GSM products in thinned grid for the area




gp72.tar
90S-0, 120W-30W




gp192.tar




g02
hhca89





• • • • •




as84.tar
1.25° GSM products for the Asian area




g12
as84h.tar




g22
as192.tar





as192h.tar




g03
hhxa70





• • • • •
2.5° GSM products for Northern hemisphere





gn120.tar




g23
gn192.tar




g04
hhya70





• • • • •
2.5° GSM products for Southern hemisphere





gs120.tar




g24
gs192.tar




ga01
hpda89





• • • • •
2.5° GSM products for the Asian area



gf01
hpdb89





• • • • •



wef
yexa89





• • • • • 
GSM Weekly Ensemble Forecast products





we192.tar




gms
hbxa40.tar
Cloud amount





htta40.tar
Equivalent blackbody temperature





• • • • •



typhoon
iutc41
High density cloud motion vectors





• • • • •




isxc41
Tropical cyclone related information





• • • • •



hwave
hjna88
1.25° wave height from GWM for Northern hemisphere





hmna88
1.25° wave period from GWM for Northern hemisphere





hzna88
1.25° prevailing wave direction from GWM for 





Northern hemisphere





• • • • •




hjsa88
1.25° wave height from GWM for Southern hemisphere





hmsa88
1.25° wave period from GWM for Southern hemisphere





hzsa88
1.25° prevailing wave direction from GWM for 





Southern hemisphere





• • • • •
(continued)





wave
hjxa88
2.5° wave height from GWM





hmxa88
2.5° wave period from GWM





hzxa88
2.5° prevailing wave direction from GWM





• • • • •



obsr
smr21512.tar





usr21512.tar
Surface and upper-air observations





• • • • •




smr21512.tar.gz





usr21512.tar.gz
Surface and upper-air observations (compressed files)





• • • • •
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 APPENDIX 1

PASSWORDS MANAGEMENT

The procedures for assigning and changing the User Password indispensable for each Client to accesses to the Server are described below.

1. Introduction
In order to maintain security of the Server at a proper level, the User Passwords should be changed periodically (usually at 00 UTC on the first day of each month).  The Password should be changed both the User side and the Administrator side synchronously.  The old Password should expire at the time when the Administrator updates its Password File.  Then, User will be rejected to access to the Server until they renew the Password.  Therefore each User is requested to keep close contact with the Administrator for smooth change of Passwords and continuous accessibility to the Server.
2. Assignment of password

The attached table contains 99 different Passwords.  Once a month, the Administrator selects a Password for each User randomly from the list and notifies the relevant User of the reference number for the selected Password by e-mail.  Since the Password itself will not be informed by e-mail from the viewpoint of security, each User will identify the new Password by only the reference number in the attached table.

Planned date/time for the Password change is also notified by the e-mail.  After that date/time, the selected Password will become effective and the old one will expire.  This notification will be made about a week before the change.

In order to keep close and secure contact with the Administrator, User may wish to register two different e-mail addresses for the Administrator’s notification.

3. Change of password

The Administrator will update the Password File on the Server according to the schedule notified by the e-mail as in item 2 above.  User will also change the Password at the scheduled date/time.
 ATTACHMENT to the APPENDIX 1

Password Table for                (ver. 1)

(Electric version of the Guidance does not contain the Password Table.)

APPENDIX 2

Usage of the ftp commands

 get remote-file [local-file]


    Retrieve the remote-file and store it on the local machine.  If the local file name is not specified, it is given the same name it has on the remote machine.

 mget remote-files


    Expand the remote-files on the remote machine and do a get for each file name thus produced.

      prompt


    Toggle interactive prompting.  Interactive prompting occurs during multiple file transfers to allow the user to selectively retrieve or store files.  If prompting is turned off (default is on), any mget or mput will transfer all files, and any mdelete will delete all files.

      ascii


    Set the file transfer type to network ASCII. 


      binary


    Set the file transfer type to support binary image transfer.

 dir [remote-directory] [local-file]


    Print a listing of the directory contents in the directory, remote-directory, and, optionally, placing the output in local-file. If interactive prompting is on, ftp will prompt the user to verify that the last argument is indeed the target local file for receiving dir output.  If no directory is specified, the current working directory on the remote machine is used.  If no local file is specified, or localfile is -, output comes to the terminal.

 ls [remote-directory] [local-file]


    Print a listing of the contents of a directory on the remote machine.  The listing includes any system-dependent information that the server chooses to include; for example, most UNIX systems will produce output from the command 'ls -l'.
    If remote-directory is left unspecified, the current working directory is used.  If interactive prompting is on, ftp will prompt the user to verify that the last argument is indeed the target local file for receiving ls output.  If no local file is specified, or if local-file is '-', the output is sent to the terminal.


   pwd


    Print the name of the current working directory on the remote machine.

   bye


    Terminate the FTP session with the remote server and exit ftp. An end of file will also terminate the session and exit.
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Figure 1   RSMC Data Serving System in JMA Internet environment
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Notes)   Hong Kong had accessed to the RSMC DSS through ISDN till November 2001.


             The upper graph shows monthly averages of continuous ftp access over 10 seconds  
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Figure 2  transition of ftp throughput  from the RSMC DSS to each access user








