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Summary and Purpose of Document

The document contains information concerning the current status of implementation of the Internet Protocol, Version 6 (IPv6).


ACTION PROPOSED

The session is invited to note the information given in the document and discuss the future impact of IPv6 on WWW activities, including the GTS and the future WMO Global Information System.

DISCUSSION

Introduction
1. The Internet Protocol (IP) is the dominant general purpose networking protocol in use today. IP is a layered protocol, which runs in a significant number of platforms, including routers, the fundamental building blocks of the IP-based networks. The exponential growth of the Internet and the unbalanced distribution of IP addresses have almost lead to the complete exhaustion of the IPv4 address space. A natural evolution from IPv4 was required.

2. The perspective of shortage of addresses has constituted the main driving force for the development of IPv6. In spite of intense effort the first allocation of IPv6 addresses only started in 1999 and widespread implementation has been delayed for several reasons. Japan, South Korea and the European Union have taken some political steps to speed up the deployment of IPv6 as a technological boost. 

3. This document does not attempt to be a technical tutorial on IPv6 as a large amount of articles, books, RFCs, are readily available. Its objective is to provide an overview on the current status of development and deployment of IPv6 with a view to allowing the meeting to assess impact as well as to explore opportunities for its introduction on the GTS.

4. A Tutorial Workshop on IPv6 was held at ITU headquarters in Geneva on 6 May 2002 with the objective of providing information to facilitate discussion on the requirements for the successful global implementation of IPv6. The workshop discussed the reasons for migrating to IPv6, the costs and benefits involved and issues associated with the migration. The presentations at the Workshop were made by leading experts in the field, which can be accessed from http://www.itu.int/ITU-T/worksem/ipv6/index.html
Limitations of IPv4

5. The limited capacity of IPv4 address space (32 bits) imposes serious limitations for further growth of Internet. In fact, many have predicted that the Internet was falling apart and that very serious connectivity problems were expected in the next five years. As a result, interim initiatives were identified and implemented, including the application of new IP address assignment policies and the deployment of NATs (Network Address Translation). This has lead to better conservation of the address space, but not without negative consequences. IP addresses became expensive commodity controlled by ISPs and NAT boxes proliferated. Another very serious problem with IPv4 was the almost exponential growth of the routing tables.

6. The mentioned interim solutions addressed immediate concerns, but the shortcomings of IPv4 are still hampering the expansion of the Internet. NAT solutions are not adequate for peer-to-peer connectivity, so new developments in the area of E-commerce, 3G Cellular, Mobile Internet, VPNs, Home networking and Broadcasting requires new kind of IP protocol. IPv6 promises to be the best solution.

Promises of IPv6

7. The new economy relies heavily on the Internet and its widespread use. However, the rapid and continued growth of the Internet requires new measures to ensure that it can continue to meet new and evolving requirements. Additional addresses are required to cope with the rapid growth of the Internet and mobile telecommunication. With the convergence of technology and services, more and more devices are being connected with the IP protocol and there will be a need for more addresses than are currently available. These additional addresses will be provided by the IPv6 protocol. IPv6 shall constitute the base technology supporting the next generation Internet.

8. IPv6 promises include enough address space, improved management of routing tables, true mobility, QoS, Multihoming and better end-to-end security. The size of the 128 bit IPv6 address space really opens almost unlimited possibilities for the deployment of IP networks.   
9. The current growth of the routing tables is creating a lot of problems to the capacity issues of Internet. IPv6 may help with the routing table problem by the use of a better-designed header or, simply by providing an opportunity to organise the address space in a better way. 

10. The limited IPv4 support for mobility is built-in IPv6, including with the promise of auto configuration. The IPv4 address space is not sufficient for mobile users and this may hinder the full deployment of 3G services in the long run. IPv6 would overcome the addressing shortage and enable additional features, such as wireless machine-to-machine interconnection, thereby considerably boosting the 3G-application range.
11. IPv6 provides support for Int-Serv and Diff-Serv, the basic protocols for Quality of Service, as well as to multihoming, which is becoming relevant for the purpose of redundancy and traffic load distribution.

12. IPv6 enables important improvements in security, mainly as a result of the adoption of standard IPSEC. Due to the large address space other improvements may be possible in future. The introduction of IPv6, however, does not address all network security concerns and there are concerns that IPv6 will only provide marginal improvement over IPv4 security aspects due to the adaptations made to IPSEC as well as due to the need to co-exist with legacy IPv4 systems. There is no doubt, however, that it is much easier set up IP VPN between end to end terminals with IPv6.

Transition Period
13. There will be no one-day transition to IPv6, rather there will be a long period in which the transition from IPv4 to IPv6 will make IPv6 Only Domain, IPv6 and IPv4 Domain, and IPv4 Only Domain co-exist. A wide range of techniques have been identified and implemented to allow this co-existence and transition. Basically, these techniques employ dual stack approach, translations (using NAT-TP) and tunnelling methods. In summary, there is no one single way to go to IPv6 and several tools are needed to support the evolution to IPv6. IPv4 will still live for quite a while. 
Implementation Issues

14. The conversion to IPv6 will not be either painless or inexpensive. Economic benefits must be perceived to justify the costs associated with the conversion. As long as the alternatives to IPv6, including the use of NATs protocol conversion gateways, to continue use of IPv4, are acceptable, the temptation to avoid converting will be very high. Probably, countries or large enterprises that are getting on the Internet for the first time, or that are considering very high growth rates in the foreseeable future, may want to consider early adoption of IPv6.  This would avoid the costs of deploying an IPv4 system and them having to convert or upgrade in near future.

15. Besides the economical aspects, a major technical obstacle to conversions to IPv6 today is the lack of stable software. They exist, but have not been tested enough to reach the required quality. Router vendors are already shipping IPv6 stacks, but hardware implementations are still in development stage. Most of these obstacles are likely to be overcome with time. In fact, enterprises and organisations deciding to convert may do so today using tunnelling systems to link to other IPv6 environments across the IPv4 backbones. Protocol conversion and address mapping gateways are readily available.

16. Trial networks, like 6Bone and Euro6IX, are providing valuable experience and paving the way for smoother transition. Many big companies are fully commited to IPv6. Microsoft, for example, has indicated that the next release of Windows XP will include the IPv6 stack.

Opportunities for the GTS
17. The GTS undoubtedly will benefit significantly from recent advances in telecommunication and Internet technologies, including from the extensive opportunities to be opened with the deployment of IPv6. Probably in future every observation station or each sensor may have its own IP address and, for sure, there will be no shortage of IP addresses for MSS and routers for RTHs and NMCs. The meeting is requested to discuss the impact of IPv6 and the opportunities as well. In fact, the introduction of IPv6 must be regarded by WMO, not only from the standpoint of the GTS, but from the WMO Global Information System. 

18. Attachment II.15 - The Use of TCP/IP on the GTS, which is based on IPv4 and paved the way for the transition from X.25 to TCP/IP, will need to be eventually completely revised.

