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A – Use of E-mail:

1. Experience and arrangements made for using E-mail 

DWD uses E-mail services primarily for backup of ftp- or socket-transfers. In order to overcome an outage of several hours on our RMDCN connection to Sweden, we successfully used E-mail. 

Apart from backup purposes, E-mail services are needed for the delivery of met data from the Georg-von Neumayer-Station in the Antarctica and to  the IAEA in Vienna. Additionally, several clients are supplied by E-mail.

In the area of the German Military Forces, distribution of met data is widely performed by E-mail.

DWD reports generally good experiences in delivering and receiving meteorological information by E-mail.

2. Details on the procedures

The transferred bulletins can either be packed in the body of the E-mail or alternatively be assembled into attachments. It is possible to encode the identification of the transferred meteorological information and the chosen encoding procedure in the E-mail’s subject line or in the filename of the attachment. Used file formats are mostly “WMO container” (.dat) or “TIFF” (.tif), but can be of any other format.

DWD’s communication applications support E-mail delivery and accept E-mail receipts only to/from pre-registered partners (requests from unregistered partners require operator intervention).

3. Experienced problems

Problems with “spamming” did not arise. 

Delays of different time periods appear between sending and receiving. The majority of them are acceptable, but some few E-mail messages were totally lost. 

A disadvantage of assembling met data in attachments is an increase in size (one third compared the original data size).

Sometimes problems arise when using national set ASCII characters.

4. Opinion about use of E-mail for operational purpose

E-mail is a suitable technology for backup-purposes and for recipients with poor technical environment. Due to its restrictions in timeliness and reliability, it should only be used operationally, if better alternatives like ftp or socket transfer are not available.

To overcome special problems (missing account on receiver’s system or missing online availability of partner-systems), the use of E-mail is sometimes an appropriate alternative. 

B – Use of FTP

1. Experience and arrangements made for usage

DWD has very good experience with the operational usage of ftp data transfers (receive, transmit and access options). It performs the majority of its internal and external data communications with the ftp protocol. For the co-ordination of its active ftp exchanges, DWD has developed a special tool, the Automatic File Distributor (AFD). Details and a downloadable version of this program are provided on http://www.dwd.de/general/GBTI/afd/english. 

For the passive supply of its clients and international partners with meteorological data, DWD runs different ftp servers. To access these servers, clients normally specify their account/password information. 
The contents of these servers are automatically updated.

2. Details on procedures, calls, formats, authentication

For operational file transfers, DWD is able to take the active or the passive part (caller or callee). The chosen method depends mainly on the preference of the communications partner. Before the exchange of data can start, our procedures runs a preliminary phase to negotiate information like user/password, directory, file naming convention, type of synchronisation.

DWD procedures do not presume strict file formats. Currently we support up to 12 different (see App. 1) To minimise our efforts, we would prefer to use a standard WMO format. File names are bilateral agreed. For file naming, DWD has proposed a convention to WMO several months ago. The usage of WMO filenames, which is as well supported, bears problems because they do not supply any information about the content, the file format, the period of validity, etc.

Our preferred method of file synchronisation is sending data in files with names with a leading dot. After completion of the transfer, the file is renamed to a name without this leading dot. The receiving system does not touch files with names with leading dots. Of course, DWD is prepared to support alternative methods. 

3. Problems when using FTP through firewalls

To overcome problems with tcp ports for data connections, DWD prefers to use the passive ftp mode for communications through firewalls. But this feature is not supported by every ftp implementation in the partner’s ftp-Server.

On slow connections we observed the problem, that firewalls close the ftp control connection after some period of time without activity, although data is flowing through the data connection. We try to overcome this problem by periodically sending a telnet interrupt and the “ftp stat” request via the control connection. Unfortunately, this work-around is not supported by all partner’s ftp servers.

4. Opinion on the use of FTP for operational data transfers

FTP has a considerable protocol overhead. For each file transmission, it needs to open a unique data socket. This incurs a high latency especially on slow communication lines when lots of small files are being sent. One solution of this problem is the transfer of files in parallel, which bears the additional advantage to transfer files with different priorities. 

To reduce retransmissions, we make use of appending partly transmitted files using the “ftp append” command. To reduce  transmission time, DWD has made good experience with data compression (bzip2). Of course, the receiving system must be able to decompress such data files.

Although the transfer method of using tcp sockets is more effective (bears the problem of lost bulletins), the ftp method is preferable (due to its higher standardisation). 

It should be noted, that some systems have performance problems with lots of very small files in one directory.

C - Use of Web functions, such as HTTP

Experience, arrangements and procedures for Web functions for meteorological data

DWD has developed the “Web Werdis” environment for WMO partners to interactively select needed meteorological data (essential data and OPMET data) an schedule it for distribution via ftp, E-mail or download. Selected data is transferred using uncompressed or compressed files. (details on Web Werdis are provided through the following URLs: https://tiofas13.dwd.de or http://tiofas13.dwd.de:12000).

App. 1


MSS File formats:

TC  \l 4 "File formats:"
Files, send to the MSS may be addressed to the directory $MSS_BASEDIR/fex_files/rx. Files, send from the MSS may be stored in the directory $MSS_BASEDIR/fex_files/tx. The MSS processes the following file formats. Each record contains exactly one message. Because of the different length of a message, the record length is variable. Each record is structured different according to the format. This is described below:

WMO Standard ‑ 00
Size field:
8 bytes, ASCII, right justified.

Identifier:
2 bytes, ASCII, '00'

Message:
Including <SOH>, Heading, Message body, <ETX>

Codes:
All are allowed

File ending sequence:
‘0000000001'

WMO Standard ‑ 01
Size field:
8 bytes, ASCII, right justified.

Identifier:
2 bytes, ASCII, '01'

Message:
<CR><CR><LF>Heading + Message body (no starting nor ending)

Codes:
All are allowed  

File ending sequence:
‘0000000001'

ASCII - SOH/ETX
Size field:
none

Message:
Including <SOH>, Heading, Message body <ETX>

Codes:
ASCII only   

ASCII - ZCZC/NNNN
Size field:
none

Message:
Including ZCZC, Heading, Message body, NNNN

Codes:
ASCII only   

One Message ‑ One File
Size field:
none ‑ size of Message = size of File

Message:
Including <SOH>, Heading, Message body, <ETX>

Codes:
All are allowed  

One Message ‑ Heading Name
Size field:
none ‑ size of File = size of Message body

Message:
Body only (no heading in the file)

Since the file just contains the message body (no starting, no heading, no ending) it is recommended to set up the File Name Format in a way that it contains the full heading. In any case on input the file name must include the heading directly following the Prefix or ‑ in case of Postfix ‑ the file must start with the heading, optional remaining parts must be delimited by a '.' (dot) to enable the MSS to compose the heading by itself.

e.g.:
<Prefix>_TTAA[ii]_CCCC_YYGGgg_[BBB][.xxxxx]

or:
TTAA[ii]_CCCC_YYGGgg_[BBB][.xxxxx]<Postfix>

Codes:
All are allowed

4 Bytes - mark first
Size field:
4 bytes, binary.

Byte 1:
size field indicator ('0xFA'),

Byte 2‑4:
message size, high order byte first.

Message:
Including <SOH>, Heading, Message body, <ETX>

Codes:
All are allowed 

4 Bytes ‑ high first
Size field:
4 bytes, binary, high order byte first.

Message:
Including <SOH>, Heading, Message body, <ETX>

Codes:
All are allowed

4 Bytes ‑ low first
Size field:
4 bytes, binary, low order byte first.

Message:
Including <SOH>, Heading, Message body, <ETX>

Codes:
All are allowed  

VAX Standard
Size field:
2 bytes, binary, low order byte first. Start of size field on even Byte‑boundary.

Message:
Including <SOH>, Heading, Message body, <ETX>

Codes:
All are allowed

VAX Standard Segmented
Size field:
2 bytes, binary, low order byte first. Start of size field on even Byte‑boundary.

Message:
All segments including <SOH>, Heading, Message body, <ETX>

Messages longer than 32767 Bytes are splitted into segments, each containing a heading where the BBB‑group is set to PAA, PAB .... PZx, respectively (PZx indicates the last segment). The size of each segment ‑ except the last ‑ will be 32767.

Codes:
All are allowed 

LFPW Standard
Size field:
6 bytes, ASCII, left justified.

Message:
Heading + Message Body (no starting nor ending) Binary Messages (1 Message per File, regardless what is set), ASCII Messages (can be more than 1 Message per File)

Size field:
none ‑ size of Message = size of File

Codes:
All are allowed
