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In this brief introduction to IPSec, we have seen that :

- Two modes exists : Tunnel and Transport

- Two protocols partially redundant are defined : ESP and AH

- Security Association are created and maintained by three different protocols

- Authentication can be achieve through two possible algorithms

- Encryption rely on DES (which is insecure) and 6 others protocols. A new one AES 
will probable overcome all others

We have neither covered nor introduced other aspects which may also be relevant in IPSec :

- Diffie-Helmann protocol to create keys

- Certificates

- PKI –Public Key Infrastructure

- …

VPN, in some aspect, is quite a vague concept, IPSec, one of the VPN solution is not much clear !

So, despite the rather ugly face of the protocol, the various options, the risk of incompatibility, 
IPSec is now widely implemented and available on a lot of platform, including, routers, dedicated 
boxes, firewalls, hosts…


