Background:

Internet-based connections offer advantages to complement or even implement part of the GTS at a limited cost.  This is an attractive solution as a backup or on a regular basis when dedicated telecommunication links are not affordable for the centres concerned, in particular for smaller centres and developing countries.

  There are currently a number of NMCs and RTHs using connections via Internet, but the implementation does not provide adequate protection for operational systems.  A much greater level of security and efficiency is possible by the use of Virtual Private Networks (VPN), with IP Security (IPSec), that were recently developed.  There is a need for recommended practices and implementation guidelines for the adequate use of Internet based VPNs as part of the GTS, and their development is part of the terms of reference that CBS-XII entrusted to its Expert Team on Enhanced Use of Data Communication Systems (ET-EUDCS).

  Terms of reference:

A- Develop and provide, taking due account of relevant ITU-T and IUAF development, a proposal for recommended practices (procedures and implementation guidelines) for the most secure and efficient establishment and operation of data communication connections between RTHs and NMCs via the Internet for operational meteorological data exchange.  The deliverable shall be in the form of a working document to the CBS/Expert Team on Enhanced Utilization of Data Communication Systems (ET-EUDCS) that includes:

1. Analysis of the technical options, in particular Virtual Private Network procedures (including "customer" VPN on the open Internet, outsourced VPN from an ISP, use of IPSec protocol), in view of the requirements of the WWW/GTS and the critical importance of an appropriate level of security and protection of WWW centres' operational systems;

2. Proposal for recommended procedures and implementation guidelines, including rationale, status of standardization and indication of commercialy available products (software) and requirements for implementation and operation;

3. Suggested configuration for operational trials between some WWW centres. 

B- Participate in the joint meeting of the CBS/Expert Team on Enhanced Use of Data Communication Systems (ET-EUDCS) and Expert Team on Improved MTN and GTS (ET-IMTN) (Montreal, Canada, 27 - 31 May 2002), and provide technical advice on the further development of data-communication protocols (TCP/IP procedures and applications) for the WWW/GTS. 

C- In light of the discussions and conclusions of the ET-EUDCS & ET-IMTN meeting, finalize the recommended procedures and implementation guidelines for Internet-based connections between RTHs and NMCs. 
