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      PURPOSE OF DOCUMENT

The document shows the use of TCP/IP procedures in the national and GTS circuits of the RTH Moscow.

1.
Use of TCP/IP Procedures

Since 1993, the TCP/IP socket-special protocol is used in the RF National Network and on the basic circuits of the CIS, i.e. that protocol has been specially developed for analogue telephone channels of not high quality, as a rule, inconsistent with the M.1020 ITU recommendation. The TCP/IP “special” differs from the TCP/IP sockets recommended by the WMO, nevertheless  its successful functioning for 9 years has shown that it is free of those deficiencies which are inherent to the WMO TCP/IP sockets. A peculiarity of this protocol is the absence of a message reception acknowledgement “ACK” and the checking on a timer of the integrity of a client-server connection in the absence of data transmitted.

In the Russian Federation (RF) National Network, a class addressing model is used, i.e. Intranet of “C” class (254 networks  with 254 IP-addresses) in accordance with the RFC recommendations for closed networks. The network address is as follows: 192.168.0.0.

2. Routing

The records of the route tables precisely determine:

1. Destination (network address/network mask)

2. Which router (gateway) is to be used for sending packets to destination

3. Which interface is to be used for sending packets to destination

The route table can be completed in different ways. Both static and dynamic routing is used in the RF National Network.

2.1    Dynamic Routing

In case of networks with complicated topology when there are several versions of routes from one host to another and/or when the network status (topology, quality of links) (reservation) changes in the course of time, the route tables are dynamically compiled by means of various protocols of routing. 

At present, internal routing in the network is carried out in general by means of the RIP or the RIP-2 protocol. This type of routing is successfully used on the GTS Moscow-Novosibirsk-Khabarovsk, Moscow-Tashkent-Novosibirsk circuits for automatic establishment of by-pass routes in case of circuit failures.

2.2     Static Routing

Static routing is used in case when the routes used cannot be changed with time, e.g. for the host and the router above-discussed, where any alternative routes are simply absent. Static routes are determined by a network manager or a manager of a particular host.

3. Network Management

To manage the network, the HP Open View Network Node Manager (NNM), version 6.2, platform is used (currently it is in commissioning stage at the Centre Moscow).

Its task is the provision of the following functions:

· autodetection of IP-devices in the TCP/IP networks;

· autodetection of IPX-devices in the NetWare networks;

· autodetection of all the network nodes on the basis of MSC-addresses;

· generation of a multilevel chart in accordance with the network topology;

· log network monitoring with specified request intervals;

· base management of devices on the SNMP1, the SNMP 2C protocols with the possibility to retrieve MIB variables;

· extension of the MIB base for supporting new devices;

· open interface for the integration of software products of the third manufactures;

· support of direct management of devices in WAN networks;

· notification of an operator about events in the network in the real-time mode;

· territorially-distributed management;

· distribution of the zones of responsibility for several management centres;

· support of local (or territorially-distributed) backup management centres;

· support of management through intermediate management centres;

· support of failure stability of the management centre (provided on the basis of Hewlett-Packard and Microsoft cluster technologies);

· efficient reduction of the volume of data transmitted at the expense of wide use of filters, threshold values, interval regulation;

· remote protected access to the management centre through web-browsers using the Java technology;

· built-in means of event correlation.

4. Use of FTP WMO procedures 

 At present, 3 international circuits (Moscow - Prague, Moscow - Bracknell and Novosibirsk – Ulan-Bator) are being functioned according to this technology on a regular basis. And in the immediate future we are going to implement the data exchange with the Centre Melbourne via Internet (testing has been successfully undergone). Besides we have FTP tests with the centre Beijing.

We are exchanging all the existing types of hydrometeorological data (alphanumerical, binary).

The process of data transmission/reception on the FTP protocol corresponds to the WMO recommendation (see “Guide on the Use of TCP/IP on the GTS”), therefore all the procedures of this protocol performance have been realized in full compliance with the procedures described in this document.

To transmit data to a centre interacting with us on the FTP protocol, we initiate the procedure of a call. To transmit data to us, we are called.

The filenaming and the filing is in the full conformity with the WMO recommendations. At present, we have realized a version with using abbreviated headers of bulletins within the files. The volume of files transmitted (in messages and in bytes) as well as timeouts of accumulating the data files are agreed beforehand by both sides. We agree identification parameters (login name, password, home-catalogue) with each centre separately. We use the active FTP.

The experience of work on this technology demonstrates that the standard format of the FTP protocol allows to successfully use it for arranging the exchange of data between GTS centres  both via GTS/RMDCN and Internet.

However the great meteorological data massive (BMMI) exchange on this protocol suffers some shortcomings, a main one being the “push”-technology, whereby a transmitting side bears the responsibility for data transmission and there is no possibility to download extra data in case of communication failure. Therefore in Russia the FDP (Files Distribution Protocol) technology has been developed origins of which are in the FTP protocol to transmit the BMMI. This technology offers  advantages over the  WMO FTP protocol as well over the request-response technology. By means of this technology satellite images are transmitted on the Khabarovsk-Moscow circuit. More extensive putting into practice of this technology in the RF meteorological telecommunication network is retarded by the absence  the WMO metafile standard, which we would like to use in this technology. A review of various technologies of the BMMI transmission, including the FDP technology is given in Annex. 

It is suggested that the FDP technology be considered in order for the FDP technology to be used on the WMO GTS.  

5.     Use of Web-functions

The application software of web-interface of our server makes it possible to realize only authorized access to the DB via standard HTML means. A user after setting the connection to the web-server and checking its rights for access can browse the list of information available on the server, browse it in the monitor and download it as files.

Unfortunately, this technology is oriented only to data reception (“pull” technology). Moreover, this is a semiautomatic method of reception of data from a server when it is necessary first to select what is required, browse in the monitor and only thereafter download. As it seems to us for real-time reception of regular information it is not quite convenient, therefore we recommend its use to those centres that have no another way of data reception or as a standby technology. Nevertheless, 4 international (Yerevan, Baku, Kishinev, Ulan-Bator) and several national centres receive regular information in the same manner from our web-server.

Annex
Analysis of BMMI* Transmission in the Meteorological Telecommunication Network of the Russian Federation

Introduction

The need of real-time exchange of large massives of meteorological information (BMMIs) which significantly exceed the size of a standard meteorological bulletin (15 Kbytes) has long become imminent It is possible to assign facsimile charts, satellite images, files with observational data and processed information to the BMMIs. To this end, various mechanisms of transmission over the GTS such as splitting of the BMMIs into fragments to be included in the messages, which are measured by the BBB series have been developed. Currently the FTP protocol is coming into use. But these mechanisms have significant weaknesses, first of all because they use push-technology. Most often these weaknesses emerge on the channels with low rates and quality. The advent and practical use of pull-technologies make it possible to use the strengths of both push and pull technologies and implement smooth transition from using the message switching on the GTS to integrated technology using the request-response mode for delivery of BMMIs and any other information. 

In the following, on the basis of an example of meteorological telecommunication network of the Russian Federation, the weaknesses of BMMI transmission technologies now in operation and proposals on their elimination are shown.

Review of current BMMI transmission methods

Currently BMMI transmission is carried out by three main methods:

a) Transmission of facsimile charts in the FaxChain format on the MSS medium-speed links using the 

TCP/IP-Socket protocol. This multipoint dissemination of facsimile information using the so called

 push-technology.

__________
*BMMI – A large massive of meteorological information, generally a file containing meteorological information (observational data, forecasts, charts, etc.) which size exceeds the maximum allowable size of a standard meteorological message (15 Kbytes).

b) Downloading the facsimile charts from the MSS web-servers in standard graphical formats (GIF, JPEG). This is  pull-technology based on a user's request on the HTTP protocol for file transfer with a chart pattern.

c) Exchange of meteorological information (files with text and binary messages and facsimile charts in the bitmap and T4 formats) in accordance with the WMO recommendations on the FTP protocol in the TCP/IP network.

d) Various file transfer using the FTP protocol in the meteorological telecommunication network. This is as a rule manual or semi-automatic download of files containing various information such as programme 

modules, satellite images, etc. This method is universal and convenient 

for point-to-point transferring any files.

Large size file transfer by e-mail is not considered in this paper because of low reliability of this transmission method.  

Transmission of facsimile charts in the FaxChain format

Each facsimile chart transmitted is designated with the appropriate abbreviated heading (AHD). For transmission in the meteorological telecommunication network the chart picture data massive is splitted into segments which size should not exceed the maximum allowable size of a meteorological message (15 Kbytes). For more efficient transmission, the segments are compressed, on the average, from three to ten times. 

Each chart segment is transmitted in the form of the WMO standard message. The structure of data representation and the rules of splitting a massive into segments are indicated by the format line (the first line of the message text containing a BMMI segment) and a segment header located after the format line. The format line and the segment header are combined under the common notion as a segment structure. The chart segment data ranks below the segment header. The message ends with  standard message ending. This format is titled "FaxChain" – a facsimile chain.

Main strengths of this method of  BMMI transmission:

a) Facsimile chart transmission is carried out through standard MSSs by a standard way – routing of meteorological messages on the basis of an abbreviated heading.

b) Facsimile chart transmission is performed in one stream with other meteorological messages. The use of priorities for transmitting the meteorological messages with various types of information allows to primarily "pass" important and urgent information.

c) Moreover, an important strength with the use of analogue chart input is the fact that the chart segment transmission starts without full re-reception of a chart.

Main weaknesses:

a) Facsimile chart transmission is carried out through standard MSSs; the segments of these charts are received and transmitted by MSSs as usual as binary meteorological messages and therefore occupy much room in logs and channel queues which gives rise to significant increase of the log sizes and as a result to additional loading on the computer disk.

b) Facsimile chart transmission is carried out by a standard manner, i.e. routing of meteorological messages on the basis of an abbreviated heading. This is the main disadvantage of the push-technology. A MSS user always receives only the information designated by a MSS manager and never can receive even the evidence on the availability of the whole or new information.

c) Splitting of a BMMI into parts and a possibility to loose a particular chart segment motivated by the principle of dissemination is an absolutely unsuitable way of transmission of information which integrity may not be violated.

Facsimile chart reception ("get") from the MSS web-servers

This method of BMMI transmission (of facsimile charts) is realized as a rule by means of installing and tuning the packets of system software of the web-server and application interface software on a MSS computer. The computer of a receiver or a MSS user is connected to a computer with the web-server over a LAN or a channel (dedicated or switched) with the use of modems and network routers. The web-server application software renders a possibility of access to MSS facsimile charts through standard HTML facilities, in this case the procedures of converting a chart picture from the FaxChain format to one of standard for HTML graphical formats (these are as a rule GIF or JPEG) are carried out.

The MSS user after establishing the communication with the web-server computer and checking the rights of access gains a possibility to browse the list of charts available on the server and to receive their picture on its monitor and in the form of files on a local disk.

Main strengths of this method of BMMI transmission:

a) Simplicity and cheapness. A user needs a standard computer with standard network software and any browser (for example, all necessary S/W is available in the MS Windows systems). It is also necessary to have communication means, modems for connection through a channel or a network adapter for connecting over the LAN to the MSS web-server.

b) Simple management of users in general due to the fact that there is no need for dissemination by headers. Each MSS web-server user on his own select the charts required and on his own realizes downloading, storage and processing of files.

Main weaknesses:

a) The main weakness of this BMMI transmission method as well as of any other pull-technology is the need of performance by a user of a preliminary request (or selection from the list) on the availability of information in question, i.e. the user does not receive automatic notification on a new information arrival. This gives rise to the fact that the user has to "actively wait for" the required information arrival constantly requesting the server which is especially inconvenient if it is necessary to receive several different files from different servers. Given permanent operation, such a method is very irrational for the most users.

b) Communication failures on the channels causing the break of a connection between user's computers and a server bring about file download again which also can become a serious problem on "our" channels, especially for LARGE BMMIs, e.g. satellite images.

c) It is possible to assign multiple transfer of the same file on the same channel at the appropriate connection of users to the server to disadvantages. It can cause the channel overload and data dissemination delay.

Exchange of meteorological information on the WMO FTP protocol

This method of meteorological data exchange is based on preliminary storage of meteorological message stream in files of a particular structure and further transmission of these files (store-and-forward) in the TCP/IP network to the user's computer – the push-technology using the standard file transfer protocol in the computing network. The user detects the arrival of files in a particular catalogue, fulfils their reading, singles out individual messages and executes their analysis and input to his switching system.

Main strengths of this BMMI transmission method:

a) Simplicity and good documentation of this method allowing to readily arrange meteorological data exchange between message switching centres operation on different platforms.

b) Possibility of providing the data reception/transmission in public and corporate networks, e.g. Internet.

Main weaknesses:

a) The main weakness of this transmission method should be accepted the responsibility of a transmitting side for file delivery, i.e. the presence of constant checking for readiness of a user's computer to receive a file and checking of file transfer correctness.

b) The use of a "put" function (to put) of the FTP protocol (the main principle of the push-technology) requires re-transfer of a file as a whole at the communication break. This makes it impossible to use the protocol "reget" function allowing to download the remainder of the file from the wanted place. 

c) The uncertainty concerning the structure of metadata description file should also be assigned to weaknesses because it does not allow starting the meteorological data exchange not in the formats of a message.

The FDP Technology – Integration of Push/Pull Technologies

FDP – File Distribution Protocol – a protocol of distribution of large massives of meteorological information (BMMI), represented in the form of files of different structure in the meteorological telecommunication network.

The main distribution principles

The proposed technology of large meteorological information massive distribution is based on two main principles:

1. Notification of a receiver on the availability of meteorological data in the network is carried out by means of transmission of special addressed or multipoint messages through the MSS. This is a "push"-technology. A MSS user receives only the information designated by a MSS manager. This capability is required for managing the data in the network.

2. A receiver downloads files with meteorological information into its computer on the basis of data got from messages-notifications using the FTP protocol.

The main point of the technology described is the principle of notification of receivers or addressees on the arrival of the information in the network of interest to them, i.e. the centre where the sender transmits a file with meteorological information notifies potential receivers on reception of the file from the sender. Notification is carried out by means of transmission of messages in the formats of meteorological messages in the WMO format through standard MSSs in a standard manner, i.e. routing of meteorological messages on the basis of an abbreviated heading. The text of such a message-notification contains all required parameters for identification, detection and download of an information file.

With the goal of maximum using of standard widely used means of file transfer in computer networks on different platforms, the main method of  downloading the files with meteorological information the FTP -  File Transport Protocol (RFC 959) has been chosen. Software for implementation of this protocol is available for all operational systems used in the meteorological telecommunication network (UNIX, LINUX, Windows-95/98/2000/NT, etc.). Moreover, this FTP protocol was recommended by the WMO for meteorological data transmission in the computer networks based on Internet technologies (TCP/IP).

Input of BMMIs from a sender

A supplier of BMMIs (a sender) delivers a file with meteorological information to the FDP-I input module receiving catalogue. Simultaneously with an information file the sender records a file of description of data supplied – a metafile which name differs from the name of the information file of the availability of extension .fdp. The metafile constitutes a standard text file each line of which describes a particular BMMI parameter (the name of a parameter and its meaning). The parameters contained in the metafile are necessary for identification, distribution and delivery of the information file to receivers.

The FDP-I input module fulfils the following actions on detecting the metafile in its receiving catalogue: 

· reading and checking the parameters indicated in the catalogue;

· preparing the messages-notifications on the basis of the parameter of description of a user or a receiver (or by default) and the files of description of MSS users;

· copying an information file and a metafile to transmitting catalogues; in doing this, the information file compression procedures are carried out – the compression procedure should be determined by the input model tuning parameter and depend on the file structure;

· input of messages-notifications to the MSS for their delivery by standard means of meteorological communication based on routing of meteorological messages in accordance with an abbreviated heading (AHL);

· deleting of files from transmitting catalogues should be provided on the basis of the analysis of the appropriate metafile parameters.

Parameters of a metafile

· TITLE – Data Identifier – similar to the abbreviated heading of a meteorological bulletin (one word is a set of symbols without standard separators), e.g. T-BLACKSEE-17/10/00 

· DESC – Test description of information (a phrase), e.g. "Black Sea Surface Temperature 17.10.2000 NOAA Satellite 14"

· TYPE – The type of an information file is indicated by the file structure and intended for allocation of compression programmes and file processing, e.g. JPEG.

· CREATE – Time of creation of a file, an optional parameter if a sender did not specify it, the FDP-I module creates it automatically with current time.

· EXPIRE – Time of necessary storage of a file on the server (the format of a record is described below), e.g. 12:00 20/10/00.

· CHARSET – Coding of a sender; the FDP-I module carries out the conversion of metafile parameters to the MSS internal coding.

· ABONENT –  Parameter of description of receivers. It may be the list of the MSS users' names or directly the abbreviated heading for a message-notification, e.g. # BMDA01 RUHB 

· AUTHOR – Description or signature of a sender (a text line), e.g. "SRC Planeta"

· END – The last line of a file of parameters, after that  the metafile                        is not read                       

Example of an addressed message-notification


<SOH>


333

BMDA01 RUHB 271241


RUMS


TITLE "TBLACKSEE-17/10/00"


DESC "Black Sea Surface temperature 17.10.2000 NOAA Satellite 14."


TYPE JPEG


CHARSET cp1251


URL ftp://angel5.itc.mecom.ru//usr/meteo/data/fdp/transit/aaa

CREATE 12:41:32 17/10/00


EXPIRE "12:00:00 20/10/00

AUTHOR "SRC Planeta"


COMP "NONE”

           SIZE 3416


<ETX>

As may be seen from the example, the message-notification contains the following additional parameters:

· COMP – Specifies the type file compression, e.g. "Z" means that the information file is compressed by the "compress" utility.

· SIZE – The size of the information file in bytes

· URL – Uniform Resource (File) Locator, a parameter specifying the file location (the network server name, the catalogue and the name of the file by itself).

Reception of BMMIs in MMSs

The FDP-R module receives from the MMS messages-notifications

 which it registers in its log and fulfils the following actions:

· using the value of the "TITLE" parameter singled out of the message-notification and being an identifier of meteorological information, it browses the table of BMMI description containing  indications to the FDP-R module for download and further BMMI dissemination;

· if in the table of BMMI description, the appropriate indication to BMMI file download with the TITLE adopted, the FDP-R module runs the file download programme;

· if after the file download in the table of BMMI description, the list of users or channels for further BMMI dissemination with the "TITLE" got was detected, the FDP-R module delivers the file with meteorological information to the receiving catalogue of the FDP-I input module. Simultaneously with the information file it records a file of description of data supplied in which the list of users and channels as an "ABONENT" parameter is included.

The BMMI file download programme detects the user's name (login) and the password for entering the appropriate server from the file of description of servers and thus the reception of a permission for downloading a BMMI file is possible only providing the availability of a correct login and a correct password.

Processing and further BMMI dissemination

After downloading the BMMI file, the FDP-R module detects on the table of BMMI description and, if necessary, runs the programme-processor for this type of a file.

Parameters of the table of BMMI description

· TITLE – Data Identifier, similar to the abbreviated heading of a meteorological bulletin (one word – a set of symbols without standard separators), e.g. T-BLACKSEE-17/10/00 (the format of the data identified record corresponds to a regular expression – "regular".

· PRI – the priority of this information for download, on reception of several messages-notifications, the FDP-R module will start downloading the file with the information corresponding to the higher priority (the highest priority is 1).

· CONV – the list of programmes-processors;

· DSM – the parameter of ceasing the BMMI description table browsing;

· AUTO – the parameter of indication of automatic downloading the files with this data identifier;

· ABLIST – the list of users or channels for further BMMI dissemination.

Example of recording the BMMI description table

(As a field separator, a "colon" symbol is used)

T-BLACKSEE*: 2: convert2gif: y: +: user1

1. T-BLACKSEE*                   Data identifier in the form of a regular 

                                                 expression (a TITLE parameter);

2.  2                                          Priority of information processing (a PRI 

                                                 parameter);

3. convert2gif                           Name of a programme-processor (a CONV 

                                                  parameter);

4. y                                            Browsing the table should be finished 

                                                  (a DSM parameter)

5. +                                            File with the indicated type of information 

                                                  should be downloaded automatically (an 

                                                  AUTO parameter);

6. user1                                      On downloading, the file should be 

                                                   transmitted to the FDP-I module with 

                                                   indication to send a notification to the 

                                                   user (user1) (ABLIST).

Add-ons

The technology proposed can also use Internet for delivery of BMMI to the users by sending messages-notifications via the meteorological telecommunication network or by Internet e-mail. 

