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WORLD METEOROLOGICAL ORGANIZATION

LOW COST GTS CONNECTION USING THE INTERNET   

 Case Study: Connecting NMC Tirana to RTH Sofia

Introduction

The GTS plan for the RA VI Regional Meteorological Telecommunication Network (RMTN) for quite a long time called for NMC Tirana to be connected to RTH Sofia. But, in practice, the circuit between the two centres could not be implemented before, largely due to economical constraints at NMC Tirana. With the support of RTH Sofia, this situation has changed and NMC Tirana started to exchange GTS data in real time.

 
Opportunities for a more cost-effective GTS have emerged with the advances in the areas of information and communication technologies and services. Several RTHs and NMCs have already made significant progress in implementing cheaper PC-based data-handling and telecommunication systems. Despite the well-known shortcomings of the Internet (availability, reliability, delays), its growth has also contributed significantly to the availability of affordable telecommunication means for the exchange of meteorological information.  


Combining the advances of ICT and the ramification of the Internet with the concept of Virtual Private Network, NMHSs have at their disposal all elements to address GTS shortcomings in areas where the regular commercial solutions are not feasible or inexistent. 

The implementation of the GTS circuit between NMC Tirana and RTH Sofia has greatly benefited from those mentioned recent developments. The following sessions describe the general concept of the project and include details of its implementation. The annex contains diagrams and detailed description of the network configuration.

This project was implemented under the leadership of Mariana Grueva from RTH Sofia, Bulgaria, with the assistance of the WMO Secretariat. 

Implementation

The central idea behind the project concept is based on the establishment of a Virtual Private Network (VPN) over the public Internet using a PC-based system and the IPSec protocol, in which expensive routers and firewalls were replaced by PCs and open source software. 

This type of solution implies that both centres establish access connections to their respective Internet Service Provider (ISP), normally through a leased line to nearest Point of Presence (POP) of the selected provider. The VPN software ensures that the two computer systems are securely connected even with the use of a public network such as the Internet. This is done by creating tunnels, or secure communication paths between two peer centres using IPSec (Internet Protocol Security) protocol. The tunnels ensure complete privacy and data integrity by encrypting all data traffic between each centre intranet. This process takes place in the background and it is not visible to the users at the two sites.

The VPN technology used was based on using easily available PCs and the open source operating system Free BSD. Other license free software, such as Linux could be equally used. No additional software was required on the user’s PC to initiate the described secure connection. The use of public key cryptography for key exchange to establish the identity of one crypto server to the other make the data exchange highly secure.

Because the computers used for preparing the bulletins for transmission are situated on the local intranets, the secure tunnels protects from end to end in both centres. 

Back-up Option

A backup mechanism was devised to be used during problems with the leased line or the PCs used in the permanent connection. Two backup options were implemented, both based on the Internet, using e-mails via dial-up circuits and transfer of bulletins using RTH secure server.

The exchange of data using e-mail was approved by CBS as a complementary communication system for collecting meteorological data bulletins over the Internet. Some formatting and security aspects were included on the server software in RTH-Sofia. The bulletins of NMC-Tirana to RTH-Sofia can be sent either as text in the body of the e-mail, or in the attachment(s) of the e-mail.

The transfer of bulletins using HTTP(S) protocol is another complimentary method recommended by CBS. In our case study, a form is available on the WWWSSL (Secure Sockets Layer protocol) server located at RTH-Sofia. This enables the transmission of files with the bulletins created in NMC-Tirana using regular browsers in different platforms, as SSL is built into all major browsers.  In a SSL connection all information sent between a client and a server is encrypted by the sending software and decrypted by the receiving software, thus ensuring complete data integrity. 

Project costs

The Project costs were kept very low because no special hardware was required and the basic software was license free. The installation and training component was carried out by seconded RTH experts. The cost breakdown is as follows:

Personal Computers (04) and peripherals, acquired locally 


€  5 000.00

       

Installation and training (2 weeks, by 2 experts)



€  5 000.00













---------------











Total:

€ 10 000.00

The recurrent cost basically consists of the ISP fees (ADSL cost-equivalent) at NMC site, which ranges in average from € 50-150 euros per month depending on speeds, ISP, country, etc.   

Annex

The VPN Implementation

(Technical details provided by Mariana Grueva, RTH Sofia, Bulgaria)
The IPSec (IP Security) protocol provides security services at the IP layer and protects dataflow between the end sites. It is a tunneling protocol, which supports two main security functions: authentication and encryption. It uses the Internet Key Exchange (IKE) framework to negotiate secure connections. The IKE negotiation uses the X509 certificate downloaded from Certificate Authority (CA) server. 

Additional layers of security can be implemented, including Network Address Translation (NAT), which use a range of local IP addresses that are outside public access. Combined with IPSec authentication and encryption, NAT provides a privacy mechanism, as Internet users are not able to monitor hosts sending and receiving packets within individual intranets. 

A static NAT table was used to avoid problems with IPSec. The two end sites were located behind NAT, Proxy and Port Address Translation devices. 

The PC (1) in figure 1 implements a software router with the VPN configuration (IPSec security gateways).

The connection to the Internet access point is dedicated using leased line, wireless, DSL, ISDN, cable/modem, or en Ethernet connection. Standard dial-up lines cannot be considered as adequate for uninterrupted data flow, but were used as part of the backup option. The connection speeds to the POP were 64/128 Kbps and 256 Kbps for NMC-Tirana and RTH-Sofia, respectively. 

The VPN server (gateway) in both sites was placed in the Demilitarized Zone (DMZ) i.e. interface, allowing the establishment of different access to the two networks – public Internet and internal network, which are partitioned off DMZ for a better security. As it is visible on Figure 1, the VPN server has to be between Firewall and the Internet i.e. the access from DMZ to the internal network is controlled by firewall and all the traffic between the two VPN servers and the internal networks (intranets) should go through a firewall. Logically the Firewall is implemented and configured on PCs (1) an (4), respectively. Because the VPN servers are located on a DMZ, the Firewalls should allow the passing of all IPSec (to and from the Firewall). 

Another component of the project includes a system to support data preparation and their exchange at NMC-Tirana. The data exchange is based in all cases on File Transfer Protocol (FTP). The two sites must be able to send and receive TCP/IP packets while establishing their VPN connection.  PC/Linux, PC (2), implement the functions of FTP and Automated File Distributor (AFD)* as well. The bulletins to the GTS are prepared on the operator work place on PC/Windows, PC (3). PCs (2) and (3), and the other users of the information in NMC-Tirana are on the internal LAN.  

Figure 2 depicts the backup mechanism using dial up and secure server options.

Note: The AFD software is available free to download from the German Meteorological Service (DWD) through the link http://www.dwd.de/AFD
Figure 1 – Network configuration
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Figure 2 – Backup Option

[image: image2.png]









             IPSec Tunnel +


             IKE 





NMC-Tirana





operator work


 place





 PC


 Windows





FTP server+


AFD





  PC


  Linux





  LAN





Intranet





   RTH-Sofia











 DMZ





  DMZ





Internet Access Device 








VPN+IPSec+ Firewal +


                           NAT        





 





 Internet





 leased  line





POP





POP





leased  line





VPN+IPSec+ Firewall








PC


Free BSD





PC


FreeBSD





(1)





(2)





(3)





(4)





Internet 





by   DIAL-UP





 





RTH-Sofia





Server WWWSSL











x.txt





DMZ





HTTPS





NMC-Tirana





DMZ





    PC


   Windows








browser





file x.txt














PAGE  
5

