ICT-ISS 2002/Doc. 3(1) ADD

 (3.IX.2002)

ADDENDUM: Annex to paragraph 4 on FTP transfer of files containing accumulated messages

 Outcome of the survey, discussion points and proposed solutions for transferring existing message types with AHL by FTP (batched ftp)

(1) File naming convention (CCCCNNNNNNNN.ext)

· About half of the Centres use the convention in the Attachment II-15 of the Manual on the GTS.  The others use their own conventions,   Most of the latter half include a time group in their file names.  There are specific cases without any cyclic number to indicate continuity of transferring files.

· The ext for urgent messages (i.e. “ua” or “ub”) is not used so far.

· In most cases, the file sequence number (NNNNNNNN) of zero is not dealt with system initialisation.      

Discussion points

=================================================================================
· Can the file naming convention in the Attachment II-15 be a true standard on the GTS? 

If Yes, we should encourage that Centres would introduce the convention in the Attachment II-15 at their appropriate timing/opportunity such as system replacement.

  If No, we should reconsider to revise the convention. 

A Centre having links with different file naming conventions could desire a true standard.
 [Analysis of comments from Centres]

a) They regard the current file naming convention as an appropriate standard although it is not perfect.

b) The current situation should not be modified until the conclusion from ad hoc group.

c) Some Centres intend to introduce the convention to their new MSS.

d) The legacy restriction of  “8 . 3 length” no longer exists actually.

e) It is not sure if the file sequence number should be for each “ext” or for each partner Centre.

[Proposal]

 We regard the current file naming convention as the standard on the GTS.  Therefore there is no change in the convention in the Attachment II-15.  However it may be necessary to specify that each file sequence number corresponding to each “ext” should be counted up independently.  

 Reasons:

a) There is no serious problem in using the convention;

b) On the other hand, a new standard would confuse some Centres introducing the current one;  

c) Adding a time group to the file name is dispensable, because the file name is used for only tentative identification and if transmitting/receiving time is necessary it is available in ftp log at each Centre.

d) There is no definition about if the file sequence number should be for each “ext” or for each partner Centre.  

=================================================================================

· Isn’t it problem to use a specific convention without any cyclic number in the view of request for retransmission?

[Analysis of comments from Centres]

a) The Centres using their specific conventions without cyclic number did not consider the necessity of retransmission.

b) Although most of them have rarely experienced necessity of the retransmission, they think that the cyclic number should be included in the file name.

[Proposal]

 We endorse that the current file naming convention would be introduced instead of a specific convention at the appropriate timing/opportunity such as system replacement.

================================================================================= 
· To clarify interpretation of “a sequential number from 0 to 99999999”
Interpretation 1:  regular cyclic from 1 to 99999999 with 0 for initialisation
Interpretation 2:  regular cyclic from 0 to 99999999
Even interpretation 2, the system would set 0 inevitably at its initialisation.  Thus a receiver should regard a skip to 0 as the sender’s initialisation and not request for repetition.      
[Analysis of comments from Centres]

a) Most of Centres think that the interpretation 1 would be better regardless of their actual implementation.

b) A few Centres plan to change their MSS cyclic manner from Interpretation 2 to 1. 

[Proposal]

 We recommend to describe interpretation 1 explicitly in Attachment II-15.



(2) Message accumulation and retransmission rules

· Option 1 (format identifier=00, SOH to ETX) for the message structure in a file is used predominantly. Option 2 (format identifier=01, bulletin without starting and end lines) is rarely used.

· There are not many Centres having a rule and/or functions for retransmission by request in the message sequence number.

· There are a few Centres having a rule and/or functions for retransmission by request in the file.

· There are a few Centres to insert a dummy message of zero length after the last real message in a file.

· According to Attachment II-15, cut-off time and maximum number of messages should be 60 seconds and 100, respectively.   In most cases, the limits are kept operationally except for a specific condition.  Furthermore these parameters are easily changeable in several systems.

Discussion points

================================================================================= 
· In option 2, it is impossible to request a message by the message sequence number.  Is option 2 appropriate for message switching on the GTS in the practical view?

[Proposal]

 We recommend that option 1 should be used on the GTS except for existing use of option 2.  Centres using option 2 should migrate to option 1 at their convenient timing. 

 Reasons:

a) As essence of batched ftp is the traditional message switching mechanism, keeping the message structure is convenient for MSS applications in most cases.

================================================================================= 
· Retransmission rules are required on either message or file basis. Because a receiver possibly loses some data already received internally.   Should we head for a file based retransmission manner? 

[Analysis of comments from Centres]

a) Generally a function of retransmission in file is not used on operational basis, but there are Centres which retransmit a file manually according to the request from adjacent Centres.

b) In some Centres, a traditional function of message retransmission is necessary and used for operation.

c) In order that the protocol be not complicated, we should follow the traditional system of requests for missing bulletins (messages). 

[Proposal]

 We recommend that the traditional manner of retransmission in message by request for repetition should be maintained even if the transport protocol would migrate to batched ftp. 

 On the other hand, we should keep from retransmitting a requested file unless the reception Centre quite agrees and understands that the original cyclic number in the file name and the original SQNs in accumulated messages would be used for retransmission.  We have to care the possibility of unexpected accidents due to non-continuity.      

================================================================================= 
· Attachment II-15 says “a 'dummy' message of zero length shall be inserted after the last real message, to assist with end of file detection in certain MSS systems;”.   Isn’t it an option?
[Analysis of comments from Centres]

a) There are comments that “shall” is inappropriate.

b) Not a few Centres would rather the manner without a dummy than the one with a dummy.

c) The dummy message is not required but can remain as an option for existing use.

[Proposal]

 We recommend to revise the related description in Attachment II-15 so that the manner without a dummy should be used.   

================================================================================= 
· Are the current limits allowable in transmission delays in the global-wide WWW operation? 

[Analysis of comments from Centres]

a) It is suggested that the present cut-off time and maximum number of messages are kept as the most commonly used.  But every Centre should be encouraged to provide flexible conditions easily changeable.

b) There is an example of simulation in delay. (See ANNEX 1)  According to the example, in average additional delay due to batched ftp in one switching node would be about half a cut-off time.

c) Considering a normal switching case of six nodes, in addition to the existing delay, the additional delay  would be 6 minutes maximum.  It may be beyond an upper limit of allowable delay. 

d) Cut-off parameters should be tunable to allow taking into account the loading and the capacity of links.  

[Proposal]

 We recommended to add the following description to the “Accumulating messages into files” section of Attachment II-15.

The sending centre should make the cut-off parameters such as the timer and the maximum number of messages tunable in accordance with characteristics of each link. 



(3)  Ftp session procedures

· There are Centres not using any renaming method.
· To enable renaming and recovery, the “delete/overwrite/rename”  are normally permitted for a remote sender.
· Implementation details of ftp session handling are quite different among systems.  Especially a range of idle timer is 10 seconds to 10 minutes! 
· Both of anonymous and real account are used. 

· It seems that most systems implement a function of automatic recovery on ftp daemon level when an ftp transfer  is interrupted or aborted.  Sophisticated append command is used for effective recovery at RTH Offenbach.

· File compression is optionally used.

Discussion points

================================================================================= 
· The Attachment II-15 says “To avoid problems with the receiving centre processing a file before it has completely arrived, all sending centres must be able to remotely rename the files they send.”    
We should encourage that every Centre would introduce the renaming method.

[Analysis of comments from Centres]

a) In usual cases, a tentative extension is added at the end of the original file name including the original

 extension.  It would be an easy and understandable way.

b) the renaming method should be strongly encourage.  

[Proposal]

 We should encourage that every Centre would introduce the file renaming method through the missionary works.

 We recommend to revise the example described in Attachment II-15 slightly.

Reasons: 

    Normally “.tmp” is added following “.ext”.

    The current file naming convention for new message types (no existing AHL) will be revised totally.

[Present]

   (a) put xxxxx RJTD00220401.tmp   (xxxxx = local file name)

        rename RJTD00220401.tmp RJTD00220401.a

(b) put xxxxx AMMC09871234.tmp

     rename AMMC09871234.tmp AMMC09871234.gif

[Revision]

   (a) put xxxxx RJTD00220401.a.tmp   (xxxxx = local file name)

        rename RJTD00220401.a.tmp RJTD00220401.a

(b) put xxxxx AMMC09871234.ub.tmp

     rename AMMC09871234.ub.tmp AMMC09871234.ub

         [OR  example in new file naming convention]

================================================================================= 
· In a sense, the idle timer should be settled carefully considering statistics on data exchange, link capacity and the relation between system resources and session overhead.  Any guidelines are desirable for NMCs studying ftp implementation.

[Analysis of comments from Centres]

a) Each Centre uses each current idle timer because of lack of the standard.  Every Centre should be encouraged to have flexibility in easy change of the timer.

b) Generally an inactive ftp process should be terminated by a short idle timer to avoid wasting resource. However it is irrational to neglect the overhead in repeating the sequence of establish and close a session.  For example, there are cases that it takes 30 -180 sec to login on the condition that a recent ftp server program having a authentication function by TCP port113 (client side: identd) are used.  

c) On a heavy traffic link, a ftp session is inclined to PVC way with a long idle timer.  On the other hand, the use of SVC way by a short idle timer is predominant on a light traffic link. 

[Proposal]

 An idle timer should not be shorter than the cut-off timer to avoid such a wasting case that the sequence of establish and close a session is repeated even if there are data to send continuously.  

 In a common sense, an idle timer is desirable within a range between the cut-off timer and 180sec.

================================================================================= 
· To specify comparison in the view of merit/demerit between anonymous and real account. 
[Analysis of comments from Centres]

a) There is a comment that the use of real user account is encouraged as it provides greater security.  On the other hand, there are comments to recommend anonymous ftp in views of convenience, easiness and preventing a serious damage when the security would be broken. 

b) In case of changing a specific password, we should consider how to synchronize the sender with the receiver without long suspension of WWW operation. 

c) An easy understandable table for comparison should be developed to help to decide an appropriate way for account and password.

[Proposal]

 We recommend to include a table to summarize general comparison between anonymous and real account (see ANNEX 2) in Attachment II-15. 



(4)  Miscellaneous

· Some types of ftp products are used in compliance with each platform.

· Operator-interfaces to see the ftp status and logging are generally simple.

· Tips based on actual operations are useful.  

Discussion point

================================================================================= 
· To review the issues pointed out as tips, e.g. security risk, performance in multi-sessions, necessity of making an error report visible, and effective solution on low speed circuits

Expect practical contribution from other experts



(ANNEX1)

Total number of messages : 31048

Average message length : 1025 bytes

Over 100 msg/min : 12 times (Cut-off: 1min, 100 msg)   ,  115 times (Cut-off: 1min, 50 msg)

 Average pileup delay in batched ftp: 29.3sec (Cut-off: 1min, 100 msg)   ,  14.5sec (Cut-off: 30sec, 100 msg)
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Total number of messages : 16122

Average message length : 4643 bytes

Over 100 msg/min : 16 times  (Cut-off: 1min, 100 msg)   ,  109 times (Cut-off: 1min, 50 msg)
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Average pileup delay in batched ftp: 29.5sec (Cut-off: 1min, 100 msg)   ,  14.6sec (Cut-off: 30sec, 100 msg) 

(ANNEX2)


Anonymous account
Real account with password


No password
Fixed password
Fixed password
Managed by server
Managed by client

Security aspect

Changing password
--
No
No
Possible to be secure by appropriate changes 
Possible to be secure by appropriate changes 

Careful notification of  password to client
--
Only the initial implementation
Only the initial implementation
Every time of changing passwords
No need

Specific ports (e.g. tcp23) for changing passwords
No need to permit 
No need to permit 
No need to permit 
No need to permit 
Need to permit

Authentication of individual permitted users
Impossible
Impossible
Possible by user ID and password
Possible by user ID and password
Possible by user ID and password

User limitation
Impossible
Possible to a certain extent by password
Possible by user ID and password
Possible by user ID and password
Possible by user ID and password

Damage when security is broken
Limited damage due to restricted level of user authority
Limited damage due to restricted level of user authority
Possibility of serious damage
Possibility of serious damage
Possibility of serious damage

System and operational management aspect 

Password control in duplicated system
--
No need
No need
Easy to change passwords in duplicated hosts simultaneously 
Necessity of some mechanism to control duplicated hosts

New password synchronization between a client and a server 
--
--
--
Not easy to synchronize

Some rule is necessary
Usually synchronized with ease 

Risk of failure in login, i.e. suspension of data exchange  
No risk
Very low

(But if the password must be changed in an emergency, some clients may fail in login seriously.)    
Very low
Some risk

Possible reasons:

a) Asynchronization between a client and a server

b) Password expiration  
Some risk

Possible reasons:

a) Switch of duplicated hosts

b) Password expiration  

Individual access control on each sub-directory for putting from each user
Impossible
Impossible
Possible
Possible
Possible

Notes

1) Sender = Client (ftp client) , Receiver = Server (ftp server) 

2) This table shows general guidelines. There are some exceptions, e.g. specialized implementation by tricky account management and sophisticated tools.

3)  It is noted that necessary security level and its evaluation depend on each centre’s policy.         

