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3. DATA COMMUNICATION SYSTEMS AND SERVICES (incl. ET- EUDCS report)

3.0
The ICT-ISS noted with appreciation the report of Mr Jean-François Gagnon (Canada), chairman of the Expert Team on Enhanced Use of Data Communication Systems (ET-EUDCS) that held its session in Montreal, from 27-31 May 2002. 

3.1 TCP/IP procedures and applications

TCP/IP procedures (including TCP/IP sockets, IP addressing and routeing, network management)

3.1.1 Current practices, as described in the revised Manual on the GTS, Vol. 1, Part II, Attachment II-15 (CBS-XII) continue to be appropriate.  With respect to IP Addresses and AS numbers, the ET-EUDCS reviewed the assignments made by the WMO Secretariat upon request, in compliance with relevant provisions of Attachment II-15. GTS Centres shall use officially registered IP addresses for their systems (MSS, Hosts,...) but it was noted that obtaining these official IP addresses from Internet Service Providers may be extremely difficult in several countries, in particular in Asia and Africa.  It was agreed that a set of addresses from the class C that was originally allocated for IP over X.25, could be used for assigning IP addresses to NMCs systems (MSS, host) experiencing serious difficulties, on a case-by-case basis and upon request. Noting the particular shortage of IP addresses in Asia, NMHSs should be invited to check if they could help by giving some unused part of their address space for further WMO distribution to NMHSs in need. With respect to AS numbers, it was recommended that the block 65408 – 65471 be assigned for Antarctic and 65472 - 65535 reserved.

3.1.2 The IPv6 development, including Asian decision towards implementation was noted. IPv6 deployment does not seem to be an urgent issue for American and European countries since QoS and security were being developed for IPv4.  The only real issue left is address space limitations, which does not seriously affect these countries. It was concluded that the ET-EUDCS needs to keep abreast of development, in particular in Asia, and to take action as appropriate.

TCP/IP based services (including FTP procedures, filenaming conventions)

3.1.3 The ET-EUDCS reviewed the current recommended practices for FTP transfer of files containing accumulated messages and agreed that they were appropriate, but needed clarification to eliminate possible different interpretations, and to cancel options which revealed to be unnecessary or unpractical. Relevant amendments were developed.

3.1.4 The ET-EUDCS agreed that the provisional filenaming conventions for new types of data (no current AHL) as described in Attachment II-15 were NOT appropriate and should be cancelled.  It noted with interest and appreciation the development by the ET-IDM of a WMO Metadata standard based on ISO standard, and the XML formats. However, the ET-EUDCS emphasized that Metadata alone does not permit any efficient mechanism for the operational routeing and distribution of files.

3.1.5 The ET-EUDCS strongly emphasized the need for filenames containing sufficient information on the content of the file for enabling the operational routeing and distribution. Metadata provides the detailed information for displaying, using and processing the file.  An open, flexible and forward-looking general file naming convention, facilitating a smooth transition from AHL, was developed as a recommended replacement for the “File naming conventions for new message types (no existing AHL)” of the WMO Pub. 386, Manual on the GTS, Vol. 1, Part II, Attachment II.15.

3.1.6 The ET-EUDCS discussed the parameters that could affect file-naming conventions, and recognized the great number of factors, options and possibilities that had to be considered.  It was felt that a file naming convention to be used for so many possible data types had to accommodate not only existing but future needs.  It was felt that although various users of the convention may have various needs for file naming, the most critical requirement for a standard was to simplify communication functions.  Therefore, there should be enough information in the file name so that a communication system can determine routeing without having to read the file contents.

3.1.7 It was also recognized that detailed data format and content descriptions should be handled by Metadata files, although specific countries will most likely chose to include some content description in the file names as well.  To meet both objectives, the proposed file naming convention is based on a mandatory part and a free format part.  The mandatory part, which is essential to basic routeing, was kept simple and general, in the hope that countries with existing system can readily convert to the new file name convention without much trouble.  Although the logic of file routeing can be achieved in several ways, it was noted that most centres already experimenting in this area usually implement a procedure that extracts key elements from the file name and route accordingly.  It is therefore important to have a clear field delimiting method in order to simplify this extraction.  Also, the fields should be arranged in a standard order to allow consistent procedures across the WMO member countries.  It should also be noted that the fields are general enough to allow the possibility for designation of datasets and routeing requirements that are not limited to the WWW needs.

3.1.8 The group also recognized the need for a principle of uniqueness in file naming. The proposed convention ensures that different originating countries will be identified as such.  It will be the responsibility of individual countries to ensure that the file names they generate are unique amongst themselves.  A date and time stamping field was deemed required.  It was recognized that different systems may use this field differently (some for routeing, some for data management purposes).  In order to achieve a simple standard and allow for future developments, a full date and time stamp is recommended.

3.1.9 The issue of the procedure for transmission of Metadata associated to a data file, as either a separate file paired with the data file, or merged with the data into a single file needs further studies.  The need for regular transmission of Metadata for routine data and products was also questioned.

3.1.10 The recommended amendments to the Manual on the GTS, Vol. 1, Part II, Attachment II.15 related to FTP Procedures are included in the Annex to this paragraph.

3.2 Technical practices and guidance for use of the Internet

Data exchange by e-mail via Internet

3.2.1 For several small NMCs, the Internet is the only affordable telecommunication means for transmitting meteorological information, despite possible shortcomings (availability, reliability, delays).  Several GTS centres have developed and are operating procedures for collecting observational bulletins via e-mail on the Internet.  Through the information provided by WMC/RTH Washington, Moscow, Melbourne, RTHs New Delhi, Wellington, Pretoria, Offenbach, Tokyo, Nairobi and RSMCs Montreal and La Reunion, the ET-EUDCS developed recommended practices covering the format of the message and arrangements limiting the security risks. The ICT-ISS endorsed the proposed practices with some changes in order to improve its consistency with procedures being implemented by some centres, as included in the Annex to this paragraph.

3.2.2 In addition to FTP and HTTP servers operated by many WWW centres, some RTHs use E-mail, including request-reply mechanisms, for providing data and products to NMCs.  The ET-EUDCS will pursue the detailed analysis of current arrangements, with a view to developing recommended practices in this respect.  The ICT-ISS agreed that the matter should be considered in the more general framework of delivery of information upon request.

Internet-based connections between RTHs and NMCs

3.2.3 Noting that the establishment of Internet-based connections between RTHs and NMCs was a very cost-effective opportunity, the ET-EUDCS examined the most appropriate procedures and implementation options that would minimize the operational and security risks.  Based on the report of a consultant, it reviewed protocols, architecture and possible options for Virtual Private Networks (VPNs) via the Internet.  A guidance document on the most appropriate practices and implementation option(s) for VPNs between GTS centres, and in particular between an RTH and small NMCs, was consolidated. The ET-EUDCS noted with interest and appreciation that the ECMWF was carrying out operational tests on VPNs via the Internet as back up of RMDCN links, and agreed that the outcome of these tests would contribute to validate the best option(s) for GTS centres. Appreciation was expressed to the ECMWF for this contribution.

3.2.4 The ICT-ISS fully endorsed the guidance document on VPNs via the Internet between GTS centres, as given in the Annex to this paragraph and expressed its appreciation to the ET-EUDCS for the work done.  It noted that these guidelines would be further refined in light of the experience gained in implementation, including in particular the operational tests on VPNs via the Internet that were carried out by the ECMWF.  All WWW centres were invited to report on their own implementation to share the experience gained. The ICT-ISS also underlined that the guidance document on VPNs was strongly influenced by the rapidly changing technology, and it requested the ET-EUDCS to keep it under review.  It recommended that the document be published in an electronic form on the WMO Web server, and be provided in printed form to NMHSs that requested it.  The guidance document on VPNs via the Internet between GTS centres should also be eventually made available in at least English, French, Spanish and Russian.

[note: clarifications on user-defined and arbitrary parameters of the configuration example in the Appendices will be inserted]

Procedures for observational data collection using E-mail via Internet
The document provides guidelines for using Electronic Mail as a complementary communication system for collecting meteorological data bulletins over the Internet.  The purpose of this proposal is not to replace the existing data collection systems, but to serve as a complementary system to be used in test and special cases, or when a GTS link is unavailable.

Background

Electronic mail (E-mail) can be a very simple and cost effective way to exchange GTS messages. It should be noted however that e-mail is not an end-to-end service and there is no guarantee of the timely delivery of messages.

The following guidelines describe practices for sending both Data Collection Bulletins and Binary GTS Messages via E-mail.

Guidelines for sending GTS messages via electronic mail on the Internet:

1. E-mail Messages shall be sent in ASCII (plain text) with possible attachments.  HTML shall not be used.

2. The GTS message(s) can be sent either as text in the body of the e-mail, or in the attachment(s) of the e-mail, but not in both. Binary data should only be included in e-mail attachment(s).

3. The body of an e-mail shall follow the following format:

<security string>
<GTS message>
…

<GTS message>
where,

<security string>
is a bilaterally agreed word or series of words to help in the validation of the e-mail.  The security string is optional.

<GTS message>
is a standard GTS message starting with the abbreviated header line, such as

TTAAii CCCC YYGGgg [BBB]

message text

Each line of the GTS message should not exceed 69 characters.

No other information should be included in the body of the e-mail unless agreed by the receiving centre.

Note: If the GTS message(s) are included in the attachment(s), the body only contains the <security string>
4.  The structure and filename (to be verified to validate) of an attachment shall be identical to that of a file transferred by FTP.  The length of an attachment shall not exceed 2 MBytes or as specified in a bilateral agreement.  Attachments shall be coded in Base64 (MIME standard).

5.  The e-mail header “Subject:” field either:

(a)  May contain the AHL if the e-mail contains a single GTS message,

(b)  is empty or,

(c)  by bilateral agreement, contains a <security string>. 

Security considerations:

6.  E-mail is inherently insecure. To minimise security issues the receiving centre should only process GTS related e-mails from a pre-defined list of e-mail addresses. That is, the receiving centre should validate the e-mail header “From:” field. To avoid problems with e-mails containing manipulated “From”-fields, centres may bilaterally agree in <security strings> as described in the above rules.

7.  It is recommended to use specific mail accounts for GTS data transfer with bilaterally agreed names and not to receive GTS data in personal mailboxes.

8.  A problem with some Mail Exchangers is that by default they operate as an “open-relay”.  An open-relay occurs, for example, if you are on site A.COM, and you accept mail from B.NET destined for C.ORG. This means that spammers can use your mail system to distribute their e-mails.  Centres should ensure that they do not operate as an open-relay. For centres using “sendmail” as the Mail Exchanger it is recommended that they use version 8.9 or later which by default denies unauthorised relaying.
















