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ITEM  3.1

ENGLISH only


DATA COMMUNICATION SYSTEMS AND SERVICES
(Submitted by the Secretariat and the ET-EUDCS Chair)
	Summary and Purpose of Document
The document presents the conclusions of the Expert Team on Enhanced Use of Data Communication Systems chaired by Jean-François Gagnon (Canada), at its recent meeting (Beijing, 10-14 May 2004), including proposals for recommended data communication procedures




ACTION PROPOSED
The Implementation Co-ordination Team is invited to review the ET-EUDCS outcome and endorse the proposed data communication procedures, including resulting amendments to the Manual on the GTS, Vol. 1, Part II.

Discussion

1. The Expert Team on Enhanced Use of Data Communication Systems, chaired by Jean-François Gagnon (Canada), at its recent meeting (Beijing, 10-14 May 2004) reviewed recommended practices for tcp/ip procedures and applications on the gts and for operational and other meteorological data exchange on the Internet.  An Expert Meeting on Enhanced Utilization of Data Communication Services, especially the Internet (Wellington, New Zealand, 11-16 December 2003) was also held.  The outcome of this work is submitted to the Implementation Co-ordination Team on ISS. 

Recommended practices for tcp/ip procedures and applications on the gts 

TCP/IP procedures

2. Current practices, as described in the revised Attachment II-15 continue to be appropriate.  With respect to IP addresses, the ET-EUDCS was informed that the set of eight class C IP addresses that were originally provided by Meteo-France for allocation to GTS links were not officially registered. At the time of preparation of this document, Meteo-France was investigating with the proper IP address allocating authorities a possible allocation (at least a temporary one for 1-2 years) of the address space already in use.  If this arrangement should fail, the ET-EUDCS should urgently develop a new addressing scheme and a migration plan from the current addressing scheme.

3. The ET-EUDCS reviewed the status of IPv6 development in North America, Europe and Asia.  The development in Asia is ahead, but IPv6 deployment still does not seem to be an urgent issue for American and European countries.  It was concluded that it was still premature to expend much efforts in IPv6 testing, but that the ET-EUDCS needs to keep abreast of development, in particular in Asia, and to take action as appropriate.

TCP/IP based services (including filenaming conventions)

4. Through Res. 6/2/1(CBS-Ext. (02)), that was endorsed by EC, CBS approved a general file naming convention that should be implemented with a transition period not exceeding 2007.  File names for new message types shall follow the following format: 

	pflag_productidentifier_oflag_originator_yyyyMMddhhmmss[_freeformat].type[.compression]


For pflag = W (planned WMO product identifier), there is a requirement to define the allocation tables for the corresponding mandatory fields “productidentifier”, “oflag”, “originator” and “yyyyMMddhhmmss”. This task is being undertaken by the ET-IDM in co-ordination with the ET-EUDCS; after an exchange of technical comments and suggestions, the two ETs agreed to establish a joint ad-hoc task group, working by correspondence, to finalize a proposed set of rules.

Guidance and recommended practices for use of the Internet

Meteorological data exchange via the Internet (e-mail and Web data ingest)

5. For several small NMCs, the Internet is the only affordable telecommunication means for transmitting meteorological information, despite possible shortcomings (availability, reliability, delays, security).  The Expert meeting (Wellington, December 2003) reviewed the current "Procedures for observational data collection using E-mail over the Internet" and identified a number of issues in the light of operational experience.  The ET-EUDCS noted that the procedure should not be meant to cover all possible options of existing implementations, but rather provide a simple, clear tool for small NMHSs for which e-mail remained almost the only option for providing observational reports.  It underlined that E-mail can be used with low-capacity Internet access (e.g. very slow dial-up lines), and the E-mail procedure should therefore be kept as simple as possible.  The ET-EUDCS revised accordingly the recommended practices for the transmission of meteorological bulletins on the Internet by using electronic mail.
6. The ET-EUDCS also noted that several NMSs had shown a preference to a Web based data ingest system, and it recognized that both systems were required.  The ET-EUDCS developed guidance on the Web interface for meteorological data ingest.  It noted with much appreciation that the source code from the RTH Washington implementation could be made available through request to WMO. The ET-EUDCS emphasized the importance for several small NMCs of the use of the Internet for transmitting meteorological bulletins.  It therefore recommended that the recommended practices be included in the Manual on the GTS, and it developed an amendment to Volume I, Part II, including a new Attachment II-16 Volume I, Part II, which is included in Appendix A. 

7. The ET-EUDCS also noted the development of common web portal which provides catalogues of  data which in turn may actually reside on several other systems, especially the UNIDART project and user personalized web portals. These projects proposed interesting approaches to the establishment of HTTP based web services.
Internet-based connections between RTHs and NMCs

8. The ET-EUDCS reviewed the current Guide on Virtual Private Networks (VPN) via the Internet between GTS centres for the establishment of cost-effective Internet-based connections between RTHs and NMCs.  The ET-EUDCS also noted with appreciation the Technical note IPSec Feasibility Study – Guidance on IPSec-based VPNs over the Internet that was developed by ECMWF and made available to WMO.  The Technical note has been translated and the four versions in E, F, S and R are available on the WMO Web site under: http://www.wmo.int/web/www/documents.html#TEM-Internet. The ET-EUDCS noted that IPsec works well, but that there are still unresolved issues with the choice of a proper Certificate Authority (CA), in particular finding a global CA that could be used by all and eliminating cross certification problems if several CAs are used.  It was also noted that these CA issues were of concern to the VGISC project. The ET-EUDCS should pursue its work on this matter.  The ET-EUDCS also considered the FWIS pilot project on VPN promoted by RA II and V, coordinated by H.Ichijo.  This project is primarily concerned with the connectivity of FWIS NCs to their GISC, and has been reviewed by the recent ITT-FWIS meeting (22-24 September 2004).
Guide on Internet Practices

9. The Guide on Internet Practices (see http://www.wmo.int/web/www/documents.html#TEM) has been revised to take abreast of technological developments, and the revised version was reviewed by the Expert Meeting on EUDCS/Internet (Wellington, December 2003).  The revised Guide on Internet Practices is now available on the WMO web in the 4 official languages. The ET-EUDCS noted that there were several Information Technology Security (ITS) component explanations in the guide, which were however incomplete.  The Guide on Internet Practices should be reviewed accordingly to the new Guidance on Information Technology Security (ITS) that is being developed (see below). 
Guidance on Information Technology Security (ITS) at WWW centres

10. In view of the increasing security threats to networked systems, the potential impacts to specific sites as well as other interconnected sites and the lack of expertise especially in smaller countries, the ET-EUDCS has decided to develop a Guide on Information Technology Security (ITS) at WWW centres.  The document should cover purpose, industry approved security processes, security procedures and best practices. The guide should be readable by managers and a precise source of information for technical personnel, although it is not meant to cover all technical aspects in great detail. It should include appropriate references to publicly available technical documents to complement the details.  The draft Guide, which is under development, is included in Appendix B; the ET-EUDCS plans to finalize the first version by the end of 2004.

Guidance on use of FTP and FTP servers

11. The ET-EUDCS noted that several NMHSs have had requirements for FTP servers, but did not have the system administration experience to configure them adequately.  Based on document that was developed by JMA, the ET-EUDCS is developing a Guide on use of FTP and FTP servers at WWW centres.  The current available experience was on Unix platforms, but it was agreed that such documentation should not recommend a particular operating system.  The Team would like to complement the document with information on a Windows based platform, but could not identify such experience yet.  The Guide should stress the importance of security in such FTP servers, and should include adequate references to the Guide on Information Technology Security (ITS) at WWW centres.  The current draft is included in Appendix C.
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