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1. ORGANIZATION OF THE MEETING

1.1 Opening of the meeting 

1.1.1 The meeting of the Implementation Coordination Team on Information Systems and Services (ICT-ISS) was held at the WMO Secretariat in Geneva, Switzerland, from 27 September to 1 October 2004. Mr Peiliang Shi (China), acting chair of the CBS/OPAG on Information Systems and Services, opened the meeting at 9.30 a.m. on Monday 27 September 2004.

1.1.2 Mr D. Schiessl, Director of the World Weather Watch Department, welcomed the participants on behalf of the Secretary-General and outlined the overall objectives of the meeting. He emphasized that Implementation Coordination Teams have a key role in facilitating an increased level of coordination of the working results of the OPAG Expert Teams, in evaluating the implementation aspects of the proposals with due consideration of their sustainability and in consolidating them into recommendations for consideration by CBS. He hoped that the Group would have a fruitful meeting and that all the participants would have a very pleasant stay in Geneva.

1.2 Adoption of the agenda 

The session adopted the agenda as given in Appendix I

1.3 Working arrangements

The sessions agreed on its working hours and work schedule. The session worked in English, and a few small ad hoc drafting groups were established during the session. The list of participants is given in Appendix II.

2. Review of the status of implementation and operation of the gts

2.0.1 The session was informed of the results of the Annual Global Monitoring (AGM) and the Special MTN Monitoring (SMM). About 100 WWW centres provided monitoring results for the AGM exercises, which are carried out from 1 to 15 October each year. Eight MTN centres from Regions I, II, V and VI participated in the SMM exercises, which are carried out from 1 to 15 February, April, July and October.  The Secretariat presented analyses of the Annual Global Monitoring (AGM) and the Special MTN Monitoring (SMM). Information on the AGM and SMM is available from http://www.wmo.int/web/www/ois/monitor/monitor-home.htmhttp://www.wmo.int/web/www/ois/monitor/monitor-home.htm. 
2.0.2 The percentage of SYNOP reports available at MTN centres in comparison with the number of reports required from RBSN stations was about 76 per cent during the period 2002-2004. There were still deficiencies in the availability of SYNOP reports from areas in Region I (52 per cent in July 2004), in Region III (57 per cent) and in Region V (68 per cent).The percentage of TEMP reports available at MTN centres was about 63 per cent during the period 2002-2004. The availability of TEMP reports was relatively satisfactory for the eastern and southern parts of Region II, the northern part of Region IV, some countries in Region V and the western part of Region VI. The availability of TEMP reports was generally insufficient for most of the other parts of the world.

2.0.3 There was no major evolution in the availability of SHIP reports during the period 2000-2004. The number of TEMP SHIP reports in July 2004 reached 23. The number of BUOY reports has increased from 8094 to 14079 from 2000 to 2004. The number of AIREP reports oscillated between 3149 (February 2002) and 4484 (July 2000). The numbers of AMDAR reports ranged from 21385 (July 2001) to 15101 (July 2004). The monitoring of BUFR aircraft reports within the SMM started in 2004. The number of BUFR aircraft reports was 105117 in July 2004. Except for AIREP and BUOY reports, a large part of the reports from mobile stations were issued from the Northern Hemisphere.

2.0.4 The MTN centres received 62 per cent of the CLIMAT reports and 67 per cent of the CLIMAT TEMP reports expected from the RBCNs during the October 2003 AGM. The analysis showed lower figures for the availability of the CLIMAT and CLIMAT TEMP reports at MTN centres for the SMM exercises than for the AGM exercises. This was particularly due to the fact that the pre-analysis of the SMM raw data made by Cairo systematically rejects the reports for which the format of presentation is not conform to the WMO standards. The monitoring of the exchange of CLIMAT and CLIMAT TEMP bulletins on the GTS showed major deficiencies in the application of WMO standards for the presentation of CLIMAT and CLIMAT TEMP bulletins. The Secretariat investigated deficiencies in the application of WMO standards in the presentation of CLIMAT and CLIMAT TEMP bulletins. The Secretariat informed the WMO Member countries of the deficiencies found for each country and invited them to take action in order to eliminate the deficiencies. The results of the action taken will be further monitored during the next periods of the Special MTN monitoring.
2.0.5 The Secretariat presented comparisons between the availability of the SYNOP, TEMP, CLIMAT and CLIMAT TEMP reports at MTN centres from RBSN/RBSN stations during the 2003 AGM and SMM exercises. The meeting recommended that each MTN centre review the differences in the availability of data, and in particular examine whether these differences are due to differences of requirements in the reception of data, differences in the data sets monitored, shortcomings in the relay of the data on the GTS, or differences in the implementation of the monitoring procedures at centres. Noting that this information was useful for the RTHs for mitigating deficiencies in the operation of the GTS, the meeting requested the Secretariat to continue providing such comparisons to the RTH focal points.

2.1 Main Telecommunication Network (MTN)

Most of the MTN circuits are using digital links or data-communication network services  and all but two currently operate with X.25, TCP/IP or a combination of both.  However the session noted with concern that one circuit (New Delhi-Cairo) remains using old telegraphic and very low speed characteristics.

2.2 Regional Meteorological Telecommunication Networks (RMTN)

2.2.1 The session noted with satisfaction the continued progress in the upgrading of GTS implementation. In Region I, despite serious economical difficulties, continuous efforts had enabled some improvement of GTS circuits via leased lines, satellite-based telecommunications (in particular SATCOM) or public data networks, including the Internet. Satellite-based data-distribution systems (MDD, RETIM and SADIS) and data-collection system (METEOSAT/DCS) continue to play a crucial role, taking into account the upgrades (EUMETCast and RETIM-Africa).  There were still serious shortcomings, in particular at national level, and the Strategy for enhancing WWW basic systems was developed to enable sustainable development, in particular of meteorological data-communications.  

2.2.2 The RMTN in Region II, particularly in its Eastern and Southern parts, was being improved by the continued implementation of improved data communication services, including Frame Relay services, complemented by satellite-based distribution systems and the use of the Internet. The plan for an Improved RMTN was nearly implemented.
2.2.3 In South America, the RA III Regional Meteorological Data Communication Network (RMDCN) project was entering its implementation phase, since the provider’s Framework Contract for the new RMDCN was concluded by the Secretary-General.  These upgrades would enable NMHSs to considerably enhance their reception and use of highly valuable data and products.

2.2.4 The International Satellite Communication System (ISCS) operated by the USA that was providing for the RMTN in Region IV as well as data distribution over Regions III and V, was upgraded to TCP/IP procedures with an increased capacity. The ISCS upgrade also lead to the replacement of all NMCs' workstations.

2.2.5 Significant progress was made in the Region V RMTN with the implementation of Frame Relay services and the expansion and upgrades of satellite-based communications (ISCS). Some NMCs were however still in the transition phase as regards the ISCS upgrade.  Technical changes to the satellite-based Emergency Managers Weather Information Network (EMWIN), which is a crucial source of data, warnings and forecasts for the Pacific and some parts of the Caribbean, in particular for small island countries, were planned for 2007.  There was also an increasing use of the Internet, in particular for the collection of observational reports and for linking small nations in the Pacific. 

2.2.6 The RA VI RMDCN, based on a shared managed network service managed by the ECMWF, was interconnecting 33 RTHs and NMCs. The RMDCN services met the RA VI GTS requirements as well as data exchange requirements between ECMWF and its Member States and Cooperating States and was extended to include interregional and MTN GTS circuits.  The other RA VI Members were operating leased point-to-point GTS circuits and Internet connections and were expected to join the RMDCN when cost-effective.  Satellite-based distribution systems (FAX-E, RETIM, TV-Inform and MDD) were also playing an important role, taking account of the upgrades.  Some NMCs in the Eastern part of the region were not yet equipped with a computer-based MSS.

2.2.7 Satellite-based data-distribution systems were playing an increasingly important role as integrated components of the GTS for the distribution of large volumes of information, in complement to the dedicated connections.  Satellite-based systems using digital video broadcasting (DVB) techniques were implemented in Region VI and extended to cover Region I and II, including RETIM operated by France and EUMETCast operated by EUMETSAT and also supporting DWDSAT of Germany, and are planned in other regions.  Satellite-based systems using digital audio broadcasting (DAB) techniques for "data casting" were also used by the World Space Radio and Internet (RANET) experiment over Africa and the Pacific, and by the NMS of India (IMD) for replacing and upgrading the radiobroadcast from RTH New Delhi.
3. DATA COMMUNICATION SYSTEMS AND SERVICES (incl. ET- EUDCS report) (Agenda item 3)

3.0 The ICT-ISS noted with appreciation the report of Mr Jean-François Gagnon (Canada), chairman of the Expert Team on Enhanced Use of Data Communication Systems (ET-EUDCS).  The ET-EUDCS held its session jointly with the ET-IMTN (Beijing, 10-14 May 2004); The ICT-ISS recognized that the joint work of the ET-EUDCS and ET-IMTN was a profitable experience.  An Expert Meeting on Enhanced Utilization of Data Communication Services, especially the Internet (Wellington, New Zealand, 11-16 December 2003) was also held.  
3.1 TCP/IP procedures and applications, including filenaming

TCP/IP procedures

3.1.1 Current practices, as described in the revised Attachment II-15 continue to be appropriate.  However, with respect to IP addresses, the ET-EUDCS was informed that the set of eight class C IP addresses that were originally provided by Meteo-France for allocation to GTS links were not officially registered. Meteo-France investigated the matter with the proper IP address allocating authorities, to request a possible allocation (at least a temporary one for 1-2 years) of the address space already in use.  This has proven not to be possible and authorities have indicated that continued usage of these addresses was against IP addressing rules. Therefore:

· The Secretariat is advised to no longer deliver any more addresses from the pool

· ET-EUDCS must develop a migration plan to resolve this issue as soon as possible (before CBS if possible).  It was noted that the matter is urgent.  Although the systems currently using these addresses should continue to work, the centres using these addresses must take great care not to leak these addresses to the internet as this will cause internet problems not only to the centres, but to the real new owners of these addresses.  The new address scheme may either:

a) use "private non routable addresses" (RFC1918) that are not being used;

b) use carrier provided addresses;

c) use addresses from a donor country (or at the very least use private addresses from a donor country that would be blocked by that country and not usable on the Internet).

· It is recommended that countries affected by this problem actively participate in its resolution.

It was noted that the ET-EUDCS developed a short guide to help countries that so desire to establish an architecture to connect to the Internet with a minimum set of IP addresses ("Possible configuration for minimal use of IP addresses at NMCs").

3.1.2 The ET-EUDCS reviewed the status of IPv6 development in North America, Europe and Asia.  The development in Asia is ahead, but IPv6 deployment still does not seem to be an urgent issue for American and European countries.  It was concluded that it was still premature to expend much efforts in IPv6 testing, but that in light of point 3.1.1 above, the ET-EUDCS needs to:

1. Keep abreast of developments, in particular in Asia, and to take action as appropriate.

2. Investigate the possibility of registering addresses for WMO purposes as soon as possible.

TCP/IP based services (including FTP procedures, filenaming conventions)

3.1.3 Through Rec. 3 (CBS-Ext. (02)) that was endorsed by EC, CBS approved a general file naming convention that should be implemented with a transition period not exceeding 2007.  File names for new message types shall follow the following format: 

	pflag_productidentifier_oflag_originator_yyyyMMddhhmmss[_freeformat].type[.compression]


For pflag = W (planned WMO product identifier), there is a requirement to define the allocation tables for the corresponding mandatory fields “productidentifier”, “oflag”, “originator” and “yyyyMMddhhmmss”.  This task was being undertaken by the ET-IDM in co-ordination with the ET-EUDCS; The ICT-ISS noted that after an exchange of technical comments and suggestions, the two ETs agreed to establish a joint ad-hoc task group, working by correspondence, to finalize the proposed set of rules.  It endorsed the principle of a hierarchy of sections with a cascade of identified “authorities” for the “productidentifier” that ensures its uniqueness and facilitates its management. 
3.2 Technical practices and guidance for use of the Internet

Meteorological data exchange via the Internet (e-mail and Web data ingest)

3.2.1 For several small NMCs, the Internet is the only affordable telecommunication means for transmitting meteorological information, despite possible shortcomings (availability, reliability, delays, security).  The Expert meeting (Wellington, December 2003) reviewed the current "Procedures for observational data collection using E-mail over the Internet" and identified a number of issues in the light of operational experience.  The ET-EUDCS noted that the procedure should not be meant to cover all possible options of existing implementations, but rather provide a simple, clear tool for small NMHSs for which e-mail remained almost the only option for providing observational reports.  It emphasized that E-mail can be used with low-capacity Internet access (e.g. very slow dial-up lines), and the E-mail procedure should therefore be kept as simple as possible. Although the recommended practices don't restate the obvious message handling practices, it was noted that they should be followed, in particular, as it pertains to centres that ingest Email for further distribution on the GTS.  All messages should be checked to follow the format and standards of the GTS.  The ICT-ISS noted that the ET-EUDCS had revised accordingly the recommended practices for the transmission of meteorological bulletins on the Internet by using electronic mail.

3.2.2 The ET-EUDCS also noted that several NMSs had shown a preference to a Web based data ingest system, and it recognized that both systems were required.  The ET-EUDCS developed guidance on the Web interface for meteorological data ingest.  The ICT-ISS noted with much appreciation that the source code from the RTH Washington implementation could be made available through request to WMO.  It emphasized the importance for several small NMCs of the use of the Internet for transmitting meteorological bulletins.  The ICT-ISS reviewed the recommended practices and recommended an amendment to the Manual on the GTS, Volume I, Part II, including a new Attachment II-16, which is included in the annex to this paragraph.  The ICT-ISS agreed that guidance on the Web interface for ingest of meteorological data in binary form should be developed as a future task.
3.2.3 The ET-EUDCS also noted the development of common web portal that provides catalogues of data that in turn may actually reside on several other systems, especially the UNIDART project and user personalized web portals.  These projects proposed a number of possible approaches to the establishment of HTTP based web services
Internet-based connections between centres

3.2.4 The ET-EUDCS reviewed the current Guide on Virtual Private Networks (VPN) via the Internet between GTS centres for the establishment of cost-effective Internet-based connections between RTHs and NMCs.  The ICT-ISS also noted with appreciation the Technical note IPSec Feasibility Study – Guidance on IPSec-based VPNs over the Internet that was developed by ECMWF and made available to WMO.  The Technical note has been translated and the four versions in E, F, S and R are available on the WMO Web site under: http://www.wmo.int/web/www/documents.html#TEM-Internet. It was noted that IPsec works well, but that there are still unresolved issues with the choice of a proper Certificate Authority (CA), in particular finding a global CA that could be used by all and eliminating cross certification problems if several CAs are used.  It was also noted that these CA issues were of concern to the VGISC project.  These issues are more than WMO issues and may mean that WMO systems would avoid using CAs until it is resolved (use prearranged keys instead).   The ET-EUDCS also considered the FWIS VPN pilot in Regions II and V.  This project is primarily concerned with the connectivity of FWIS NCs to their GISC, and has been reviewed by the recent ITT-FWIS meeting (22-24 September 2004). It was also noted that the FWIS VPN pilot project tested the AES and 3DES schemes.  It was recognized that the any-to-any communication difficulties were not really an issue in the context of NCs communicating with their respective GISC (which is not an any-to-any environment).  ET-EUDCS will continue to track VPN developments to improve the Guidance document.

Guide on Internet Practices

3.2.5 The ICT-ISS noted with appreciation that the Guide on Internet Practices (see http://www.wmo.int/web/www/documents.html#TEM) had been revised to take account of technological developments, and the revised version was reviewed by the Expert Meeting on EUDCS/Internet (Wellington, December 2003).  The revised Guide on Internet Practices is now available on the WMO web in the 4 official languages. The ET-EUDCS noted that there were several Information Technology Security (ITS) component explanations in the guide, which were however incomplete.  The Guide on Internet Practices should be reviewed after the new Guidance on Information Technology Security (ITS) is developed (see below).
3.3 Guidance on Information Technology facilities at WWW centres

Guidance on Information Technology Security (ITS) at WWW centres

3.3.1 In view of the increasing security threats to networked systems, the potential impacts to specific sites as well as other interconnected sites and the lack of expertise especially in smaller countries, the ET-EUDCS has decided to develop a Guide on Information Technology Security (ITS) at WWW centres.  It was agreed that the document should cover purpose, industry approved security processes, security procedures and best practices. The guide should be readable by managers and a precise source of information for technical personnel, although it is not meant to cover all technical aspects in great detail. It should include appropriate references to publicly available technical documents to complement the details.  The draft Guide, which is undergoing further development, is included in Appendix B; The ICT-ISS noted with satisfaction that the ET-EUDCS planned to finalize the first version by the end of 2004, and WWW centres with security experience were invited to provide comments on the draft.  It recommended that if it sufficiently advanced, it be made available on the CBS-XIII documentation CD for information.
Guidance on use of FTP and FTP servers

3.3.2 The ET-EUDCS noted that several NMHSs have had requirements for FTP servers, but did not have the system administration experience to configure them adequately.  Based on document that was developed by JMA, the ET-EUDCS is developing a Guide on use of FTP and FTP servers at WWW centres.  The current available experience was on Unix platforms, but it was agreed that such documentation should not recommend a particular operating system.  The Team would like to supplement the document with information on a Windows based platform, but could not identify such experience yet.  The Guide should stress the importance of security in such FTP servers, and should include adequate references to the Guide on Information Technology Security (ITS) at WWW centres.  The current draft is included in Appendix C.  For the moment, it is recommended:
i. That the guide be maintained in a publicly available web site at JMA, with proper links from the WMO web site (in the CBS Technical documents pages)

ii. That the guide be included in its latest form on the CBS-XIII documentation CD for information.
3.3.3 The session agreed that there was a requirement to investigate the need and, if appropriate, develops some guidance for the usage of FTP for data ingest.
4. IMPROVED MTN AND GTS PLANS (incl. ET-IMTN report)

4.0 The ICT-ISS noted with appreciation the report of Mr Peiliang Shi (China), chairman of the Expert Team on the improved MTN and GTS (ET-IMTN) that held its session jointly with the ET-EUDCS. 

4.1 Improved MTN project
4.1.1 The Fourteenth WMO Congress (May 2003) noted with appreciation that in several regions the RMTNs were being improved by the continued implementation of advanced data-communication network services, such as frame relay services.  Moreover, managed data-communications network services, as currently used in Region VI, had proven to be a cost-effective implementation of the GTS, with a very high reliability and full security, a guaranteed quality of service and an easy connectivity and scalability of capacity.  Congress noted that new and imaginative administration and financial arrangements were required to share and take full benefit from those new data-communication network services, and it invited NMHSs to be as flexible as possible in that regard, taking account of respective national policies.  Congress fully supported the conclusions of CBS on the Improved MTN project (IMTN), which facilitated a progressive but rapid implementation of data-communication network services for the core GTS services.  Congress noted with much satisfaction that the IMTN implementation and operation had started at the end of 2002, as initially planned, and it expressed its great appreciation for the collaborative effort made by the NMHSs concerned. Congress also emphasized that the FWIS would build upon the GTS with respect to the requirements for highly reliable delivery of time-critical data and products, and the Improved MTN would be the basis for the core communication network.

4.1.2 The Improved MTN project was agreed to be the best solution taking into account MTN requirements, technical efficiency, cost-effectiveness, implementation feasibility and early benefits for the whole GTS, while enabling incremental capacity upgrades.  The IMTN implementation plan consists of:

I. The implementation of a "cloud" providing the interconnectivity between the RTH/WMCs Washington and Melbourne and the RTHs Tokyo, Exeter, Brasilia and Buenos Aires, including RTH/WMC Moscow in a further step;

II. The implementation of a "cloud" as an extension of the RA VI-RMDCN, providing the interconnectivity between the RTHs Exeter, Toulouse, Offenbach, RTH/WMC Moscow and other adjacent RTHs, i.e. RTHs Nairobi, Dakar, Algiers, Cairo, Jeddah, New Delhi and Beijing. The inclusion of the Tokyo-Beijing and Tokyo-New Delhi circuits would also provide an effective interconnectivity between both "clouds".
4.1.3 With respect to "cloud I", the portion Washington, Melbourne, Tokyo and Exeter is implemented.  Asymmetric Committed Information Rate (CIR) on several links is cost-effective for matching the unbalanced traffic. It was noted that the current contract should be renewed by end 2004.  The inclusion of RTHs Brasilia and Buenos Aires that are currently connected to RTH/WMC Washington via 64 kbit/s digital circuits would be considered at the respective opportunity of the end of the current contracts for the leased circuits.  The connection of RTH/WMC Moscow is planned as a further step in 2005.  The ICT-ISS recommended that the Melbourne – Washington link, which provides direct connection between two WMC/RTHs, be included into the MTN.

4.1.4 The implementation of "cloud II" made significant progress through the extension of the RA VI-RMDCN managed data-communication services provided by Equant Network Services Limited "Equant".  The ECMWF, in the framework of the WMO/ECMWF agreement, manages the RMDCN and monitors, on behalf of all participating centres, the quality of service and the contractor's adherence to the Service Level Agreements.  The Beijing-Offenbach, Tokyo-Beijing and New Delhi-Tokyo MTN links are implemented; the accession agreements were signed for the implementation of Jeddah-Offenbach and New Delhi-Moscow in the very near future.  RTHs Exeter and Tokyo are providing the actual interconnection between "cloud I" and "cloud II".  The Equant master RMDCN contract was also renegotiated and revised, which lead to significant tariff reductions for the benefit of the IMTN "cloud II”.

4.1.5 The ICT-ISS noted that RTH Dakar had decided not to join the RMDCN, since the option of extending their VSAT SATCOM network to include RTH Toulouse was more cost-effective at that time.  A VSAT has been installed in Toulouse for this purpose.  The Algiers -Toulouse MTN circuit (64 kbit/s digital) takes benefit from special tariff provided by France Telecom for international circuits between France and Algeria that cannot currently be matched.  RTH Nairobi is comparing the option of joining the RMDCN with an extension of their national VSAT network.  The ICT-ISS was informed that plans for the upgrade of the link Moscow - Cairo were under consideration.  The ICT-ISS noted with satisfaction the progress made in the implementation of the IMTN project; the current status is included in Appendix.

4.2 Telecommunication techniques and services for an improved GTS

4.2.1 The ET-IMTN reviewed the development of telecommunication techniques and services for an improved GTS.  It particularly noted that Digital Audio Broadcasting (DAB) and Digital Video Broadcasting (DVB) techniques via satellite were implemented and planned by several NMHSs for national and international data-distribution systems, confirming their suitability and cost-effectiveness for an improved GTS.
4.2.2 The ET-IMTN reviewed the characteristics of new emerging advanced data-communication network services, especially MPLS (Multi-Protocol Label Switching) that is expected to quickly supersede frame relay networks.  ECMWF is currently pursuing with Equant the option of migrating the underlying network structure of the RMDCN to one based on MPLS.  Pilot testing of the use of MPLS should take place during summer 2005.  It was also noted that the USA NWS was implementing MPLS national network.  The ICT-ISS noted that MPLS would give the potential capacity of any-to-any connectivity, and was likely to lead to new opportunities and challenges with respect to traffic management between GTS centres.  The ICT-ISS agreed that the full implications should be considered, and that the exchange and routeing mechanisms for messages and files on the GTS should be reviewed in the light of these new capabilities.
5. GTS operation (incL. WWW monitoring Rapporteur report) (Agenda item 4)

5.1 Procedures for collection, routeing and distribution of data and products

Maximum length of meteorological messages

5.1.1 In view of the requirements for information exchange in binary forms, in particular as regards numerical weather prediction products and satellite information, the Commission for Basic Systems, at its Extraordinary session (Cairns, Australia, December 2002) agreed that the maximum length of meteorological messages be extended to 500 000 octets for messages containing data in binary presentation forms (T1=H, I, J, O, P, Q and Y).  The Commission recognized that a transition period was needed to implement the recommendation and agreed upon a maximum period of five years.  This recommendation was endorsed by the Executive Council.  CBS also invited the OPAG on ISS to assess a realistic implementation date, and the Secretariat to carry out an enquiry to RTHs.
5.1.2 The session reviewed in details the responses to the technical consultation of RTH experts (in particular RTH Focal points), which was carried out by the Secretariat to assess the status of some GTS operational procedures at RTH and at their respective associated NMCs.  The meeting noted that the majority of RTHs were currently or in the near future able to receive, handle and relay meteorological messages containing data in binary presentation forms up to the maximum length of 500 000 octets.  Some RTHs, however, needed to replace or upgrade their Message Switching System that was planned by the year 2007.  Several NMCs were also not yet able to receive and use 500 000 octets meteorological messages containing data in binary presentation forms.  The meeting therefore concluded that the target implementation date of November 2007 be retained.  It also agreed that a further assessment be carried out in the future (e.g. end of 2005)
5.1.3 The session reviewed the relevant text (section 2.7.1) on the recommended procedure included in the Manual on the GTS, Vol. I, Part II.  It agreed that the text should be improved, especially for clarifying the procedures before and after the extension of the maximum length of 500 000 octets for meteorological messages containing data in binary presentation forms.  The session therefore recommended amendments to the Manual on the GTS, Vol. I, Part II as given in the annex to this paragraph.

Operational procedures for text of GTS messages/bulletins

5.1.4 The technical consultation also addressed the requirements for maintaining some of the current specifications of operational procedures for the transmission of meteorological messages that originated from teleprinter operation, such as the International Telegraph Alphabet No. 2 (5 bits), the limited set of characters from the International Alphabet No. 5 (8 bits) used in meteorological messages, the "end of line" marker (CR-CR-LF) and the limit of 69 characters per line.  The session concluded that the impact of changing these procedures would be significant, while very little benefit was expected to be gained from the change; It however agreed that a more flexible use of the International Alphabet No. 5 (8 bits) should be allowed for meteorological messages containing plain text, and that the recommended practices be reviewed in this respect as a future task.

5.2 Operational Information Services (related to ISS)

5.2.1 The meeting noted with appreciation that the WMO Secretariat posted the updated versions of Volumes A, C1, C2 and D of WMO Publication No. 9 - Weather Reporting - as well as WMO Publication No. 47 - International List of Selected, Supplementary and Auxiliary Ships - on the WMO Internet server under http://www.wmo.ch/web/www/ois/ois-home.htm. This OIS home page also includes links to other operational information such as the catalogue of radiosondes, the lists of RBSN and RBCN stations, the routeing catalogues of bulletins, monitoring reports, and information on additional data and products as defined in Resolution 40 (Cg-XII).

5.2.2 Eleven MTN centres (Algiers, Beijing, Brasilia, Buenos Aires, Exeter, Melbourne, Moscow, Offenbach, Prague, Sofia, Tokyo and Toulouse) were using the data base procedures for maintenance of their own parts of Volume C1- Catalogue of Meteorological Bulletins.  Therefore the MTN centres, except for Cairo, Dakar, Jeddah, New Delhi, Nairobi and Washington, have taken the necessary action.  The meeting recommended that the MS-Access97 application developed by the Secretariat for the maintenance of Volume C1 be adapted to its use with the recent versions of MS-Access.

5.2.3 Volume C2 of WMO Publication No. 9 contains the transmission programmes of the distribution systems of the GTS (satellite distribution systems, RTT and radio-facsimile broadcasts).  In order to avoid unnecessary duplication of information, in particular with Volume D and routeing catalogues of RTHs, CBS-EXT.(02) agreed that Volume C2 should contain the identification and the technical specifications of each data distribution system and a summary of the transmission programmes. The Secretariat had invited Members operating the GTS centres concerned to include the lists of bulletins transmitted through distribution systems in their routeing catalogues and to continue providing updates on data distribution systems as well as a summary of the transmission programmes in an electronic format to be included in Volume C2.  The information contained in Volume C2 was not satisfactory since:

· Only three countries provided information to be included in Volume C2 in the new format agreed by CBS;

· Many entries appeared obsolete or incomplete.  Information on satellite distribution systems was particularly insufficient.

The meeting requested the Secretariat to send reminders to the WMO Members countries concerned for updating Volume C2.

5.2.4 Each RTH should prepare a routeing catalogue and make it accessible by the other GTS centres, in particular by its associated NMCs.  The routeing directory should be updated monthly if possible, but not less than every three months.  The MTN centres, except for Buenos Aires and Dakar, made their routeing catalogues available on the Internet.  The frequency of updating the routeing catalogues is currently not satisfactory.  The meeting recommended to invite RTHs to update their routeing catalogues not less than every three months.

5.2.5 Fourteenth Congress agreed that an important goal was to facilitate the access to the operational information through interactive on-line access services.  A project for the interactive on-line access to Volume C1 is being developed by the Secretariat.  A demonstration of the application is available from http://alto-stratus.wmo.ch/WWWOIS/.  The meeting was pleased to note the project and recommended the further development of interactive on-line services to access the operational information.

5.3 Integrated WWW monitoring

5.3.1 The meeting reviewed the outcomes of a workshop on WWW quantitative monitoring (Toulouse, 2 - 4 June 2003) related to the implementation of the Integrated WWW Monitoring IWM.  The IWM project comprises two parts: an operational trial of the proposed integrated monitoring and an extension of the SMM.

5.3.2 The IWM project is based on the sharing of the responsibilities of the monitoring between the WWW centres and the Secretariat.  The RTHs will play a key role since they will be responsible for collecting monitoring reports from their associated NMCs and to send the consolidated IWM monitoring reports to the Secretariat and their associated MTN centres.  The meeting noted that the RTHs could use the AGM reports of their associated NMCs to prepare their IWM reports.  The use of a monitoring application on a PC would greatly facilitate the implementation of the IWM at WWW centres, and in particular the implementation of the operational trial.  It was noted that Germany was developing a monitoring application on PC.  The meeting recommended to carry out the operational trial of the IWM at an RTH in Region I, such as RTH Dakar, preferably using of a monitoring application on a PC.

5.3.3 Noting the development of the use of the BUFR code, in particular through the migration from traditional alphanumeric codes to table-driven code forms, CBS-Ext.(02) stressed the importance of monitoring data presented in the BUFR code.  It invited RTHs on the MTN, in particular RTHs Melbourne, Offenbach, Tokyo and Toulouse, to consider participating with high priority in the preparation of a pilot study and in preliminary tests for the monitoring of BUFR bulletins. The present and planned responsibilities taken by the centres were as follows:

· Offenbach agreed to prepare pre-analysis files for aircraft BUFR data provided by Melbourne, Offenbach and Toulouse. Offenbach is currently providing such pre-analysis files;
· Tokyo developed a pre‑analysis application for wind profiler BUFR data and implemented it on trial basis in October 2004;

· Melbourne was considering making the pre-analysis for other types of data, thus preparing the monitoring of the migration to TDCF.

5.3.4 WMC/RTH Melbourne prepares daily near-real-time monitoring reports in the forms of coverage charts and the comparison of this monitoring information with the similar reports prepared by ECMWF made it possible to identify anomalies in the availability of observational data at WMC/RTH Melbourne, which could be corrected.  The workshop recommended that WWW centres post such daily monitoring reports on their websites with a view to comparing the availability of data. The design of this publication should follow the Cover​age Charts from ECMWF as far as possible. The workshop felt that the monitoring should be carried out as much as possible before any quality control, but recognized that such a monitoring may be implemented at the level of a GDPS data base of WWW centres.  The workshop drafted general procedures for a pilot test. The meeting recommended to make a test of this procedure with the participation of at least two RTHs (e.g. Melbourne and another RTH), and requested the Secretariat to invite the RTH focal points to volunteer for carrying out the test. 

5.3.5 The meeting recommended to carry out ad hoc monitoring exercises on the exchange of products, in particular at the regional level. The meeting also stressed the need to define the monitoring scheme for the FWIS, in particular the monitoring tasks of the GISCs, DCPCs and NCs. 

6. Data representation and codes (incl. ET-DRC and ET-MTDC reports) (Agenda item 5)

6.1 Data representation and codes form

6.1.1 The ICT-ISS considered and discussed the proposals of the Expert Team on Data Representation and Codes (ET-DR&C) that held two sessions (Arusha, Tanzania, 17-21 February 2003 and Kuala Lumpur, Malaysia, 21-26 June 2004).  The ICT-ISS noted with appreciation the work of the ET-DR&C and thanked Mr Jean Clochard, (France), who chaired the team.

6.1.2 The ICT-ISS recommended for approval by the President of CBS the attribution of additional descriptors and Code Table entries (as listed in annex to this paragraph) with a view to carry out their validation by experimental exchanges between at least two centres.

6.1.3 A set of additions to Code Tables for immediate operational use, since many data processing centres needed them urgently for their operation, was considered by the ICT-ISS (see annex to this paragraph).  These additions were defined in particular for new radiosondes entries in Common Code Tables C-2, new satellite instruments and identifiers, new entries in Common Code Tables C-3 and C-4 related to water profile measurements and new entries for NMC of all countries as originating centres (Tables C-1 and C-11).  The ICT-ISS recommended their approval by the President of CBS for immediate operational implementation.  The ICT-ISS agreed to point out to the Commission that Common Code Table C-2 for radiosondes entries was nearly saturated and recommended that BUFR format be used for exchanging radiosonde data, as soon as possible. 

6.1.4 The ICT examined the other set of proposed additions to Codes, which would need to be approved by the CBS-XIII session (see the draft document CBS-XIII/Doc. 5.2(3)).  It endorsed these changes for CBS consideration.  The changes related to GRIB Edition 2, BUFR and CREX, except those related to the new edition of BUFR and CREX, could now be approved by the president of CBS for pre-operational use.  The ICT recommended that additional entries for metadata be considered and possibly included in section 1 of BUFR/CREX to facilitate the extraction of relevant metadata, in coordination with the ET-IDM.  

6.1.5 The ICT agreed that implementation dates for changes to aeronautical codes (METAR, SPECI and TAF) and to Annex 3 - Meteorological Service for International Air Navigation/WMO Technical Regulations (C.3.1) should be more synchronised.  The ICT-ISS also recommended that ICAO, CAeM and CBS should work towards this synchronization.  

6.1.6 The ICT recommended that the ET-DR&C work on the elaboration of meteorological standards for representation of data in XML and NetCDF systems.  The appropriate expertise should be brought into the ET-DR&C for that purpose.  

6.2 Migration to table-driven code forms

6.2.1 The ICT-ISS considered the migration to Table Driven Code Forms (MTDCF) and noted with appreciation the work of the ET-MTDCF and thanked Mr Fred Branski, (USA), who chaired this team.

6.2.2 The ICT-ISS reviewed the draft document on MTDCF for consideration by the forthcoming CBS-XIII session and agreed upon its content in general.  The ICT-ISS recommended that the next Team on migration should be a coordination team with expertise in various areas of the WWW to cover the implications of the migration.  It also noted that TDCF training seminars had been organised for countries in RA I (English speaking, Arusha, Tanzania), RA III/IV (in San José, Costa-Rica) in 2003 and in RA I (French speaking, Niamey, Niger) and East RA II/West RA V (Kuala Lumpur, Malaysia) in 2004.  TDCF training should be pursued, especially for the countries in the remaining areas (West RA II, East RA VI, East RA V).  
6.2.3 The ICT-ISS pointed that future work for the ET-DR&C in cooperation with the CT-MTDCF should include the finalization of templates translating traditional alphanumeric codes with inclusion of regional and national groups.  The regional Rapporteurs on Data Management or Codes should be involved for this work.  The ICT-ISS agreed that the CT-TDCF would have to coordinate the migration process, monitor and provide advices to NMHS.  It was also recommended that some demonstration of BUFR/CREX encoder/decoder software be performed during the CBS-XIII session. 

7. METADATA STANDARD (incl. ET-IDM report)

7.0 The ICT-ISS noted with appreciation the report of Mr Steve Foreman (UK), chairman of the Expert Team on the Integrated Data Management (ET-IDM) that held two sessions (Geneva, December 2003 and September 2004).

Review of the draft WMO Core Profile of the ISO Metadata Standard   

7.1 The meeting agreed on a version 0.2 of the draft WMO Core Profile of the ISO Metadata Standard given in Annex to this paragraph.  In particular, it proposed to introduce a catalogue of features conforming to ISO standard 19110 – Methodology for feature cataloguing.  

7.2 For the FWIS to be effective, the metadata for the bulletins or files exchanged on the GTS would have to be created.  Automatic extraction of dynamic metadata (i.e. those items that vary between individual messages) from the data is possible for those presented in alphanumerical and binary codes, but the static metadata have to be extracted from a wide range of documents. However, currently, automatic extraction of dynamic metadata from BUFR is complex and requires the data to be decoded.  The chairmen of the ET-DRC and the ET-IDM were developing an adaptation of the BUFR code in order to facilitate this automatic extraction without having to decode the data. The relevant changes to the BUFR code could be submitted to CBS-XIII.

7.3 One of the major issues for the development of FWIS is the further development and co-ordinated implementation of a detailed WMO Core metadata Profile for all Programmes. Technical Commissions were invited to designate focal points on WMO metadata issues by these WMO Programmes. The focal points are expected to:

· Compile and share information on the experiences gained in the use of the draft WMO Core Profile within their Programmes; 

· Co-ordinate proposals for the amendments to the WMO standard, i.e. amendments to the core WMO metadata standard and development/amendments to the extension of the WMO metadata standard specific to their Programmes, and submit these proposals to the other focal points;

· Consolidate proposals for the extension of the WMO Core Profile.

Since only CAeM, CAS and JCOMM had designated focal points on WMO metadata issues, the meeting recommended that other Technical Commissions be invited to do so.

7.4 The meeting agreed to submit to CBS the following proposals:

· To publish the working draft version 0.2 of the WMO Core Profile of the ISO Metadata Standard ISO 9115 as the formal draft version 1.0 against which Programmes perform formal testing;

· To establish an Inter-Programme ET on Metadata Implementation (IPET-MI) to maintain and update the WMO Core Profile of the ISO Metadata Standard, including the catalogue of features and the list of keywords for describing WMO datasets. 

7.5 The meeting recommended that the WMO Core Profile of the ISO Metadata Standard be registered by the WMO Secretariat and be posted on the WMO server as a “community profile” with ISO once it is accepted by WMO after testing.

7.6 The WMO was granted the class A liaison status for the ISO Technical Committee (TC) 211 responsible for the series 19100 of ISO standards. Liaison A gives the right to submit papers, attend meetings, and participate in discussions in an ISO technical committee and subcommittees. The meeting proposed that the IPET-MI contribute to the work of the ISO TC 211, in particular by submitting WMO contributions to the development of the standards and by publicising the WMO activities in the development and implementation of the WMO Core Profile and its extensions. 

7.7 The meeting stressed the need to assist the centres in the implementation of the WMO Core Profile of the ISO Metadata Standard. It proposed that the IPET-MI should co-ordinate basic implementations of:

· A reference implementation of the Profile so that it can be used as a guide by implementers;

· Tools to facilitate the manual creation of metadata;

· Applications to maintain metadata in the standard Profile;

· Mechanisms for users to search globally amongst metadata catalogues;

· Creation of a Core Feature Catalogue compliant with ISO 19110.

7.8 The WMO metadata standard should consist of the WMO Core Profile of the ISO Metadata Standard and its extensions specific to each WMO Programme.  Each WMO Programme is expected to propose amendments to the Core Profile if they have requirements that are common to several Programmes, and to develop and maintain its own “Community Extension” for items that are specific to that Programme.  In preparing the extension, Programmes should comply with the ISO standard, and are encouraged to register their extensions with ISO as further WMO community profiles.

7.9 Noting that other environmental communities are developing their own community core profiles of the ISO standard, the meeting recommended that the WMO Core Profile should be developed in consultation with the appropriate working groups of these communities. There are initiatives related to the interoperability of systems in the geophysical and environmental sciences, such as GEOSS, INSPIRE in the European Union and DMAC in USA. The WMO Core Profile of the ISO Metadata Standard should be made known and WMO should be involved in these initiatives.  The issue of creating a common Core Profile for metadata should be raised in those fora.

7.10 Keywords are an important aspect of the metadata.  The initial working list of keywords is already long, and is expected to grow as more disciplines add their requirements. A list that is too long will not be usable unless organised in an appropriate way.  To make it simpler for users to assign keywords to metadata and to access information, the meeting recommended that the keywords should be considered in classes.

· A core list shared by all WMO Programmes to be maintained by the ICCG-FWIS;

· Supplementary lists prepared and maintained by the WMO Programmes.  A supplementary list should consist of keywords specific to the respective Programme and not included in the core list. The top most commonly used keywords relevant to each WMO Programme should be included in the core list. The Technical Commission or the Body responsible for a WMO Programme or a WMO co-sponsored Programme (e.g. GCOS) should maintain the relevant supplementary list.
The definition of the keywords in the WMO working languages, such as in the International Meteorological Vocabulary (WMO No. 182) should be made available on the WMO server. 
7.11 The meeting recommended that the keyword list be further developed, and that the expert team should give priority to:

· Identify those additional keywords needed to describe observations and other items that are widely exchanged;

· Create a means of organising keywords so that appropriate keywords can readily be found (this may include creating taxonomies, ontologies and thesauri).
WMO Guide on WWW Data Management

7.12 CBS tasked the ET-IDM to revise the Guide on WWW data management for electronic publication. Noting the speed at which details of information technology were changing and the fact that including outdated technical information within WMO publications would be misleading, CBS decided that the content of the guide should be revised substantially by the OPAG on ISS. The Commission asked that the Guide should be designed for electronic publication and that only those aspects of the Guide that described best practices should be maintained by WMO in the official languages. Guidance on other aspects of data management should be included indirectly through references to other sources of information available on the Web.  It recognized the implication that some of the more technical information might not be available in all the official languages. The Commission also asked the OPAG on ISS to establish a process to verify and update the references at an appropriate frequency.

7.13 The meeting agreed on a draft content for the guide on WWW data management as given in annex to this paragraph.  It agreed that the responsibility for editing each of the part of the guide should lie with the CBS expert teams with key knowledge on each topic, co-ordinated by Secretariat.  A proposal for sharing of responsibilities for the edition of the WWW Guide to Data Management between the CBS OPAGs, and for the OPAG on ISS between its expert teams is given in Annex to this paragraph. 

Filenaming convention

7.14 The meeting recognised the need of WMO for unique identifiers in a wide range of activities, including documents, file names and stations identifiers.  On the advice of ET-IDM, the meeting agreed that a common approach was appropriate.  With such a wide remit, the meeting concluded that the method of defining unique identifiers should place responsibility for ensuring uniqueness as close to the point of creation of the item as possible.  The meeting asked the chairs of ET-IDM and ET-EUDCS to identify a mechanism for assigning unique identifiers based on a sequence of delegating authority to generate identifiers, which would be suitable for generating unique file names.  If this is possible within the constraints placed by IT systems used within the WWW, the proposal would be submitted to CBS-XIII.

8. STRATEGIC ISSUES FOR ISS DEVELOPMENT AND TRAINING ASPECTS

8.1 The FWIS

8.1.1 The session noted the outcome of the final session of the CBS/  <small>Interprogramme Task Team on Future WMO Information Systems (Geneva, 22-24 September 2004), and Res. 2 (EC-LVI) - Intercommission Coordination Group on FWIS.  It noted the emphasis on need to share knowledge, resources and commitment to management of data between the technical commissions and their associated programmes.  The session also noted and supported the recommendation to rename the FWIS as “Framework for the WMO Information System”.
Integration of Data Management Activities between WMO Programmes
8.1.2 The report of the Study on the Integration of Data Management Activities between WMO Programmes had been widely distributed for comments, in particular through the March 2004 CBS Newsletter.  The meeting was informed of the comments received.  The report had been reviewed in the light of the comments and its version 2 was available from the WMO server (see http://www.wmo.int/web/www/documents.html#WDM).  The meeting noted with appreciation that this study had contributed to the establishment of the ICCG on the FWIS and took into account the recommendations of the study for the future activities of the OPAG/ISS.
8.2 Global Earth Observing System of Systems-GEOSS

8.2.1 The meeting noted the current development of the Global Earth Observing System of Systems-GEOSS, including the draft 10 years implementation plan.  It emphasized that the WWW information systems, in particular the GTS and the FWIS, form a unique global data exchange system for earth observations and should play a leading role in the GEOSS development.  It noted with appreciation that WMO, as well as several NMHSs were actively involved in the GEOSS development.  It recommended that the “Framework for the WMO Information System, in particular the WWW GTS” should be included in the Initial GEOSS components.  The ICT-ISS emphasized that the participation of the FWIS as a critical component of the GEOSS was a unique opportunity as well as a challenge.
8.3 Training requirements

8.3.1 The meeting emphasized that training on Information and Communication Technologies was crucial in enabling the sustainable development of WWW information systems and the FWIS.  It noted that, with the increasing use of ICT standards for WWW information systems, generic ICT training was of direct benefit for technical and operational staff at NMHSs. The meeting emphasized that guides and manuals, as well as some working documents of ETs were an important source of information for training, and that all this reference documentation should be easily identified and accessible on the WMO Web site, as well as being distributed on electronic media (CDs) to NMHSs.  The ICT-ISS also invited all ETs to make special efforts to enhance the training aspects when developing guides and documents.
8.3.2 The meeting noted that there were specific requirements for basic training on WWW/GTS operation for some NMHSs, in particular in Region I and III.  It reaffirmed the need for the training programme on TDCF in the framework of the migration plan (see agenda item 6.2), and emphasized the important role of regional rapporteurs/coordinators in identifying requirements and in planning training activities coordinated with regional implementation plans.  It also noted the interest of organizing training in combination with MTDCF pilot projects.
8.3.3 Noting the large financial implication of comprehensive international training activities, the meeting recommended that innovative approaches should be taken to take the best benefit from ICTs as well as the current cooperation within the World Weather Watch and other programmes.  The meeting pointed out the following potentialities:
· RTHs should assist their associated NMCs and facilitate access to relevant ICT documentation, and exchange of technical staff is encouraged;

· On a volunteering basis, large WWW centres are invited to set up and support Internet forum and helpdesk on WWW information systems and operation for the benefit of other WWW centres, especially NMCs;

· Computer-Aided Learning tools (CAL) should be more actively promoted and be embedded in WWW information systems application software (MSS, workstations);

· Local training by relevant ET experts could be organized in conjunction with ET sessions.

9. RADIO FREQUENCY MATTERS (incl. SG-RFC report) (Agenda item 9)

9.0 The ICT-ISS noted with appreciation the report of Prof. H. Richner (Switzerland), chairman of the Steering Group on Radio Frequency Coordination (SG-RFC) that held its session in Perros Guirec, France, from 13-14 September 2004.

9.1 The session noted the various radio frequency bands in use by meteorological systems, including meteorological satellites, radiosondes, weather radars, wind profiler radars, spaceborne remote sensing, etc., and the related issues.  The threat on the full range of radio frequency bands allocated to meteorological systems and environmental satellites would continue with the increasing development and expansion of new commercial radiocommunication systems, especially Ultra Wide Band (UWB) devices, i.e. radiocommunication systems operating at high frequencies with very large bandwidth.

9.2 The session noted with appreciation that the World Radiocommunication Conference 2003 (WRC-03) had a favourable outcome and closed serious issues that had been debated since 1992, including the bands 401-406 MHz, 1675-1710 MHz (radiosondes and meteorological satellites) and 2700-2900 MHz (meteorological radar) which were therefore consolidated as important allocations for meteorological operations.  The next World Radiocommunication Conference was planned for 2007.  The most important issues were related to the protection of spaceborne passive sensing, as emphasized by Congress (Resolution 3 (Cg-XIV)).  Noting with serious concern the threat that was developing in some regions to the exclusive 23.6 - 24 GHz passive band (water vapour absorption line), EC-56 urged all NMHSs and meteorological and environmental satellite operators to do their utmost to safeguard that frequency band as it was crucial for WMO.  It noted with appreciation that WMO, meteorological and R&D satellite agencies and several NMSs were actively participating in ITU-R activities.  EC-56, with reference to Resolution 3 (Cg XIV), urged Members to participate actively in national, regional and global (i.e. ITU-R) activities regarding radio-frequencies to ensure that meteorological and related environmental interests are protected.  It also requested CBS, with the support of the Secretariat, to pursue its review and guidance on these issues.  The session stressed the importance of keeping NMHSs aware of the importance of issues related to the various radio frequency bands used by meteorological systems.  It also stressed that a close collaboration should be maintained between the SG-RFC and CIMO as well as with the CBS/IOS-OPAG. 

9.3 The session also noted that the joint ITU-WMO publication "Handbook on use of radio spectrum for meteorology" was being updated, and that the updated information would be posted on the WMO and ITU Web sites. 

10. FUTURE ACTIVITIES (Agenda item 10)


In the light of the above considerations, the session reviewed the key tasks of the OPAG on ISS for the forthcoming CBS inter-sessional period (2005-2006).  It developed a proposed structure and list of tasks for the Implementation Coordination Team and Expert Teams of the OPAG on ISS, as included in the annex to this paragraph, for consideration by CBS-XIII. 

Annex to paragraph 3.2.2

Draft amendment to the Manual on the GTS, Volume I, Part II

Insert a new paragraph 2.13 (and renumber the previous section 2.13):
2.13
Transmission and collection of meteorological bulletins on the Internet

The Internet may be used for transmitting and collecting meteorological bulletins on the Internet.  The purpose is to serve as a complementary communication system to be used in test and special cases, or when a dedicated GTS link is unavailable.  The practices for electronic mail (e-mail) and/or Web data ingest as given in Attachment II-16 should be used with a view to minimizing inherent security risks.

Draft Attachment II-16

Procedures for transmitting and collecting meteorological bulletins on the Internet

A – Use of electronic mail (e-mail)

Background

Electronic mail (e-mail) can be a very simple and cost effective way to exchange Meteorological Bulletins, in particular for collecting meteorological data bulletins. It should be noted however that e-mail is not an end-to-end service and there is no guarantee of the timely delivery of messages.  E-mail is also inherently insecure.

The following guidelines describe practices for sending both data collection bulletins and binary Meteorological Bulletins via e-mail while minimizing security issues.

Centres implementing this procedure should ensure that meteorological bulletins to be ingested in the GTS follow the standard GTS procedures and formats.

Format of messages for sending Meteorological Bulletins via electronic mail on the Internet:

1. E-mail messages should use only International Alphabet No. 5. It is recommended that the Meteorological Bulletin should be contained in the main body of the e-mail message; as an option it may be contained in an attachment. Note: `attachments' are a part of an e-mail message that are separate from the main body of the mail message, and that their display/storage is normally contingent upon some further action of the user.

2. It is recommended that only a single bulletin should be sent in each e-mail message. However, receiving centres may agree to accept multiple Meteorological Bulletins per e-mail message to a maximum of 5.

3. The Meteorological Bulletin(s) can be sent either as text in the main body of the e-mail message, or in the attachment(s) of the e-mail message, but not in both.  Binary data can only be sent in the attachment(s).

4. The main body of an e-mail message should follow the following format:

<Meteorological Bulletin>
NNNN

where,

<Meteorological Bulletin>
is a standard Meteorological Bulletin starting with the abbreviated header line, such as

TTAAii CCCC YYGGgg [BBB]

message text

A termination string NNNN is required after every Meteorological Bulletin.

No other information should be included in the main body of the e-mail message unless agreed by the receiving centre.   For example, automatic forward and reply informational text should not be allowed in the body of the message.

Note:  The receiving centre shall validate the AHL before processing the Meteorological Bulletin.

5. The total size of all attachments should not exceed 2 MBytes or as specified in a bilateral agreement.  Attachments should be coded in Base64 (MIME standard).

6. The e-mail header “Subject:” field either:

(a)
May contain the AHL if the e-mail message contains a single Meteorological Bulletin;

(b)
Or a pre-defined <security string>. 

Security considerations:

1. E-mail is inherently insecure. To minimize security issues, all e-mail input should be pre-authorized by means of a list of valid source e-mail addresses at the receiving site.  The receiving centre should only process GTS-related e-mails from the pre-defined list of e-mail addresses. That is, the receiving centre should validate the e-mail message header “From:” field. To avoid problems with e‑mail messages containing manipulated “From”-fields, centres may optionally agree to implement <security strings> in the message. If <security strings> are agreed on, and GTS message(s) are included in attachment(s), then the main body of the e-mail message can only contain the <security string>.  The receiving centre should validate the “Subject”-field for the AHL or the pre-agreed string. 

2. No automatic acknowledgements or replies should be sent from the receiving centres.

3. It is recommended to use specific mail accounts for GTS data transfer with bilaterally agreed names and not to receive GTS data in personal mailboxes.

4. A problem with some mail exchanger applications is that by default they operate as an “open-relay”. An open-relay occurs, for example, if site A.COM accepts mail from B.NET destined for C.ORG. This means that spammers can use A.COM’s mail system to distribute their e-mails.  Centres should ensure that they do not operate as an open-relay. 

Example

	From: NMCAAAAA <NMCAAAAA@meteo.fr>

To:
RTHcollector  <RTHcollector@meteo.zz>

Subject: SMFW01 NWBB 270000
	]
	Information which is part of the Email header

	
	
	

	SMFW01 NWBB 270000

AAXX 27004

91753 32481 51008 10331 20259 40078 58017 83202

  333 20263 59018 83816 84078=

91754 01581 51812 10287 20245 40092 58017 60034 70182 85200

  333 20256 59016 60017 85820=

NNNN
	]
	Text in the main body of the Email message or in the attachment


B – Use of Web data ingest

Background:

This procedure is intended for use as a simple data collection mechanism by an NMC.  It may also be used by an RTH or NMC to ingest meteorological bulletins in the event of failure of a primary access method.  This method is expected to have better security, timeliness and reliability than E-mail ingest.

Preliminary Requirements:

The data provider that intends to send data to an RTH or NMC that offers the Web Based Ingest service shall first establish an account with that centre.  An authentication mechanism (such as a USERID and PASSWORD combination) shall be established for security purposes.  Validating the sending IP address is impractical in most cases due to the routine translating of addresses and the nature of the possible backup scenarios.

Input:

The user shall input all mandatory fields in the Abbreviated header and input the body of the message. For mandatory fields, drop-down-lists may be provided to reduce the possibility of errors. The body of the message shall conform to WMO standards.

Validation:

The Web Bulletin Input Interface should provide a fill-in-the-blank area for a single GTS abbreviated heading line.  It should confirm that:

a. All mandatory fields have been filled with valid information.

b. All optional fields either have valid information or are left blank.

c. The CCCC field is valid for the authenticated user of the sending centre.

d. There will be only one bulletin created per Web page entry.

e. The resulting abbreviated heading line follows all appropriate WMO standards, such as proper alphabet code and proper termination sequences.

Content Verification:

Before the completed message is ingested, the Web Bulletin Input Interface should display the entire message to the user and ask for confirmation that message is correct.  The creator of the message should be given an opportunity to change the message before submission.

Security:

For additional security, the use of HTTPS is recommended.

Examples of implemented Web Bulletin Input Pages:


RTH Washington with UPL:     http://www.nws.noaa.gov/tg/bullguid.html


RTH Offenbach with URL:       will be inserted
__________

Annex to paragraph 5.1.3
Draft amendment to the Manual on the GTS, Volume I, Part II

Replace the text of paragraph 2.7.1 by:
2.7.1 The length of meteorological bulletins shall be determined according to the following;

2.7.1.1 Prior to 7 November 2007,
(a) Any meteorological bulletin not segmented for transmission on the GTS should not exceed 15 000 octets;

(b) Any meteorological bulletin segmented into a series of meteorological bulletins for transmission on the GTS, should not exceed 250 000 octets in its original form or when reassembled.

2.7.1.2 On or after 7 November 2007,

(a) Meteorological bulletins for alphanumeric data representation transmitted on the GTS should not exceed 15 000 octets;

(b) The limit for meteorological bulletins for binary data representation or pictorial form shall be increased from 15 000 to 500 000 octets;

(c) Meteorological bulletins shall no longer be segmented for transmission on the GTS.

NOTE: Meteorological information may be exchanged using the file transfer technique described in Attachment II-15, particularly when the information exceeds 250 000 octets.

 Annex to paragraph 7.1

Draft WMO Core Profile of the ISO Metadata Standard

Annex to paragraph 7.13

Proposal for sharing of responsibilities for the edition of the WWW Guide to Data Management 

Annex to paragraph 10

Proposed structure and tasks
OPAG on Information Systems and Services – Expert teams


1. Implementation-Coordination Team on Information Systems and Services

(a) Assess the implementation aspects at regional and global levels, including sustainability, of the recommendations and proposals developed by the ISS Teams;

(b) Review and consolidate the recommendations and proposals developed by the ISS Teams with a view to their submission to CBS;
(c) Identify matters requiring the urgent consideration of the OPAG-ISS, and develop proposals for tasks and organization of activities
2. Coordination Team on Migration to Table Driven Code Forms

(a) Coordinate and monitor the overall implementation of the migration plan to table-driven representation forms and related training activities.  Work with National and Regional Focal Points to identify possible pilot projects;
(b) Review the related software projects for distribution of universal BUFR, CREX and GRIB encoding/decoding software;

(c) Work with ET-DRC to identify and develop additional BUFR and CREX descriptors to address the optional sections of existing code structures within the current alphanumeric code forms as a replacement for these structures in BUFR; and to address regional and national coding and reporting practices as needed;

(d) Provide central coordination of activities including experimental and operational exchange.  Work with the Secretariat to report on these activities in a “Migration News” section of the WWW newsletter;

(e) Monitor the impact of the migration process on the GTS and data processing centres.  Identify problems and coordinate with National and Regional 
Focal Points, RTH Focal Points, other Teams and OPAGs as needed to develop and implement solutions;

(f) Coordinate and work with National Migration to TDCF Steering Groups (MTSG) and National Focal Points to assist their development and implementation of their National Implementation Plans.

(g) The chairman of CT-MTDCF would sit as a member on ET-DRC and other groups as needed.

3. Expert Team on Data Representation and Codes


Requirements for changes to representation forms should be provided by the other OPAGS, especially IOS and DPFS.
(a) Maintain all WMO data representation forms and further develop table driven codes in particular BUFR, CREX, and GRIB2, by defining descriptors, common sequences and data templates, so they meet the requirements of all Members and other concerned International Organizations, such as ICAO, most efficiently;

(b) Update current reporting practices, embedded in current alphanumeric codes regulatiuons, for adaptation to Table Driven Code Forms;

(c) Invite and assist Members to participate in the experimental exchange of data encoded in modified or new formats, on a bilateral basis;

(d) Determine the continuing use of the different WMO data representation forms and recommend options for their future roles or disposition;

(e) Update the content of the Manual on Codes and the Guide on table driven codes as required;

(f) Develop guidance and practices for the meteorological information representation based on XML and on NetCDF.

4. Inter-Programme Expert Team on Metadata Implementation 

(a) Pursue the development of the metadata standard to be used in the Framework for the WMO information system (FWIS) as a WMO core profile within the context of the ISO 19115 geographic information standard, and contribute to and interact with ISO as appropriate, including creating a core feature catalogue in compliance with ISO 19110; 
(b) Develop WMO Metadata standard extensions specific to the WWW Programme, and promote development of extensions specific to other WMO Programmes in liaison with respective Technical Commissions;
(c) Further study the use of related ISO metadata standards, especially the ISO 19100 series, for the development of the FWIS;

(d) Coordinate the development reference XML Metadata templates and reference implementation;
(e) Develop guidance for the implementation and use of operational information catalogues.

5. Rapporteur on the WMO Guide on Data Management 

(a) Coordinate the revision of the WMO Guide on Data Management and its updating. 


(a) 
(b) 
(c) 
· 
· 
· 

6. Expert Team on FWIS/GTS Communication Techniques and Structure 
Co-chair on Enhanced Utilisation of Data Communication Techniques; Co-chair on FWIS/GTS data communication structure,
(a) Develop recommended practices and technical guidance material for the implementation of data communication techniques and procedures (GTS, FWIS and Internet) at WWW centres, including security aspects, with a view to ensuring efficient and safe operations of information systems, and inform Members of relevant developments in ITU and ISO;

(a) Review standard TCP/IP procedures and applications, including new developments (e.g. IPv6) that are relevant to WWW and other WMO programmes requirements, and develop recommended practices;

(b) Review and develop updates to recommended practices for data-communication and data access procedures, including consolidation of file naming convention for operational routeing and distribution, OPeNDAP, NetCDF;
(c) Develop the organisation and design principles for the FWIS data communication structure, and coordinate related pilot projects;

(d) Review and propose updates to the organisation and design principles for the GTS to take the best benefits of ICT development, especially as regards its smooth evolution towards the core communication component of FWIS;
(e) Provide guidance on technical, operational and administrative/financial aspects of data-communication services for FWIS implementation, especially for the GTS/FWIS at global, regional and national levels, including dedicated and public services (e.g. satellite-based telecommunications, managed data-communication network services, the Internet);
(f) Review current and anticipated data-communication and information system requirements of the WWW and other WMO Programmes.

7. Expert Team on FWIS GISCs and DCPCs
(a) Develop technical and operational specifications for the different elements of the FWIS GISCs and FWIS DCPCs respectively, including criteria for interoperability and certification for actual implementation;
(b) Coordinate related pilot projects.
(a) 
8. Steering Group on Radio-Frequency Coordination

(a) Keep under review allocations of radio-frequency bands and assignments of radio-frequencies to meteorological activities for operational requirements (telecommunications, instruments, sensors, etc.) and research purposes, in close coordination with other technical commissions, especially CIMO and the CBS/OPAG on IOS;

(b) Co-ordinate with WMO Members, with the assistance of the WMO Secretariat, to:

· ensure the proper notification and assignment of frequencies used for meteorological purpose;

· determine their future use of the radio spectrum for meteorological purpose;

(c) Keep abreast of the activities of the Radiocommunication Sector of the International Telecommunication Union (ITU-R), and in particular of the Radiocommunication Study Groups, on frequency matters pertaining to meteorological activities, and assist the WMO Secretariat in its participation in ITU-R work;

(d) Prepare and co-ordinate proposals and advice to WMO Members on radio-regulation matters pertaining to meteorological activities with a view to ITU Radiocommunication Study Groups, Radiocommunication Assembly, World Radiocommunication Conferences and related regional/global preparatory meetings;

(e) Facilitate the coordination between WMO Members for the use of frequency bands allocated to meteorological activities with respect to:

· Coordination of frequency use/assignments between countries;

· Coordination of frequency use/assignments between various radio communication services (e.g. meteorological aids and DCPs) sharing the same band;

(f) Facilitate the coordination of WMO with other international organizations which address radio-spectrum planning, including specialized organizations (e.g. CGMS, SFCG) and regional telecommunication organizations (e.g. CEPT, CITEL, APT);

(g) Assist WMO Members, upon request, in the ITU coordination procedure of frequency assignment for radio communication systems sharing a frequency band with meteorological radio communication systems.

9. Rapporteur on WWW Monitoring 

(a) Review and Coordinate the continuous improvement of the current WWW Monitoring (AGM and SMM), including ad hoc monitoring exercises especially for products and in the framework of the migration to TDCF;

(b) Coordinate operational trial of enhanced WWW Monitoring and assess the impact, in particular as regards the resources needed at RTHs and NMCs, including the possible sharing of software applications (e.g. “WWW monitoring PC”);

(c) Review the overall Monitoring requirements for the FWIS with a view to developing the FWIS monitoring scheme.
10. Expert Team on Operations and Implementation-Coordination 

(Activities to be carried out in close coordination with the ET-DRC chair, CT- Migration to TCDF chair, Rapporteur on WWW Monitoring, Rapporteur on the WMO Guide on Data Management and Focal points of RTHs located on the MTN, with the assistance of the Secretariat, mainly by correspondence - email).
(a) Monitor the operational information flow in relation to the GTS and coordinate management of operational information exchange procedures, routing and traffic, especially proposals for the allocation of new abbreviated headings required for the exchange of new data and products on the GTS and for the code migration;
(b) Co-ordinate and further develop recommended practices and guidance on the management of and access to operational information related to WWW information exchange, specially to the GTS operation (Abbreviated Heading tables, catalogue of bulletins and files, routing directories, etc); 

(c) Develop recommendations on the coordinated implementation planning of techniques, procedures and systems for the MTN and MTN centres, including towards the core communication component of FWIS;

(d) Identify implementation issues requiring the urgent consideration of the OPAG-ISS.

______________

