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	Summary and purpose of document

This document provides a skeleton of “Guidance on establishing and FTP server”.
The skeleton is developed on the following expectations:

1) A main purpose of this is to prepare a good opportunity of challenge to establish an FTP server for small NMCs having intention of distributing data domestically and/or internationally.  Therefore the contents should be practical but not be too difficult.

2) The skeleton will be updated and supplemented by the Expert Team with volunteers.

3) It is expected that deep and sensitive guidelines of security issues should be comprehensively explained in detail in some security guide.

4) “Guidance on establishing and FTP server” may be a part of “Guidance on the use of FTP”.



The use of an FTP server is effective in exchange and distribution of large volume of data over the GTS and the Internet.  Although there is a slight difference between FTP over the Internet and FTP over the GTS in need for a proxy or staging function between an FTP server and data source, essentials of establishing the FTP server are common to both. This guidance is to introduce the process for establishing an FTP server giving a typical example over the Internet.

1.  Fundamentals

1.1  Security and availability

In establishing a server, there are inevitable issues to be considered. They are security and availability.  From the view of risk management in the recent Internet world, it is indispensable to adopt countermeasures against new risks continuously to keep the server secure after the operation.  Fundamentals of security issues should be referred to “guidance on Security” (that is supposed to be developed).

Generally clustering and duplication of the server system and multi-access circuits preparing for troubles are effective to improve availability, although it is noted that their implementation range and details influence installation and recurrent costs.

Considering human resource and cost for security and appropriate availability, self-management of the server is not always the sole solution.  It may be worth to study the use of outsourcing services by ASP (Application Service Provider)/ISP (Internet Service Provider) such as hosting and housing services.
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It is important to examine requirements in operation and management of the server and then to find an appropriate solution within possible conditions in human resource and cost for outsourcing, access circuits and security.

1.2  Management of users
There are two categories in ftp users.  One is a real account user who has an individual user ID and an individual password.  The other is an anonymous user who only needs to use the login name “anonymous” and a password “guest” or some others based on common conventions (e.g. user’s e-mail address).

In the former, the server administrator is able to qualify specific users to access the server and also to monitor the actual status of each user such as the number and time of logins and retrieving data by access and system logs. There is, however, security risk of intrusion by hackers because information of a user ID and a password flows over the Internet in plain text which is easy to wiretap.  Therefore it is required that the server would be set up carefully with protection against intrusion in consideration of password supervision and restriction of user’s executive privileges.

In the later, since anybody can access the server without authentication, there is inevitable anxiety in security.  Contrary to this negative aspect, usable functions are originally restricted with a limited set of privileges to minimize damage due to intrusion.

The server administrator should decide either or both of user categories through the examination of principles for the management based on the policies of security and providing data, configuration of firewalls and so on.

1.3  FTP server software

There are kinds of software products for FTP server.  The server administrator should choose the appropriate one in consideration of security and reliability where the authors respond quickly to security issues or bugs, performance to handle necessary concurrent connections, easiness in management and maintenance at server side, compliance with RFC959, and convenience from the user view.

The following software products are predominant examples in diffusion and useful features.

(1) wu-ftpd (http://www.wu-ftpd.org/)

The “wu-ftpd” has merits of having functions for archiving and compressing entire elements under a directory and running on many supported platforms.  Since the “wu-ftpd” is most commonly used, information on security hole and its patch is adequately released to support a great number of the implementers.

(2) proftpd (http://www.proftpd.org/)

Since the “proftpd” runs as a configurable non-privileged user in stand-alone mode in order to decrease chances of attacks which might exploit its "root" abilities, it is more secure than the “wu-ftpd”.  

The “proftpd” has single main configuration file similar to “Apache”.  Therefore directives and directive groups in the file are intuitive to an administrator who has ever used the ”Apache” Web server.  This feature provides easy and flexible configuration.

(3) vsftpd (http://vsftpd.beasts.org/)

The “vsftpd” stands for Very Secure ftpd.  Literally its significant features of security are emphasized.  Another good features are that it is extremely fast and that it does not consume a lot of resources.

Lately RedHat, one of most famous Linux distributors, has replaced “proftpd” by “vsftpd” as standard FTP server software included in their distributions.

2.  Example of establishing an FTP server

2.1  Presuppositions of an example

(1) Required functions

·  No other service except for ftp runs on the server.

·  Only specific registered users are allowed to access the server.

·  Authenticating the user in not only a user ID and a password but also a source IP address

·  The server provides ftp service for each user equally.

(2) Platform

·  Hardware with operating system tolerable for 24 hour continuous operation

·  Fundamental settings as an Internet server have already been done.

(3) Network configuration (see Figure 2)

·  Permanent connection to the Internet ( via ISP) is prepared.

·  The server is placed in the DMZ (De-Militarized Zone) branch from a firewall. 

·  The firewall allows only ftp connections for the server.

·  Data stored in the server are transferred from data source system(s) in intranet through the firewall.
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2.2  Process to set up FTP server software

This section introduces an outline of practical process in case of “proftpd”.

2.2.1  Installation

Things to do first are downloading the archived file of the latest version of “proftpd” from the official site (http://www.proftpd.org/), uncompressing, compiling and then installing.

2.2.2  Configuration
There are typical procedures and examples for configuration of “proftpd” in the user’s guide in the official site.  According to the procedures, it is possible to complete the general configuration.  In addition the following procedures (including explicit descriptions) are required to customize the configuration on the presuppositions.  Descriptions for configuration are including in a specific configuration file named “proftpd.conf”.  A directory where the configuration file is installed depends on each platform.  In this example, it is installed under the directory of “/user/local/etc/”.

(1) Server name

Some server name described in the configuration file appears in response messages for login users.  In this example, “Met FTP” is used as a server name.

(2) Server type

The “proftpd” runs as standalone or via “inetd”.  In case of the standalone mode, advantages are quick starting and that virtual hosts are usable.　On the other hand, advantages in the “inetd” mode are effective use of memory resources and that useful functions of “xinetd” are usable.  The chosen mode is indicated in the “ServerType” directive.  In this example, the standalone mode is used because there is no other service running on the server except for FTP.

(3) Login directory

  User’s home directory (i.e. login directory) must be designed to look like “root” directory by the “DefaultRoot” directive.  This prevents users from moving round the file system.  Users are unable to move to upper directories than their home directory.

(4) Maximum number of total connections

In the standalone mode, a new child process arises and establishes a new connection every time a connection request is arrived from a user.  If there is no limitation. the server would probably be down eventually due to exhausting resources.  For stable operation without the server fault, the maximum number of simultaneous total connections must be indicated by the “MaxInstances” directive.  Simultaneous ftp connections are accepted up to 30 in this example.  The 31st connection request is rejected.



(5) Maximum number of connections per host

If one user establishes ftp connections till the maximum number, other users cannot connect the server at all.  The number of simultaneous connection per host must be limited to avoid this problem and to provide ftp service for each user equally.  The maximum number is indicated by the “MaxClientsPerHost” directive.

In combination of both indications of 30 as total and 3 as a host, each user can establish ftp connections up to 3 simultaneously.

(6) User and group

The “User” and “Group” directives indicate the user and group under which the server will run, respectively.

In the example, “nobody” having extreme restriction in privileges is indicated.  It is noted that there are appropriate parameters for individual platforms.

(7) Packet filtering

In order to allow only registered users to access the server by only allowed protocol, it is desirable to introduce packet filtering. There are some kinds of methods for filtering. For instance, “TCP_Wrappers” and “iptables” are well-known good tools. The “TCP_Wrappers” is able to filter undesirable access against network services in “inetd” mode by means of restriction by “allow” and “deny” indications based on domains, IP addresses and so on.  The “iptables”, one of Linux kernels, is used to configure required filtering and NAT (Network Address Translation) rules. It works as a kind of firewall and is usable in all network services.  The “TCP_Wrappers” and “iptables” are available at the sites (http://www.porcupine.org/) and (http://www.netfilter.org/), respectively.   

This example shows protocol filtering to allow only ftp and IP address filtering to allow only registered hosts.  Since the firewall provides the former, the FTP server concentrates on the latter, i.e. IP address filtering.
In case of “proftpd”, the <Limit LOGIN> directive group is used for IP address filtering. As an example, “192.168.1.1” and “192.168.2.2” are allowed for registered hosts and “127.0.0.1” is allowed for a local host.  The concept of the filtering is shown in Figure 3.



(8) Denial of anonymous

To deny anonymous login, the <Anonymous ~ftp> directive group is disabled attaching the comment symbol of “#” at the head of each line.

The list of “proftpd.conf” including the sample configuration (1) to (8) is shown in Figure 4.  Places in bold-faced type indicate changes from default parameters or additional settings for customizing on the presuppositions.

2.2.3  Startup and check

Due procedures after the configuration work are to start the proftpd up by commands and to confirm the normal status of its process as follows:

Last of all a comprehensive check to confirm correct procedures in ftp access should be done by using a local host.  An example of login procedures is shown below. Underlined portions are user input.

The amount of FTP logs becomes larger with continuation of FTP communications.  Partition and backup archive of logs should be done periodically to prevent the server from exhausting its disk resource.  In most cases, the “logrotate” utility is used to simplify the management of logs.  The “logrotate” running a cron job allows automatic rotation, compression, archive/removal and mailing of log files by the trigger of time period or file size.   In the use of the “logrotate”, “Manpage of LOGROTATE” should be referred.  For example, it may be available by typing as follows:

APPENDIX： Tips on establishing ProFTPD Servers

ProFTPD is a highly configurable free FTP server program running on Unix (or Unix like software).  ProFTPD has many parameters and options available for configuring its functions to meet your requirement. The configuration directives are to be included in the configuration file “proftpd.conf” located in a specified directory.

Here are some tips on the use of ProFTPD on Unix for operational purposes, i.e. how to put your operational policies into effect.

	1  Security concerns


1.1  Login shells
When a user tries to log in, the FTP server does not invoke any login shells for authentication but deals with it by itself.  Generally a login shell for remote login is useless for a user who is allowed to access by only FTP and dangerous in the security view due to the risk of unauthorized logins by undesirable persons.  Therefore it is desirable to assign a dummy login shell (e.g. “/sbin/nologin” and “/bin/false”) to each user with only FTP permission. 
 How to decide a login shell in your system 

Before creating a new user account, it is necessary to check which login shells are available in your system and then decide one.  

First of all, check whether the “/sbin/nologin” exists as follows:
There are some systems using “/bin/false” instead of “/sbin/nologin”. If the “/sbin/nologin” is replied, it exists. Then verify whether “/sbin/nologin” is registered in the /etc/shells file, by the “cat” command.

If you can not find the “/sbin/nologin” line, add it by the text editor, e.g. vi.

1.2  Make use of alias
When a user attempts to log in to an FTP server, the server prompts him to type his username and password for FTP authentication. The FTP server confirms if he is the registered user by comparison between the pair of his username and password and the registered one in the FTP server.  After success of the authentication, the user can log in and access to the specified directories and files.
Generally the uid (user-id) for remote login to Unix is in common use for the username for FTP login.  However the authentication dialog is possibly monitored by tapping technique because it is transferred in ordinary text code.  If a pair of the uid and password is stolen by some intruder, he is possible to enter the system by not only FTP but also other protocols such as telnet.
To avoid unauthorized non-FTP logins by the intruder who tapped on network and monitored the username and password, it is desirable to use useralias for username instead of uid. The useralias is a special name effective for FTP login.  The “proFTPD” provides alias function to convert the useralias into the original username.  The user is notified of not the original username but the useralias.

The following example of the “UserAlias” directive realizes conversion “alias1” as useralias into “user1” of the original username.

One of attack tricks by intruders is stealing a pair of username and password, sending some attack tools to the server by FTP, compiling and executing them by telnet and eventually taking possession of the server.  Since the use of useralias basically prevents intruders from executing any command, it is expected that the risk of the server will decrease.

	2  Performance control


2.1  Total throughput
When it is required to keep appropriate performance of an FTP server and/or a high-speed network connected with the FTP server, the total throughput in the “proFTP” server is controllable by specifying the “RateReadBPS” directive. The example shows the maximum data rate of 10KByte/s (the parameter indicates in byte per second (bps).)

2.2  Limitation of the number of simultaneous logins
There are some directives to control simultaneous logins in the “proFTPD”.
(1) MaxInstances

When a client connects to an FTP server, the “proFTPD” invokes itself as a child process to handle the client.  Since server resources such as memory and CPU capability are consumed with increasing the number of login clients, the number must be restricted to prevent serious deterioration in performance.  The “MaxInstances” directive restricts the number of child processes.  This example allows up to 30 simultaneous clients.

(2) MaxClientsPerHost
There are some auto-downloading tools that provide functions for multiple logins and parallel downloading. These tools sometimes cause heavy load condition and partiality of service for each user.  The “MaxClientsPerHost” directive restricts the number of logins per host.  This example allows up to 5 simultaneous logins for each host.


(3) MaxClientsPerUser

Even if the number of logins per host is restricted by the “MaxClientsPerHost”, it is possible for a greedy user to succeed in many logins using several hosts. The “MaxClientsPerUser” directive restricts the number of logins per user.  This example allows up to 5 simultaneous logins for each user.


(4) MaxClients

The “MaxClients” is similar to the “MaxInstances” except a difference that the “MaxClients” restricts the number of clients of a specific category, e.g. anonymous.  This enables restriction of anonymous logins irrespective of regular clients. This example allows up to 5 simultaneous anonymous clients.
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	3  Data policy


3.1  Control of file accessing
The “proFTPD” provides capability to restrict accessible files and directories for each group.  The following figure illustrates an example:

 where, data policy consists of :
i)  to enable user-1 and user-2 in group-A to access to Observations and Products;
ii)  to enable user-3 and user-4 in group-B to access to Observations, Products and Satellites;
iii)  to enable user-5 in group-C to access to Satellites;
iv)  to deny all other access.

The right box shows description in the “proftpd.conf” file according to the data policy of the example.

 It should be noted that permission bits of Unix should be set to meet all the “allowgroup” directives because each file is normally owned by not the FTP user but some other and the directives cannot supersede the Unix permission bits. 

 Create a user account 
There are four procedures in creating a user account.  It is important to decide an appropriate group for a new user account taking consideration of allowable files and directories from the operational view in stability and security.
(1) Create a home directory
The example to create a new directory of “/data” where an FTP user logs in is as follows.  Underlined Italic part shows a command to type.

Then create each sub-directory to store each type of data.

(2) Create a new group
Before creating a new user account, the group that the new user belongs to must be created if it does not exist. In the following example three groups (i.e. grp-a, grp-b and grp-c) are created.


(3) Create a new user account
A new user account is created by the “useradd” command as follows.

	where:
	

	 -g grp-a 
	：specify the group that a new user belongs to

	 -d /data/ 
	：specify login directory

	 -s /sbin/nologin 
	：specify a login shell

 (“/sbin/nologin” is recommended for FTP only users)

	 user-1 
	：specify a new username


(4) Set a password for the user
A password for the user is set up by the “passwd” command as follows.
Then a pair of the username and password should be informed to the user by safe means such as a letter. 
 How to change login groups 
It is possible to change login groups for some user by the “usermod” command.

In this example, the group for user-1 is changed to grp-b.

	4  Improvement of slow logins


A user sometimes experiences unexpected waiting time in login procedure. In the worse case, it takes a few minutes.  Here is consideration on two possible reasons.

4.1  Reverse DNS lookup
When an FTP server accepts a connection request from a host, the server refers to the DNS (Domain Name System) to know the hostname from its IP address.  There is an undesirable case that the server does not receive any reply from DNS due to failure of DNS or other possible troubles, especially on condition that the server is placed in intranet without reverse DNS support.  In that case, the “proFTPD” waits until its wait-timer runs out.  This causes long holding time in login.  Disabling “reverse DNS lookup” is effective to avoid the situation.  The “UserReverseDNS” directive is used for this purpose.
4.2  IDENT

Accepting a login request, an FTP server inquires the user information from the originating host by ident protocol (RFC1413). However by security reason, many hosts for the Internet are configured to reply nothing instead of REJECT to the ident inquiry. In the case, the “proFTPD” waits until the timer runs out, and this may cause holding time in login. To avoid the situation, the “IdentLookups” directive is used.
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MaxClientsPerHost 	3





User		nobody


Group		nobody





DefaultRoot	~





ServerType 	standalone





MaxInstances 	30





ServerName	“Met FTP”





$ tar zxvf proftpd-1.2.9.tar.gz


$ cd proftpd-1.2.9


$ ./configure


$ make


# make install





<Limit LOGIN>


Order 	allow,deny


Allow 	from 192.168.1.1,192.168.2.2


Allow 	from 127.0.0.1


Deny 	from all


</Limit>





MaxClientsPerUser 5
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# define user alias in proftpd.conf


UserAlias    user1    alias1
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$ ftp localhost


Connected to SERVER01.


220 ProFTPD 1.2.9 Server (MET FTP) [SERVER01]


500 AUTH not understood


500 AUTH not understood


KERBEROS_V4 rejected as an authentication type


Name (localhost:user-1): user-1


331 Password required for user-1.


Password:*******


230 User user-1 logged in.


Remote system type is UNIX.


Using binary mode to transfer files.


ftp> pwd


257 "/" is current directory.


ftp> bye


221 Goodbye.





# /usr/local/bin/proftpd


# ps ax |grep proftpd


 1334 ?    	S    0:00 [proftpd]
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$ cat /usr/local/etc/proftpd.conf


# This is a basic ProFTPD configuration file (rename it to


# 'proftpd.conf' for actual use.  It establishes a single server


# and a single anonymous login.  It assumes that you have a user/group


# "nobody" and "ftp" for normal operation and anon.





ServerName                      "MET FTP"


ServerType                      standalone


DefaultServer                  on





# Port 21 is the standard FTP port.


Port                             21





# Umask 022 is a good standard umask to prevent new dirs and files


# from being group and world writable.


Umask                            022





# To prevent DoS attacks, set the maximum number of child processes


# to 30.  If you need to allow more than 30 concurrent connections


# at once, simply increase this value.  Note that this ONLY works


# in standalone mode, in inetd mode you should use an inetd server


# that allows you to limit maximum number of processes per service


# (such as xinetd).


MaxInstances                   30





MaxClientsPerHost             3





# Set the user and group under which the server will run.


User                             nobody


Group                            nobody





# To cause every FTP user to be "jailed" (chrooted) into their home


# directory, uncomment this line.


DefaultRoot ~





# Normally, we want files to be overwriteable.


<Directory />


  AllowOverwrite               on


</Directory>





# Allow logins


<Limit LOGIN>


Order   allow,deny


Allow   from 192.168.1.1,192.168.2.2


Allow   from 127.0.0.1


Deny    from all


</Limit>





# A basic anonymous configuration, no upload directories.  If you do not


# want anonymous users, simply delete this entire <Anonymous> section.


#<Anonymous ~ftp>


#  User                         ftp


#  Group                        ftp


#


#  # We want clients to be able to login with "anonymous" as well as "ftp"


#  UserAlias                   anonymous ftp


#


#  # Limit the maximum number of anonymous logins


#  MaxClients                  10


#


#  # We want 'welcome.msg' displayed at login, and '.message' displayed


#  # in each newly chdired directory.


#  DisplayLogin               welcome.msg


#  DisplayFirstChdir         .message


#


#  # Limit WRITE everywhere in the anonymous chroot


#  <Limit WRITE>


#    DenyAll


#  </Limit>


#</Anonymous>
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$ man logrotate





$ ls –l /sbin/nologin





$ cat /etc/shells
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name: alias1


password: pass1
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passwd: pass1
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Group-C


user-5





< Directory /data/OBS >


  < Limit Dirs >


    order    allow,deny


    allowgroup    grp-a


    allowgroup    grp-b


    deny         from  all


  < /Limit >


< /Directory >


< Directory /data/NWP >


  < Limit Dirs >


    order    allow,deny


    allowgroup    grp-a


    allowgroup    grp-b


    deny         from  all


  < /Limit >


< /Directory >


< Directory /data/SAT >


  < Limit Dirs >


    order    allow,deny


    allowgroup    grp-b


    allowgroup    grp-c


    deny         from  all


  < /Limit >


< /Directory >





# mkdir /data





# mkdir /data/OBS


# mkdir /data/NWP


# mkdir /data/SAT





# groupadd grp-a


# groupadd grp-b


# groupadd grp-c





# useradd –g grp-a –d /data –s /sbin/nologin user-1





# passwd user-1


Changing password for user user-1


New UNIX password: <type password here, but not displayed>


Retype new UNIX password: <retype password here, but not displayed>


passwd: all authentication tokens updated successfully





# usermod –g grp-b user-1





UserReverseDNS  off





Name : user-1





MaxClientsPerHost    5





MaxInstances     30

















MaxInstances    30





RateReadBPS    10000





IdentLookups    off
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<Anonymous>


    MaxClients    5


</Anonymous>
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