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Introduction
Information Technology Security (ITS) has become an important concern and the risk of having networked systems compromised is higher than ever.  The Expert Meeting on Use of Internet (Wellington Dec 2003) realized that this was an important topic for discussion and recommended that a guidance document be developed.  The ET-EUDCS is invited to consider the following information as a basis to such a document.

Proposed Table of Contents for the Guidance Document

The following Table of Contents is proposed for discussion.  It covers the main concerns raised in Wellington and addresses ITS in a way that it may be of general use to the WMO centres.

1. Executive Summary

a. Why are we concerned with security:

i. high risks (high volume of viruses and worms, directed attacks, pirating, etc.).  It only takes minutes for an off-the-shelf system to be compromised when it is made available on the Internet today.

ii. interconnection of centres means all centres are only as secure as the least secure centre

iii. connection to and use of the Internet means open to many and often anonymous threats

b. Security and the importance of meteorological data (data for health and safety of humans, data with commercial implications)

c. Importance of the involvement of all centres in this matter

d. Basic security means overview – or should we call this minimum security requirements? -  (network architecture (zoning and firewalling), password protection to assets, encryption, monitoring of systems, communication of detected events, maintenance of systems (vulnerability prevention, systems updates, etc.)

2. What is EDP security?

a. Protecting your systems against potential failures that would affect your capability to deliver your services and/or potentially compromise your partners systems

b. Malicious versus non malicious

c. Factors to consider: confidentiality, integrity, availability, prevention, detection, restoral of service, monitoring, reporting

3. What are the security threats?

a. Threats are: Virusses, worms, denial of service (malicious attacks or just high level of traffic), hacking, spying, others?   Networking (Internet) speeds up delivery of threats.  Internet opens up to numerous and almost anonymous sources of threats

b. Main attack techniques are: (not sure if we should have this section at all?Probably should be developed a little bit better or integrated with (a.) above) 

i. Finding security holes in servers (need for up to date OS and patches)

ii. Blocking access to servers, sites and even the Internet (DOS attacks)

iii. Malicious SPAM

iv. Hacking systems (tools for cracking passwords, port scanning, spoofing, etc.)

v. Spying (spyware on systems, eavesdropping on communications)

4. What are the reasons for threats?  (may not be essential to this document, but maybe just a few words?)
a. obtain information or resources

b. Want to attack

c. Playful or exploration

d. Accident

5. What are the impacts of threats and security events?

All are an incapability to deliver services at various degrees and being a source of problems to others.  Can generally categorize as:

a. System slow down (from annoyance to unavailability)

b. System rendered unavailable

c. System or component of system destroyed

d. System OK, but information stolen or compromised

e. System used to compromise others

6. Information Technology Security Process

a. Identifying Assets

b. Threat and Risk Assessment

c. Business Continuity Planning (establish policy, procedures and implement technology)

d. Prevent

e. Detect

f. Respond and Recover (links with partners should be mentioned in here – communication of events)

g. Investigate and Correct

7. Information Technology Security Best Practices

Although there are many points that can be covered here, the following are most pertinent to the WMO centres.

a. Architecture

i. Networking:

1. zones concept, firewalls, gateways, defense in depth

2. redundancy and diversification

3. Address Remote access as a concern to network security.  Normally, remote access would be related to a different network security zone than the GTS.  So if the GTS is isolated from the remote access, there should not be an issue.  Recommend this separation. Address the fact however that some may need to use remote access in the same zone as GTS for maintenance and monitoring.  Then state the special rules that should apply.

4. address wireless LAN since it presents special problems

ii. Systems:

1. Redundancy, diversification

2. Describe the difference between open access systems versus pre-authorized user access and the risks if both are allowed.  Only give as minimum privileges to clients as required to do the job.  In fact "anonymous" accounts should be discouraged on systems used for exchange of data between countries (via GTS or Internet) and reserved only for distribution to public domain.  And then, these public domain servers should be separate from others.

3. Establish read only rules between systems and read-write only where necessary.  Writes should be limited to safe areas and the receiving system should apply security checks to received information before introducing it (or forwarding it?) into mission critical domains.  E.g. virus checking

4. Establish limits on directory and file visibilities

b. Security and usage policies

i. Need to establish some as a centre.  Difficult to impose policies across WMO networks because of different government policies around the world.

ii. Some sample policies exist such as:

1. SANS security policy project (http://www.sans.org/resources/policies/)

2. Cisco Network Security Policy White Paper (http://www.cisco.com/warp/public/126/secpol.html)

c. Regular threat and risk assessments

d. Policy control (vulnerability checks, spot checks, etc.)

e. Procedures

i. Prevention procedures

1. Installation procedures for new systems and machines

2. Change management procedures

3. Vulnerability management procedures, security patches

4. Account and Password management procedures (keep lists, have usage policies with user responsibilisation (signatures)

5. Backup / restore procedures and regular testing

ii. Detection procedures (24/7, intrusion dectection, abnormal system activity detection, loss of system of loss of data procedures, logging information)

iii. Response/recovery procedures (24/7, damage control (isolation), communication, recovery, maintaining essential services for mission critical components)

f. Public server configuration, the secured system (hardened configuration) concepts (ex. anonymous ftp servers, web servers, mail servers, mail gateways, proxy servers, dial-in and remote access servers, etc.)

8. Information Technology Security Useful Resources

List of important security information sources such as:

a. Sysadmin, Audit, Network, Security (SANS) Institute (http://www.sans.org)

b. Computer Emergency Response Team (CERT) (http://www.cert.org/)

c. Governments

d. Center for Internet Security (http://www.cisecurity.org/)

e. Internet Engineering Task Force (IETF) Security Working Groups (http://www.ietf.org/html.charters/wg-dir.html#Security%20Area

f. RFC 2196 Site Security Handbook (http://www.ietf.org/rfc.html)
g. The Information Security Policies & Standards Group   (http://www.information-security-policies-and-standards.com/)

Topics of concern (extract from the EM-Internet Wellington)

1. At the onset, this document should be limited to be a guidelines document on "best practices".  However, the Meeting noted that since the overall security will only be as secure as the lowest security in the community, best practices may not be enough in the near future.  The Meeting also noted that imposing a security standard (policy) at this time would probably be very problematic to many countries because of the resources it requires.  Nonetheless, the issue must be addressed.  ET-EUDCS can start to look at it from the telecommunications point of view. Other WMO committees will most likely be involved as well.  At some point, the feasibility of some of the FWIS concepts will certainly force a minimal policy.  The Security Guidelines document proposed by ET-EUDCS should be in itself a means to suggest that CBS should address the issue more generally. 

2. State that the risk is not just to a given site from the point of view of possible threats coming into it, but also from the point of view that interconnected states are partners in a network in which a trust relationship must be maintained.  The action of one can affect other countries.  Need to have a set of minimum rules that define the acceptable risk.  The essential point is that we wish to ensure uninterrupted service in the systems and networks required for the exchange of all data and products.  That is, the systems should be secure enough to mitigate risk, financial loss, damage to systems and propagation to other centers.  The text should use examples to drive the point i.e. Nachi .  Also, describe the actions/consequences if trust relationship is broken: i.e. Being cutoff.  

3. State that the concepts in this document should apply both to WMO WWW related systems (telecommunication and FTP clients and servers, Email clients and servers, web clients and servers).   And some complementary guidance to other related systems.

Proposed Action

The Meeting is invited to revise and complete the Table of Contents.  Sections should then be distributed to members for write-up.

