WORLD METEOROLOGICAL ORGANIZATION

 EXPERT MEETING ON ENHANCED UTILIZATION 
OF DATA COMMUNICATION SERVICES, ESP. INTERNET

WELLINGTON, NEW ZEALAND, 11-16 DECEMBER 2003

LIST OF PARTICIPANTS

	Jean-François Gagnon

Chair, CBS Expert Team on Enhanced Utilization of Data Communication Services 
	Environment Canada

2121 Trans Canada Highway

DORVAL, Quebec

Canada

Tel.
514 421 4658   Fax
514 421 4703

E-mail
jean-françois.gagnon@ec.gc.ca

	Ian Senior
	Bureau of Meteorology

GPO Box 1289K

MELBOURNE, VIc 3001

Australia

Tel.
61 3 9669 4293 Fax
61 3 9669 4673

E-mail
i.senior@bom.gov.au

	Naresh Pangasa
	India Meteorological Department

Mausam Bhavan, Lodi Road

NEW DELHI

India

Tel.
91 11 2469 3186 Fax
91 11 2469 9216

E-mail
pangasa@imd.ernet.in

pangasank@hotmail.com

	Hiroyuki Ichijo 
	Japan Meteorological Agency

1-3-4 Otemachi, Chiyoda-ku

TOKYO

Japan

Tel.
813 3218 3825  Fax
813 3211 8404

E-mail
h_ichijo@naps.kishou.go.jp

	Kevin Alder


	Meteorological Service of New Zealand

30 Salamanca Road, Box 722

WELLINGTON

New Zealand

Tel
(64 4) 472 97379  Fax (64 4) 4735231

E-mail
kevin.alder@metservice.com

	Jeff Downs
	Meteorological Service of New Zealand

30 Salamanca Road, Box 722

WELLINGTON

New Zealand

E-mail
jdowns@metservice.com

	Matteo Dell’Acqua
	ECMWF

Shinfield Park

READING, Berkshire RG2 9AX

United Kingdom

Tel.
44 118 949 9000 Fax 
44 118 896 9450

E-mail
matteo.dellAcqua@ecmwf.int

	WMO Secretariat
	

	Jean-Michel Rainer
	World Meteorological Organization

7 bis, avenue de la Paix, Case postale No. 2300

CH-1211 GENEVE 2

Switzerland

Tel. 
(41 22) 730 8219 Fax.  (41 22) 730 8021

E-mail
jmrainer@wmo.int


AGENDA

1.
ORGANIZATION OF THE MEETING
1.1
Opening of the meeting

1.2
Election of the chairperson

1.3
Adoption of the agenda

1.4
Working arrangements

2.
WORKSHOP ON UTILIZATION OF THE INTERNET BY NMHSS FOR THE EXCHANGE OF METEOROLOGICAL AND RELATED INFORMATION (joint with RAV ICM-GTS&ISS)

2.1
Experience gained, in particular in Region V

2.2
Identification of technical and/or operational issues

3.
FURTHER DEVELOPMENT OF TECHNICAL AND OPERATIONAL GUIDANCE ON USE OF INTERNET 

3.1
E-mail services

3.2
FTP and HTTP services

3.3
Virtual Private Network (VPN) services

3.4
Guide on Internet Practices

3.5
IP issues

3.6
IPv6
4.
OTHER MATTERS

Summary of meeting discussions, conclusions and recommendations

1.
ORGANIZATION OF THE MEETING
At the kind invitation of the Meteorological Service of New Zealand Limited (MetService), the Expert Meeting on Enhanced Utilization of Data Communication Services, especially Internet was held at its offices in Wellington from 11 to 16 December 2003. Mr J.-F.Gagnon, in his capacity as Chair of the CBS Expert Team on Enhanced Utilization of Data Communication Services, chaired the meeting. He welcomed all participants at the meeting.  The list of participants is given at the beginning of the report.

2.
WORKSHOP ON UTILIZATION OF THE INTERNET BY NMHSS FOR THE EXCHANGE OF METEOROLOGICAL AND RELATED INFORMATION (joint with RAV ICM-GTS&ISS)

A one-day workshop was held on 11th December 2003, jointly with the Implementation - Coordination Meeting on the GTS and ISS in RA V (8-12 December 2003).  The meeting reviewed the utilization of the Internet by NMHSs for the exchange of meteorological and related information that were presented by the participants.  It assessed the experience gained and identified relevant technical and/or operational issues, which were taken into account when developing proposals for improved technical and operational guidance on use of the Internet by NMHSs, under agenda item 3.

3.
FURTHER DEVELOPMENT OF TECHNICAL AND OPERATIONAL GUIDANCE ON USE OF INTERNET 

Note: Items highlighted in yellow are actions

General issues regarding use of Internet:

Some questions were raised during the discussion that cannot be tied to any particular point of the agenda, but are of a more general nature.  These are:

a) Experience seems to confirm that, in general, Internet throughput is often higher than that of traditional dedicated links.  However, two major difficulties do arise:

· As expected, it is often difficult to troubleshoot telecommunication problems that occur on the Internet itself.  By its very nature, the Internet is constructed by the interconnection of many telecommunication providers.  The interface to the Internet for most organizations is via a single Internet Service Provider (ISP).  This makes it nearly impossible to find the provider responsible for a given problem, which is likely imbedded deeply in the Internet structure.  Even if we can identify them, they probably would not have any liability to the client directly.  Therefore, tracking the resolution, obtaining status reports and applying pressures for problem resolution is extremely difficult and resolution time for a given problem is very unpredictable.  

· Some centers offering data via the Internet can get swamped with very high traffic when severe weather events occur (for example USA).  Mission critical traffic could then be collected late or even lost.  Although priority schemes and quality of service parameters are potential solutions to this problem, they are still relatively difficult to implement.

The Meeting therefore recommends that no mission critical links be implemented over the Internet without careful consideration of the risks and potential impact of problems.  Dedicated telecommunication links with adequate redundancy or backup solutions should be used for mission critical connections. 

b) Electronic data processing (EDP) security has become an important concern and was certainly an important part of all our discussions.  Although several recommendations can be made about security in relation to all the different services explained below, it was recognized that security is probably the topic of a document on its own.  The Meeting therefore recommends that the ET-EUDCS establish the basis for such a document.  JFG will start this work (table of contents) with the help of MDA for further discussion at the ET-EUDCS meeting in April 2004.  See the Annex 2 (Topics for the Security document) at the end of this document for a list of topics to be included.  
3.1 Email services

a) Several questions were raised regarding the email formats described in the "Procedures for observational data collection using E-mail over the Internet":
· It was noted that Australia has experienced several incoming email messages containing observational data being flagged as unsolicited electronic mail ("spam") because of the peculiar way in which the text of some emails has been formatted.  This means that these emails will be discarded and not processed as valid Collection Data Bulletins.   It is also important to note that "spam" filters are going to be deployed and used by an increasing number of computer centers to control the growing nuisance of incoming "spam" email.
· It was noted that several emails already contain extraneous information such as informal notices and publicity banners.  This information makes it more difficult to parse the observational data contained in the email.
· It was noted that the Procedures prescribe the usage of "plain text" format for emails.  However, the default configuration of several new email client software packages is often HTML format.  Furthermore, this option is often reset to HTML after upgrades, the application of systems patches or even simply by other users.
· It was noted that the Procedure was very unclear about the handling of multiple messages per email and the attachment formats, resulting in inconsistent implementations.
Because of these questions, the Meeting recommends that:

1. the "Procedures for observational data collection using E-mail over the Internet" be revised in order to clarify format issues.  See the Annex 1 at end of this document for topics to be covered in the revision.
2. it is imperative that the email formats described in the Procedures be followed closely.  
3. the Procedures be recognized as an recommendation and be included in the WMO Manual 386 Attachment II-15. JMR to prepare an appropriate introductory text since WMO 386 has no other Internet references.
b) The Meeting considered the use of HTTPS as a means of communication instead of SMTP to solve some authentication problems.  It was concluded that the revised Procedure (as per Annex 1) should provide enough authentication and that HTTPS was unnecessary.

c) The Meeting asked if a template client input interface was available for the Procedure.  This would simplify implementations, could offer some level of quality control before the email messages are sent and simplifies machine readability at the receiving end.  Although none are currently available for distribution to countries, F. Branski (USA) described the "NWS web bulletin input form".  This input form is not a template but merely just a form with very general fields.  The Meeting recognizes that the concept of an HTML based interface is simple and usable even off-line (requires a minimal HTTP server on the PC used for input).  It is important that the message however still be sent using email (SMTP).  I. Senior (Australia) will test the USA input form for the ET-EUDCS and report for the 2004 ET-EUDCS meeting.
d) I. Senior (Australia) will have the revised Procedure implemented as a proof of concept and will test it in order to highlight possible issues for the 2004 ET-EUDCS meeting.

e) CBS Ext Cairns 2002 paragraph 6.2.17 states that some RTHs also use email for providing data to NMCs and that ISS should study further that matter in the framework of delivery upon request.  The Meeting felt it was necessary to gather more information about the requirement and mechanism for using email in the context of a request-reply service.
f) There are special EDP security issues and recommendations that pertain only to email handling.  These will be described in the Procedure (see Annex 1 at end of document).  But there are also more general EDP security issues that not only pertain to the email client and server systems, but also pertain to general system management.  These are to be described in the proposed document on security guidelines (see annex 2).

3.2 a FTP services

a) The Meeting noted that there are important issues with the management of the volume of FTP traffic and its associated impacts on Internet connection bandwidth as well as server capacity.  In particular, some clients will automatically initiate too many concurrent FTP sessions at one time.  The Meeting recommends that text be added to suggest tools to manage this issue in the "Guide for Internet Practices", such as limitation of the number of sessions, either by client or for the entire server.  It was noted that some FTP server software does exist in the market to achieve this on a per client basis.  The Meeting recommends that ET-EUDCS investigate the availability of this software and its capabilities.  Also possibly the usage of different servers for registered FTP users.

b) Because of different link speeds and different levels of congestion between various countries, JMA has implemented different timeout limits for different clients based on throughput averages and message sizes to be transferred.

c) The Meeting noted that FTP services could be used as a backup procedure for communication by allowing countries to send input messages to other RTHs.  Some countries already have the capability to accept such messages (e.g. USA).  In order to facilitate this feature, a fairly standard client interface is required for establishing the connections.  The Meeting suggests that the topic should be further considered by the ET-EUDCS.

d) Again security was an important topic of discussion regarding this service.  Many topics will be covered in the Security Document (see annex 2).  The Meeting also considered the use of FTPS (secure FTP protocol).  Its main benefits are:

· Authentication of the originator of an FTP connection

· Ensure data integrity

Since it was felt that the data currently exchanged is not confidential and not likely to be the target of directed integrity attacks, the FTPS doesn't really address the main concern we face, which is the availability of the systems that are involved in the data exchanges.  Further more, use of FTPS would result in an additional overhead, translating to increased traffic.  This could be an issue for the slower throughput links.  It is therefore felt that FTPS is not required at this time.

e) There was discussion on the difference between FTP over Internet and FTP over the GTS.  It was felt that the main difference was that in the case of FTP over Internet, there is a need for a proxy or staging function between the FTP service and the ingestion of data in a country's systems or ingestion in the GTS. 

f) H. Ichijo (Japan) will make available as soon as possible a draft version of a translated document on setting up FTP servers to serve as a basis for guidance on the use of FTP.
3.2 b HTTP services

a) The main question regarding HTTP services is that its need as a means of communication is unclear in our business, although it is recognized that it may develop.

b) The Meeting discussed the overhead of HTTP versus FTP.  It appears that FTP is still a more efficient means of transferring data.

c) The Meeting considered the need of HTTP within the UNIDART project.  As there were no UNIDART experts at the table, further investigation is required by ET-EUDCS.  The Meeting suggested inviting Hans Janssen (Germany) to provide input, noting the involvement of DWD in this project.

3.3 VPN services

a) M. Dell'Acqua presented a report on the experiences of ECMWF with VPN.  The experience outcome was positive.  ECMWF is looking to do trials with others. VPN is used widely within Australia as well.

b) M. Dell'Acqua presented an interesting ECMWF developed system for allowing secure access to remote users (ECaccess).  This system is based on SSL and provides a portal for access to ECMWF.  The concepts are good and provide a solid basis for further security tool developments (see ECaccess.ppt for details).

c) The Meeting discussed the choice between IPSEC, SSH and SSL.  IPSec seems to be a good fit for the needs of socket transmission.  This should be further investigated, and in particular it would be nice to find further expertise on the use of SSL for VPNs.

d) The Meeting noted that the AES encryption key system has become the industry default standard and recognizes that it is a good mechanism.  AES and DES were used successfully in the ECMWF experiments.  The "VPN Guidelines Document" should be revised to indicate the AES preference.

e) The ECMWF experiments also include the use of Certificate Authorities (CA) rather than pre-shared keys.  Both methods have advantages and disadvantages:

· Use of CA requires a significant setup which is probably costly.  There is also an on-going cost while using CA.  There can be an issue with different countries being in different domains of authority and using different CA delivery systems.  Negotiations between partner countries would probably lead to different implementations across the network.  However, use of CA greatly simplifies the operational use of VPN in the long run.

· Use of pre-shared keys requires a minimum effort in setup.  However, it is of course less secure (the tendency would probably be to use simple keys and possibly even identical keys across the network), and can cause problems in the operational use of VPN when encryption keys must be changed (should be changed on periodical basis, may have to be changed urgently in the advent of compromised systems).

The Meeting concluded that pre-shared keys are still an appropriate method of operating VPN encryption.  It however recognized that in order to maintain a fairly high degree of security, different pre-shared keys should be allocated to different links, and that they should be changed on a regular basis.
f) It was recognized that VPN technology was still in much development and that this made the choice of a set of standard configuration parameters still a moving target.  It was also noted that interoperability between commercial VPN systems is at best a challenge.  It is therefore important to follow closely the developments in the technology.  Suggested developments to study in this regard include: the development of IPv6 implementations (may prove to be a solution to VPN issues, as cryptography is part of the IPv6 protocol) and the development of better security mechanism at the application level rather than network.  

g) It was also noted that because of the continuous evolution of VPN technology, the guidelines were probably vague enough to make individual VPN implementations quite different from region to region.  This could eventually be a limiting factor because of incompatibilities.  It was suggested that some form of a "what we know works together" list be put together and made available upon request to recognized officials in the member states.  It was also recommended that the VPN guidelines state clearly that a "enquire about your partners plans before you buy" policy be strongly recommended.

h) It as noted that the VPN Guidelines document should be updated to reflect a valid official URL about cryptographic law in section 4.1 instead of the current research URL.

i) Other points were raised in Matteo's presentation, but were not discussed at length.  They should nonetheless be further studied by the ET-EUDCS and considered by the implementer of VPN links:

· A big complication with network-to-network VPNs is keeping routing and addressing straight

· Be sure to verify the interoperability with your firewall and other security mechanism

· Look carefully at troubleshooting tools

· For VPNs supporting remote individuals the IPsec gateway must support your remote access policy, including strong authentication

· There are incompatibilities between different firewall brands which make it difficult to support IPsec passing through a NAT firewall.  This makes it impractical to use NAT in these situations.

· If you use SNMP-based network management systems (i.e. HP Openview) you will want to know about MIBs

3.4 Guide on Internet Practices

a) The Meeting noted several small changes (typos, clarifications, table 2.2, removal newsgroup).  See Document and JMR notes for details.

b) The Meeting suggests tracking changes to the previous version.

c) Revised translated document should be available January 2004

3.5a Availability of IP addresses

a) A few statistics:

· There are currently 36 countries on the RMDCN.

· 10 countries are using Equant supplied host IP addresses.  The supplied addresses are arranged in subnets of 64 hosts

· Equant has a relatively big pool of addresses available

· WMO has 8 class C addresses.  Details can be found in Attachment II-15

b) Although using carrier provided addresses seems to solve the immediate problem of IP address availability, it makes it more difficult to migrate to other carriers, as these addresses will have to be returned to the original carrier and new addresses used each time there is a change.

c) Using WMO addresses for hosts is not possible everywhere since there are not enough of them to go around.  WMO should therefore continue to allocate them only on a case by case basis.

d) The Meeting tried to identify what was the minimum number of hosts addresses required to establish one center. The Meeting suggested a topology as an acceptable one to minimize the requirement.  It limits the requirement to a subnet of 8 addresses per center.  It therefore allows up to 6 actual host machines to be used, although 1 or 2 IP hosts addresses should be reserved for the parallel operation of new systems as MSS or network migrations are implemented in the future. Topology should be finalized at the 2004 ET-EUDCS 

3.5b Availability of Autonomous System (AS) numbers

a) The Meeting recognized that since the WMO AS numbers are not Industry registered AS numbers, this situation could lead to difficulties in the setup of BGP routing for future network developments, when a mix of completely private networks and carrier supplied networks are used in conjunction.

b) The Meeting discussed the possibility of requesting an equivalent number of industry registered AS numbers as an alternative, which would not change the principle of allocation currently described in the TCP/IP Guide (allocation of 1 AS number per center).  It seems that this was attempted unsuccessfully in the past.  The ET-EUDCS should investigate this possibility further. 

c) The Meeting recommends further study of the impact of the allocation scheme, and the possible development of a strategy to migrate to a new scheme if required.  This study should consider the network requirements of the FWIS.

3.6 IPv6

a) IPv6 can be a solution to the IPv4 address issue in Asia. However, since it is not clear how the industry will adopt or convert to this new technology, it is too soon to establish a migration strategy. Developments in IPv6 must be tracked further.  

b) The Meeting recognized that IPv6 is a desirable future technology, as it provides security features and multicasting capabilities. 

c) The Meeting tried to assess the important issues and impacts related to a future conversion to IPv6.  Several possible scenarios have to be looked at.    

d) Current indications are that the Asian industry will probably start implementations in the 2006-2010 timeframe.  The Internet Initiative of Japan (www.iij.ad.jp/en) and the IPv6 organization  (www.ipv6.org) should be good sources of information in that regard.

e)  The Meeting considered the possibility of requesting now a block of IPv6 addresses for WMO requirements.  It appears that this may not be possible, as they are reserved for carrier use at this time. To be verified
f) The Meeting noted that there some issues to be addressed with the implementation of an IPv6 address scheme that should be investigated further.

g) The Meeting agreed to research the industry trends to IPv6 in the different regions to establish a better picture of the future.  H.Ichijo will track Asia, M.Dell'aqua will track Europe, I.Senior will track South Pacific and JFGagnon will track North America.
4.
OTHER MATTERS

Review of WMO Manual 386

The Meeting suggests that a review of Manual 386 should be considered to review some of the specifications which have become a serious limitation with today's computer systems.  The review must consider the implications of the migration to table driven codes and the impact on small NMCs.  The review should at least cover the following topics:

· 69 characters per line limit

· Antiquated "end of line" marker (CR-CR-LF)

· Change the code set definition to allow the use of upper and lower case characters (true ASCII code?)

· Review the need for the 5 bit Alphabet No. 2 code

The Meeting suggests that the WMO Secretariat invites RTH focal points to gather information on this issue from their associated NMCs.

I wish to convey my appreciation and many thanks to the participants for their contributions, which made this meeting very productive.

Jean-François Gagnon

ANNEX 1

Annex 1 - Topics for the review of the "Procedures for observational data collection using E-mail over the Internet":
1. Describe the need/mechanism for virus control at sending (community etiquette, detect unwanted email storms initiated from inside that could use up limited bandwidth, etc.) and at receiving end before processing (obvious reasons).

2. Since the Procedure is for ingestion of data collection messages that ultimately need to be ingested in the GTS, and since this ingestion process should be as simple as possible, the Procedure should use the same code set as the GTS.  For the meteorological data in body of the email message, instead of "ASCII (plain text)", specify "International Alphabet no.5" (actually use same name as in Manual 386).  It is understood that the header of the email needs to use the "@" character as well for the address fields.
3. Stress the importance of adhering to the prescribed format of the body of the email.  Possibly explain the easy fall back to HTML default format that is inherent to some client mailers (e.g. Microsoft Outlook) or even RTF format (e.g. Outlook Express).

4. Recommend that the Procedure be implemented only to allow pre-authorized users to submit input messages.

5. The Meeting came to the conclusion that the security string was unnecessary since email authentication was done on the following basis anyway:  

· Check source ("FROM" field) and validate against list of pre-authorized users (prearrangements are therefore required)

· Check Subject ("SUBJECT" field) for a valid AHL or pre-agreed string.  Subject field therefore should not be left empty.

· Processing of the body of the email requires finding a meteorological bulletin header (AHL)

6. Recommend to use SMTP based mail client and not commercial web based mailers (need to find a better definition of what a "commercial web based mailer" is).  This controls the output format of the email (for example eliminates unwanted text) and probably eliminates some security problems.

7. Replace references to "<GTS message>" by "<Meteorological bulletin>" as per Manual 386 Att II-2

8. Add a termination string after the  "<Meteorological Bulletin>".  The Meeting recommends a simple NNNN on a separate line.

9. State that the recommendation is for 1 bulletin per email and that in the case of the optional transmission of several bulletins in one single email, the maximum is set to 5.

10. Prescribe that no automatic acknowledgement or error replies should ever be sent back.  This is to limit unnecessary traffic and to avoid unwanted replies to potential publicity or spamming list request from the Internet.

11. State that attachments are optional and for text only.  The only attachment format that can be used is the same as the body of the message itself.  The purpose of the Procedure really should be for simple input.  We should not intend the Procedure for other means of data communication such as binary files.  In other words, the intent of the attachment is to allow for example a client to prepare a message off-line in a text editor, and include it in an email by simple "drag and drop" operation.  Review references to MIME format attachments.

12. The Meeting felt it would be practical to set a maximum number of <Meteorological Bulletins> specification, even though the low throughput of connection to the Internet for these sites is already a limiting factor.  This limit is set at 5 <Meteorological Bulletins> per email whether they are in the body of the message or attachments.

13. In introduction, state that the Procedure is intended for collection of data by RTHs.  The Meeting understands however that it will likely be used by other small countries.

14. The Procedures currently prescribe that the receiving centers maintain lists of pre-authorized senders as a means to authenticate and filter the received messages.  It has been noted that administrative procedures should be put in place by the centers to ensure that the source address of a sending site does not change without proper notification to the receiving site.  The ET-EUDCS should consider developing further recommendations on this matter.

15. Include examples

16. Include appropriate references to either RFCs or include appropriate definitions 

ANNEX 2

Annex 2 - Some Topics to include in a new "Security Guidelines" document:
Note: we need to find a good title to set the scope of this document.  See point 3

Separate Business continuity, security, disaster recovery

1. At the onset, this document should be limited to be a guidelines document on "best practices".  However, the Meeting noted that since the overall security will only be as secure as the lowest security in the community, best practices may not be enough in the near future.  The Meeting also noted that imposing a security standard (policy) at this time would probably be very problematic to many countries because of the resources it requires.  Nonetheless, the issue must be addressed.  ET-EUDCS can start to look at it from the telecommunications point of view. Other WMO committees will most likely be involved as well.  At some point, the feasibility of some of the FWIS concepts will certainly force a minimal policy.  The Security Guidelines document proposed by ET-EUDCS should be in itself a means to suggest that CBS should address the issue more generally. 

2. State that the risk is not just to a given site from the point of view of possible threats coming into it, but also from the point of view that interconnected states are partners in a network in which a trust relationship must be maintained.  The action of one can affect other countries.  Need to have a set of minimum rules that define the acceptable risk.  The essential point is that we wish to ensure uninterrupted service in the systems and networks required for the exchange of all data and products.  That is, the systems should be secure enough to mitigate risk, financial loss, damage to systems and propagation to other centers.  The text should use examples to drive the point ie. Nachi .  Also, describe the actions/consequences if trust relationship is broken: ie. Being cutoff.  

3. State that the concepts in this document should apply both to WMO WWW related systems (telecommunication and FTP clients and servers, Email clients and servers, web clients and servers).   And some complementary guidance to other related systems.

4. Describe possible threats (high level description)

5. Describe impact on operations (which includes GTS and thus to others)

6. Describe industry accepted "Best Practices"

7. Recommend that countries establish and enforce their own EDP security policy

8. Business continuity: Describe the concept of mission critical versus non-mission critical.  Recommendation to separate systems to protect the mission critical.  Recommendation to establish redundant systems (both computers and telecommunication - such as technology diversity and carrier diversity) to protect mission critical functions.

9. Address network services infrastructure.

· Explain the concept of different zones (or domains) of  EDP security (private, public, DMZ, separation between different DMZs). 

· Explain the firewall function between these zones.

· Mail gateway - virus checking, spam 

· Proxys

· nat

10. Address system administration.  For example, the setup of a computer system:

· hardened configurations

· maintain only essential functionality and remove unnecessary or dangerous options

· apply regular security patches and updates on operating systems, software and firmware

· describe the difference between open access systems versus pre-authorized user access and the risks if both are allowed.  Only give as minimum privileges to clients as required to do the job.  In fact "anonymous" accounts should be discouraged on systems used for exchange of data between countries (via GTS or Internet) and reserved only for distribution to public domain.  And then, these public domain servers should be separate from others.

· establish read only rules between systems and read-write only where necessary.  Writes should be limited to safe areas and the receiving system should apply security checks to received information before introducing it (or forwarding it?) into mission critical domains.  E.g. virus checking

· Establish limits on directory and file visibilities

· Business continuity:  Mention the need for proper backup and restore procedures, regular testing of restore capabilities

11. Address Remote access as a concern to network security.  Normally, remote access would be related to a different network security zone than the GTS.  So if the GTS is isolated from the remote access, there should not be an issue.  Recommend this separation. Address the fact however that some may need to use remote access in the same zone as GTS for maintenance and monitoring.  Then state the special rules that should apply.

12. address monitoring (logging, detecting?)

13. address wireless lan since it presents special problems

14. Write a credible and tangible document!  (obviously, but actually not so obvious to do)

15. Make an executive summary for high level management

_______________________
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